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Abstract 
 
This paper proposes a technique known as data auditing method which can 

be used to protect the data which is stored in the cloud from being tampered 

with, to allow the user to make updates and also to  trace and recover  

corrupted  files.  It  uses  a  third  party  auditor  (TPA)  to constantly monitor 

the stored files and intimate the user about any changes made to the file or 

about file crashes. The cloud service provider cannot be trusted always. So it 

raises a challenge to the integrity of the data stored in the cloud. In proposed 

data auditing method, certain unique properties of the file are used to detect 

any changes made to the data in the cloud. The file is secured by encryption.  

Further the encrypted file  is  split  into chunks of files  into a structure called  

the Merkle hash tree structure and each chunk of file is stored in a different 

server. Authentication of the user is done by the CSP by exchange of 

messages using a secret group key. The proposed method also allows the user 

to make updates to the stored data. The update may be either static or 

dynamic in nature. Further the proposed  method  helps   to   recover   the   

crashed   files automatically. A third party auditor monitors the file crashes 

and intimates the same to the user. Using the concept of erasure code the 

crashed file is recovered from the replica server. 
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1 Introduction 

Storage of data has become a huge challenge for individuals and 

organizations. The challenge may be due to  huge  size  of data  leading  to  

lack  of sufficient storage space or due to difficulty in maintaining the 

stored data. Local data storage is expensive and it occupies more space. 

Cloud computing resolves this issue by allowing users to store data 

remotely as it  provides robust  and reliable infrastructure for the same[1-

10]. 

Cloud service providers (CSP) help users in storing the data. However 

not all CSP’s can be trusted as the user does  not have  direct  control over 

its  data  anymore. The CSP may manipulate the data without the 

knowledge ofthe  user. Another challenge faced by the user when he stores 

data in the cloud is that of updating the data. As he does not have direct 

access to the data anymore, hecannot make updates. Also the updates may be 

static or dynamic in nature. Hence the proposed techniques  must be 

designed in such a way as to efficiently support dynamic data update[11-

17]. Some of the files stored in the cloud may get corrupted or may crash. 

So the user must be able to identify the file crashes if any and must be able 

to recover the crashed files. So there is a need for a technique to resolve the 

above mentioned issues. 

Commonly  used  data  auditing techniques that  use  encryption  are  

not  applicable to cloud storage as there is no local copy of the data. 

Therefore, a new technique is required to protect the data which is stored in 

the cloud from unnecessary modifications. The commonly used techniques 

are suitable for small amounts of data but for large amounts of data it makes 

the process of auditing costly and challenging to the user and the cloud 

service provider.  This method of data auditing becomes more challenging 

when mobile devices are used to access data. 

This  paper  proposes  an  efficient technique known as data auditing 

method which can be used to protect the data which is stored in the cloud 

from being tampered with, to make static and dynamic updates to the  data  

and  also  to  trace and recover corrupted or crashed files. 

Certain properties of the file which are unique to the particular file 

stored in the cloud are used to check  whether  any changes are made to  it. 

This paper makes the following contributions- 

1. It proposes an efficient technique for keeping the cloud service 

provider from making any changes to the data stored in the cloud.  This is 

done by encrypting the file using sha256 encryption algorithm.  Only,  user 

has  key to decrypt the data which is stored in the cloud. The cloud service 
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provider cannot read the content of the file. The encrypted file is split into 

chunks of files and a unique ID is assigned to each chunk of file. Each of 

the chunks of file contains a hash of the data of the original file and this 

structure is called Merkle hash tree structure Also certain unique properties 

of the file are used to detect any changes made to the  data  in  the  cloud. 

The proposed method has the least communication and computation 

overhead on the cloud service provider and data owner. 

2. It proposes a method to identify the correct owner of the stored   

data. Sometimes, it happens that a false user claims  to  be the owner of the 

data. For authentication purpose the CSP sends a message to the user by 

encrypting it using secret group key. The user decrypts the message and  

then  creates  a  reply  message  and sends it to the CSP. The CSP verifies 

the authenticity of the user based on the reply sent by the user. If there is a 

mismatch then the CSP does not grant permission to that particular user to 

access the files. This way the cloud service provider can identify the 

correct user and hence improve the security of the data. 

3. The proposed method also allows the user to make updates on the 

stored data. The update may be either static or dynamic in nature. The size 

of the file may be small or large. 

4. The proposed method helps to recover crashed files 

automatically. The third party auditor monitors the files and if it detects any 

crashes it intimates the same to the data owner. It uses the concept of erasure 

code to recover the crashed file from the replica server. 

2 Problem Description 

The cloud service provider cannot be always trusted by the data owner. 

This may be due to various reasons like: 

1. Sometimes there might be data loss due to some error of the 

cloud service provider but the CSP hides the data loss from the data owner. 

2. CSP may discard some amount of data which is rarely used in 

order to create space for data for another customer. 

3. When the data owner wishes to perform update operation on the 

data he requests the CSP for the same. The Cloud Service Provider may 

falsely claim that it has performed the update operation without actually 

doing so. The CSP deceives the user by sending a response for a previous 

update. 
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Fig. 1 Flow Diagram of proposed diagram 

 

3  Actors  
 

The RDC technique used to audit the data stored in the cloud consist of 

the user, data owner, Cloud Service Provider and a Third Party Auditor.  

The   user   is anyone who uses the services provided by the cloud service 

provider. The data owner refers to the Individuals or organizations who own 

the data which is stored in the cloud and who have the right to perform 

update operations like insert, delete  etc. on the stored data. The Cloud 

Service Provider (CSP) is someone that provides   infrastructure and 

services to organizations. The Third party auditor (TPA) is the entity that 

monitors the file stored in the cloud and intimates the user of any changes or 

file crashes. It also helps the user recover the crashed files automatically. 

 

4 Proposed Methodology 

 

In order to overcome the problems faced by the data owner mentioned 

above, a method known as the data auditing method is proposed in this paper. 

This method helps to keep the CSP from making any unwanted changes to 

the data, to allow the user to make updates and to intimate the user about any 

file crashes and to  help  recover  the   crashed files automatically. The Flow  
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diagram and architecture diagram of proposed work is shown in Fig. 1 &2. 

The data auditing method includes 3 main steps: 
 

 

1. Encryption and splitting 

2. Exchange of message 

3. Verification 

 

 Step 1:  

The user encrypts the file to be stored in the cloud by using sha256 

encryption algorithm. To increase the security, the encrypted file is split into 

chunks of files which are stored in different locations. Each chunk of file 

contains a hash message and this structure is known as Merkle hash tree 

structure. Since the file is split up and the different parts of the file are 

stored in different locations, even if a third party gets access to a part of the 

file he only has access to a block of the encrypted data and not the entire 

data. 

During    encryption, user generates a secret key, file ID and tags. He 

uses keyGen algorithm to generate a secret key, FidGen algorithm to create 

a unique fileId for each chunk file and a TagGen algorithm to create a 

distinct tag for each chunk file using the signature of the file. 

A unique signature is associated with each file which helps to identify 

each file separately. This signature contains a string of symbols which is 

unique to each file.  But, it is expensive to generate this signature for each 

file. This can be reduced by using the Horner scheme. As the signature is 

unique to each file, any changes made to the original file can be identified 

easily. 

After generation of above mentioned objects, the data owner sends the 

file Id, all chunks of files and their corresponding tags to the Cloud Service 

Provider. 

 

Step 2: 

 This step helps the user requests the CSP for permission to access the   

file. Sometimes   an anonymous user may claim to be the owner of the data. 

For authentication purpose the CSP sends a message to the user by 

encrypting it using secret group key. 

 

Step 3:  

 The CSP verifies the authenticity of the user based on the reply sent by 

the user. If there is a mismatch then the CSP does not grant permission to 

that particular user to access the files. 
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 Fig 2 Architecture Diagram 

 

 

Fig 3 Markle tree 
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                             Fig 4. Data Auditing Method 
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This paper proposed a method which is used to protect the data stored in 

the cloud. Organizations generated large amount of data and the storage of 

this data is a challenge. User cannot keep the data with himself as it is 

expensive and also occupies more space. In the existing system, though the 

outsourced data is stored in the cloud, it is not trustworthy as the user does 

not have direct access to the data anymore.  So, to improve the security of 

the data present with the cloud service provider that cannot always be 

trusted. The flow of data auditing method is shown in fig 4. 

This paper proposed a method to improve the security of the data stored 

in the cloud, to allow the user to make updates and recover crashed files 

automatically using a TPA. The proposed method makes use of certain 

unique properties of the files that contain the data.  A new structure of data 

known as the Merkle hash tree structure[18] is used to be able to recover 

corrupt files. The diagram of merkle hash tree  is shown in fig 3. 

The user encrypts the file and then splits the file into chunks of files 

stored in different servers. Since the file is split up, even if the cloud 

manages to decrypt a part of the file it does not have access to the entire file  

as  it  is  spread over multiple servers. 

A TPA constantly monitors the files for any crashes and intimates the 

user about the same. After that it uses the concept of erasure code to recover 

the crashed file from the replica server. 

 

5 Experimental Results  

  
For experimental purpose, Dropbox is used as cloud server. The file to 

be uploaded is presented in the local machine. In our case it is a simple text 

file. 

The application is used to encrypt the file and upload it to cloud which 

is developed using Java. It consists of a login page in which the user gets 

authenticated   to   use    the application.   New users are allowed to register 

themselves. The user can then select the file which is to be uploaded in the 

cloud from the local machine. 

When the user uploads  the  file,  the content of the file is encrypted 

using sha256 encryption algorithm. Further the file is split up and stored in 4 

different cloud servers by using the Merkle Hash  Tree  algorithm. 

Therefore  if  a  third party  or  the  cloud service  provider manages to get 

access to the file, it only has access to a part of the file as it is split up 

thereby enhancing the security of the stored file. 

The application also creates replica servers where a copy of the  file  is  

created and stored. This helps the third party auditor to be able to recover 

the corrupt or crashed files from  the replica server in case of disaster. 
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Fig 5. Successful completion of File upload 

 

  
  
 

 
                         Fig 6. Uploaded File in Dropbox server 
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Fig 7. Content of file in dropbox after encryption 

 

  
Apart from authenticating the user, improving the security of the stored 

data and allowing the user to make updates, the proposed method also helps 

to recover the crashed files automatically. A Third Party Auditor constantly 

monitors the files for any crashes and intimates the user of the same when 

any file crashes. The TPA uses the concept of erasure code to recover the 

crashed files from the replica server. Fig.5 shows Successful completion of 

File upload. Fig.6 shows Uploaded File in Dropbox server and Fig 7 shows 

Content of file in dropbox after encryption. Fig.8 shows proposed and 

existing method of computation cost. 
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         Fig.8 Computation cost  

 

6 Conclusions 

This paper presented a data auditing method to improve the security of 

the data which is outsourced to the cloud. The unique properties of the file 

are used to detect any unnecessary changes made. A new structure of data 

known as the Merkle hash tree structure is used to be able to recover corrupt 

files. The proposed method has least communication and computation cost 

on the user and CSP.  We also implemented a system to recover the crashed 

files automatically. A third party auditor monitored the file crashes and 

intimates the user that the file has crashed. After that the crashed file is 

recovered from the replica server by using the concept of erasure code. In 

this method, all of the user’s data is stored over a single cloud server. 

Though it is possible to identify any manipulation or tampering of data, it is 

not possible to recover the corrupt data. In future this method can be applied 

to distributed cloud servers. In that case the user’s data is stored in more 

than one cloud server. Therefore, it makes it possible to recover the corrupt  
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data from the other servers which are not tampered with. 
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