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Abstract 
Safe biometrics system of characterizing achieves high quality and better 

efficiency in supervising and monitoring the proposed design. To reach such 

quality, the designed model gives few techniques that help in detecting and 

diagnosing some false in biometrics system. In comparison with other 

biometrics traits, ear and face are accurate due to their unique textures. In this 

paper, a Simplified Random Matrix Encryption and Decryption (SRMED) 

for multimodal biometric Recognition system is proposed using ear and face 

images to provide a secure transmission of data with cryptography. This 

work involves automatic preprocessing, Ring projection, Information 

normalization, AARK segmentation, DWT feature extraction, ANFIS 

classifier with score level fusion for reducing the complexity of identification 

and improving the accuracy. The experimental results of the proposed 

method provide better performances than the unimodal biometric images of 

ear and face with the help of IITD ear database and ORL face database. It 

achieved 97.5% recognition rate. Eventually the proposed method concludes 

by authenticating the indidual recognition. Their tremendous performance 

improves the standard detecting in biometrics system and bringing them 

effective and complete autonomous in the simulation operation. 

 

Keywords: Biometrics system, automated detection, ANFIS 

classifier,Encryption and Score level fusion. 
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1 Introduction 

 
In this paper, implementation of automatic detection of safe Biometrics 

system is focused. Biometric is the only effective known conformation to 

detect the user‟s identity in all concerns to decrease the prospect of fraud 

detection. Biometric helps in the finding of phenomena like biological 

application. In biometrics system, using a combination of two or more 

biometric traits for secure and recognize the data. In [1, 2] multimodal 

biometric have better performance than unimodal biometric technology. In 

[3-5] authentication of the user determined with the two or more biometric 

traits extracted from the images named as multimodal biometric technology.  

In [6-10] the performance of system recognition improved with the use of 

Multimodal biometric technology. It used to prevent from spoof attacks and 

reduce the failure to enroll data. Compare with the unimodal biometric 

system more advantages are in multimodal biometric due to multiple traits. 

In [2] the information is fused from different biometric modalities with the 

help of multimodal biometric system fusion technology. List of few 

advantages using Multimodal biometric technology 

 Unibiometric system encountered the issues of non-universality 

 Noisy data problem addressed effectively 

 Large –scale biometric databases facilitates filtering or indexing 

 Single trait is not sufficient for continuous monitoring or tracking of 

individual situations. 

 Able to operate fault tolerant system even when the biometric sources are 

not available. 

Image encryption alters a particular image into another which is 

unrecognizable so confidentiality could be kept among users. It is significant 

that any person who tries to understand the content should learn the 

decryption key [11], [12] and [13]. Various applications require a consistent 

security for storing and transmission of digital images such as medical 

imaging systems, pay-TV, confidential video conferences and military image 

communications. Several image encryption techniques were recommended 

for providing the security feature. Some of them were known to being 

insecure [13], which resulted in a continuous development for further 

methods of image encryption.  
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Figure 1 Proposed Method 

 

The figure 1 shows the proposed work for the ear image has been taken 

from IIT Delhi and the face image from the ORL database which was both 

applied as input images. At first the simplified random matrix encrypts the 

multimodal biometric ear and face images by making the data unreadable and 

then decoding it by using a key. The preprocessing is applied for filtering 

both images. The binary images were achieved using the filtered images. The 

input images are converted into one-dimensional data using the ring 

projection technique. According to the ring projection technique, the one- 
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dimensional data is normalized by the information normalization process. 

The DWT is utilized to take out the input images. The classifier makes use of 

the extracted features. Segmented output is obtained by applying the adaptive 

RK segmentation to the images. The RK technique is utilized for evaluating 

the exact segmentation by threshold values.  

The remaining part of the paper is explained as the follows. Section 2 

studies the previous related work carried out in multimodal biometrics, ear 

biometrics and face biometrics. Section 3 presents the proposed work of this 

paper. Section 4 does analysis of the experiments carried out and the 

outcomes are compared. At last, Section 5 concludes the proposed work of 

this paper.  

 

 

2 Previous Work 

 

This section briefly outlines the multimodal biometrics authentication 

approaches done previously for which face and ear images are used as traits 

for biometric [4]. Based on several biometric modalities, information fusion 

schemes and types are employed, on which the Multimodal biometric system 

primarily relies. [14] Reports on information fusion first applied in 1965 

which was used further for retrieving information, pattern recognition and 

machine learning [15]. A score level study on the biometric of multimodal 

system consists of face, speech, and signature was done in [16]. The fusion 

of scores was obtained using sum rule. The noise in the system was robust in 

nature. Sum rule was used to perform the fusion of two biometric modalities 

ear and iris [17]. The iris system used Principal Component Analyis (PCA) to 

extract features. The accuracy of the system in terms of performance was 

95%. The information fusion using fingerprint, face and hand geometry was 

studied at matching score level using the sum rule [10]. The achieved results 

outperformed the fusion results brought using decision tree and linear 

discriminant classifiers. The False Alarm Rate (FAR) was achieved at 0.03% 

meanwhile the False Rejection Rate (FRR) was obtained at 1.78%. Feature 

level and score level fusion was carried out on voice, face and online 

signature biometrics [18]. Karthik [19] reported on the signature and speech 

level at score level. Speech recognition used MFCC for feature extraction 

and VQ (vector quantization) for modeling. Discrete Cosine Transform 

(DCT) was employed for feature extraction technique to build an offline 

signature recognition system. VPP and HPP were further applied. The sum 

rule was eventually used for fusing biometric scores. A learning based fusion 

strategy was built using the SVM and the signature, face and fingerprint bio-

metrics were used for this purpose [20]. EER using sum rule produced an 

output of 1% while with SVM it showed 0.3%.  
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2.1 FACE Biometric 
 

Face recognition is a very well-accepted alternative for biometric. The 

nose, eyes and mouth are some of the face‟s attributes used for feature 

extraction or for identification by calculating the distance among the 

attributes. Face recognition can be less presumptuous since faces can be 

identified from a distance. Tests on various face recognition algorithms have 

been carried out since many years. Some of the challenges that effects then 

face recognition are pose variations, pose angles, different expressions, and 

different lighting. Face images taken after a year could demean the 

performance of the system [21]. Face recognition, due to its popularity 

among the biometrics will more likely be inbuilt on more smart devices.  

 

 

2.2 EAR Biometric 
 

Ear recognition is another generally used biometric, and could be used as 

a fair choice to several biometric methodologies discussed in the following 

paragraphs. Various ear images are being marked for ear recognition 

algorithms to identify features and comparison with other ear images. Ear 

images can be submissively captured for which the ear‟s stability could come 

up with a more reliable biometric identification method. Furthermore, 

researchers have found that ear recognition could separately identify twins 

[22]. The identification of twins has been an unresolved problem for face 

recognition. Ear images could be captured from a particular distance and is 

beneficial over other biometric methods, in which they could be used for 

government agencies and accelerate commercial adaptations. 

  

3 Proposed Methodology 

 

In this section,various parts involved in the proposed method are given as 

follows below,  

 

3.1 SRMED Security Algorithm  

The figure 2 shows the SRMED security algorithm has been involved in 

various steps to encrypt and decrypt an image based on [23, 24]. 

 

Step 1: Generate the Random Matrix based on the original biometric image 

size. 
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 Step 2: Secondly, Random Matrix split into four parts. 

 

 
 

 

 
Step 3: Then, four parts of random matrix converted into 1-Dimensional 

array of size 1*MN. 

PD1=RM.PD1 

PD2=RM.PD2 

PD3=RM.PD3 

PD4=RM.PD4 

 

Step 4: After that, each part of 1-D array values are arranged in ascending 

order, in that id has taken as key. 

[Val A, id*A] = Sort (RM.PD1) 

[Val B, id*A] = Sort (RM.PD2) 

[Val C, id*A] = Sort (RM.PD3) 

[Val D, id*A] = Sort (RM.PD4) 

 

 

 

Step 5: After complete the fourth step, our original biometric image are 

loaded and it split into four parts.    

OP1 = OI_Part1 

OP2 = OI_Part2 

OP3 = OI_Part3 

OP4 = OI_Part4 

Step 6: Original biometric image four parts of random matrix converted into 

1-Dimensional array of size 1*MN. 

OD1 = OI_Part1 

OD2 = OI_Part2 

OD3 = OI_Part3 

OD4 = OI_Part4 

Step 7: Then each part of 1-D array pixel values are permutated based on the 

random matrix key (ids). 

OD1 = OI_Part1 (id*A) 

OD2 = OI_Part2 (id*B) 

OD3 = OI_Part3 (id*C) 

OD4 = OI_Part4 (id*D) 

 

 

    (1) 

(3) 

     (4) 

   (5) 

(6) 

     (2) 
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Step 8: After, the each part of pixel permutation are reshaped into 2-D 

matrix. Thus we get permutated four parts, then combining of four parts into 

get encrypted biometric image.  

FE = [E_Part 1 E_Part 3; E_Part 2 E_Part 4]          (7) 

Step 9: For more security, again encrypted image is modified by perform 

exclusive-OR operation between encrypted image and random matrix. Thus 

we get final cipher image. 

FEI = bitxor (Encrypted image, Random Matrix)     (8) 

Step 10: After the encryption process, decrypted is presented. In decryption, 

cipher image converted into original biometric image by the way of reverse 

process of encryption.  

Step 11: Exclusive-OR is applied into cipher image, for getting partially 

encrypted.  

Step 12: Then partially encrypted image splited into four parts and converted 

into 1-D array of size 1xMN.  

Step 13: Finally, original biometric pixel values are arranged in correct 

order. At last, decrypted parts are combined to get reconstructed original 

biometric image.  

DP1 = Sort_back (OI.DP1, id*A, 2) 

DP2 = Sort_back (OI.DP2, id*B, 2) 

 DP3 = Sort_back (OI.DP3, id*C, 2) (9) 

DP4 = Sort_back (OI.DP4, id*D, 2) 

 

 

FDI = [D_Part 1 D_Part 3; D_Part 2 D_Part 4]        (10) 
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Figure 2 SRMED security algorithm 
 

 

 

3.2 Preprocessing  

 

The basic method of preprocessing is binarization and theresholding. If, 

images are converted into Binary images are used for various processes such 

as eliminating noise, filling or removing potential gaps, enhancing the test 

region and protecting from disconnectivity [25]. Based on threshold level 

pixels are distinguished into black or white values. Low threshold levels are 

represented as black and high threshold levels are represented as white 

values. Optimal threshold is used to retrieve the accurate binarization results 

[25, 26]. 

 

3.3 Ring Projection 

 

The figure 3 shows the Ring projection is carried out for converting 2D 

images into 1D vector [27, 28]. Let M × N denote T(c, d), and the origin of 

template denotes (x0, y0), From the Cartesian organize T(c, d) is transformed 

in to polar synchronize. PT(r) denote as rate of ring projection, „T‟ denotes as 

template and „r‟ denoted as radius. 

          (11) 
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Where, ,  .  

denoted as the pixel value point in . In fig.3, the centered circle of 

template T is represented the pixel intensity in the formula based on PT(r).   

PT(r) is rotation invariant, due to the unchanged value of PT(r) represented 

as rotation concentric done by any pixel of an image.   

 

 
 

Figure 3 Ring Projection [28] 

 

Template size is customized based on modified distance with the use of 

look up table is simple method to define a circle concentric by valuable 

Outcomes. In fig 4 approximate integer values of size is created based on 

lookup table. In the template concentric circle with the pixel values are 

concluded as a vector in ring projection.  

                      (12) 

Respectively, the ring projection vector of sub image are assigned as, 

                    (13) 

The normalized ring projection with correlation among  and  is given 

as,  

   (14) 

 

3.4 Information Normalization 

 

Non linear approximation is used for varying or normalizing the pixels in 

a gray scale image [29-31]. Two various techniques are employed for 

adjusting the pixels. The first approach would be Translation. The pixel is 

located at (l, k) having pixel value yorig, by which the normalized pixel values 

are evaluated using the linear translation:  

               (15) 

                         (16) 

C will be adjusted to the value 255, for creating the white color 

background to ensure that the pixel rate does not exceed 255.  
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3.5 AARK Segmentation 

 

AARK segmentation algorithm is employed for mathematically 

determining the basic problems. Initially, a numerical differential equation 

was solved using the RK equation with 4
th
 order method, by use of the 

method of lines. The Adaptive Approach Runge-Kutta (AARK) algorithm 

solved the basic problem using a scheme of linear equations having an 

entirely discrete pattern based on 4
th
 order equation method. The accurate 

threshold value for the ear contour of the face image was obtained by 

implementing the RK 4
th
 order method [32].  The value obtained from the 

above method could be used in threshold segmentation for evaluating the 

value of threshold from the image. Computing the threshold value require the 

following equations:  

            (17) 

                                          (18) 

                        (19) 

                         (20) 

                             (21) 

 

Where: ti= t0 + ih, „h‟ represented as time step size. Here  

refers to the slopes and  denote the point of arguments. The RK with 

adaptive segment method is an efficient practice for removing the over 

segmented areas. From the input image each pixel incorporates the shifting 

and adding technique along with segmented image. Any single pixel could 

make use of the adding and shifting method.  

 

Adaptive Approach of RK Process 

At first the Cubic size and time is converted. Adaptation is performed in 

RK image by converting the image into double precision. Gamma and beta 

initialization process is done for estimation. A co-efficient is required for 

bulding the new segmented images Gamma and beta. By evaluating the total 

number of cubes through adding and shifting each cube the unnecessary 

components are extracted from the Pixel Cube. The Adaptive coefficients p 

and q are also evaluated. Finally the consolidated value is found by 

calculating the sum of each pixel values. It eliminates the unnecessary Pixel 

components.  
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3.6 DWT Feature Extraction 

 

Discrete Wavelet Transform (DWT) gives an efficient localization for 

space-frequency when computed with Fourier‟s conventional analysis [33-

35].  

      (22) 

         (23) 

Here (t) could be commonly denoted mother wavelet. „b‟ is called factor 

translation and „a‟ is represented as a factor. The proposed method uses 

specially designed LL sub-band used in its first stage. HH/HL/LH depicts the 

low dimensional real ear image and also protects significant data from the 

image.  

 

3.7 ANFIS Classifier 

 

The figure 4 shows the ANFIS classifier, is mainly used for classifying 

the vectors acquired through feature extraction. Classifiers have an important 

role in computing the accuracy of the system. The ANFIS classifier used here 

the combination of ANN and Fuzzy classification algorithms [36, 37]. The 

algorithm keeps executing until the expected error is acquired. Out of six 

layers present in the ANFIS architecture, five are hidden. The classifier 

model has an input matrix that accumulates all the features obtained. The 

Fuzzy conventions are created which upon the features extracted from DWT. 

Two membership functions are used here as high and low.  
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Figure 4 ANFIS classifier [29] 

 

3.8 Score Level Fusion 

 

The Score level fusion method based on which the proximity of the 

highlighted vector with the database can be specified. The score achieved can 

be combined to demonstrate the coherence of the subject person [38]. In this 

state, the score are taken care of separately as opposed to the combined 

highlighted vectors. Depending upon the exclusively received scores from 

the fusion method, the precision is predicted. Due to the fact that the 

coordinating positions could be easily accessible, the level fusion contains a 

finer implementation than the different degrees of fusion. Level fusion gives 

a better implementation in a credible and feasible manner, since it has 

adequate data. Score level fusion is planned with sufficient degree.  

 

4 Result and Discussion 

 

This section describes the experimental results through the proposed 

work, which is multimodal biometric recognition. For this modal two 

database has been used, namely IIT Delhi database for ear images and ORL 

database foe face images and it would be freely available in online [15]. The 

results of segmentation has been categorized into two parameters, they are 

MSE and PSNR. The MSE represent as mean squared error. The PSNR  
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represent as peak signal-to-noise ratio, it calculates the probability of 

maximum signal power with corrupted signal. 

The figures 5, 6 and 7 are shows the ear images from person 1 to person 

3 to differ the proposed algorithm of SMRED security algorithm using these 

images. The proposed methodology of SMRED security algorithm carried 

out various performance that Random matrix of input image, Random matrix 

converted into 1-dimension image, 1-dimension image divided into four 

parts, Finally 1-dimension image divided into four parts are cipher in single 

image, single image of cipher converted into Partially decrypted image, 

Partially decrypted image divided into four parts and Finally output retrieve 

decrypted image as input image to brought out the computation of indent 

algorithm presentations. Also, the figures 8, 9 and 10 are shows the face 

images from person 1 to person 3 to differ the proposed algorithm of 

SMRED security algorithm using these images. The proposed methodology 

of SMRED security algorithm carried out various performance that Random 

matrix of input image, Random matrix converted into 1-dimension image, 1-

dimension image divided into four parts, Finally 1-dimension image divided 

into four parts are cipher in single image, single image of cipher converted 

into Partially decrypted image, Partially decrypted image divided into four 

parts and Finally output retrieve decrypted image as input image to brought 

out the computation of indent algorithm presentations.  

The figures 11, 12 and 13 are shows the different ear images from person 

1 to person 3 has involved in the proposed methodology to demonstrate the 

performance of implementation of Preprocessed image, Base segmentation, 

RK segmentation, Proposed RK segmentation, RK segmentation with mask, 

AARK segmentation with mask, and DWT features. Similarly, The figures 

14, 15 and 16 are shows the different ear images from person 1 to person 3 

has involved in the proposed methodology to demonstrate the performance of 

implementation of Preprocessed image, Base segmentation, RK 

segmentation, Proposed RK segmentation, RK segmentation with mask, 

AARK segmentation with mask, and DWT features. 
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4.1 Ear Image for Person 1 Encryption and Decryption 

 
(a)                                     (b) 

\  

(c) 

  
                 (d)     (e) 
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(f) 

 
                              (g)                                                       (h)       

                                    

Figure 5 Ear image for Person 1, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  
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4.2 Ear Image for Person 2 Encryption and Decryption 

 

 
       (a)                                                      (b)                                                            

 

 
 (c) 

 

 

 

 

 

 

 

 

 

 

 

 

 



                                                                                                                  
 

 

 

 

 

 

 

 

Safe Biometrics System Integrated with SRMED Security  1344 

 

 

 
(d)                                                      (e)   

 
       (f) 

 
(g)                                                      (h) 

 
 
Figure 6 Ear image for Person 2, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  
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4.3 Ear Image for Person 3 Encryption and Decryption 

 

 
 

                (a)                                                      (b)                                                            

 
 (c) 

 
 (d)    (e) 
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                             (f) 

 
                            (g)                                                      (h)                                          
 

 
Figure 7 Ear image for Person 3, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  

 

 

 

 

 

 

 

 

 



                                                                                                                  
 

 

 

 

 

 

 

 
1347  Santham Bharathy Alagarsamy et al 

 

4.4 Face Image for Person 1 Encryption and Decryption 
 

 
(a)                                                      (b)                                                            

 

 
 (c) 

 
(d)                                                      (e)           
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 (f) 

 
                            (g)                                                      (h)                                          
 

 
Figure 8 Face image for Person 1, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  
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4.5 Face Image for Person 2 Encryption and Decryption 

 

 
(a)                                                      (b)           

 
     (c) 

 
 

 

 (d)                                                      (e)        
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 (f) 

 

(g)                                                      (h) 
Figure 9: Face image for Person 2, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  
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4.6 Face Image for Person 3 Encryption and Decryption 

 

 
 

 (a)                                                          (b)                                                            

 
 (c) 
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(d)                                                      (e)      

                                                       

 
 (f) 

 
(g)                                                      (h) 

  
Figure 10: Face image for Person 3, (a) Input image, (b) Random matrix of input 

image, (c) Random matrix converted into 1-dimension image, (d) 1-dimension image 

divided into four parts, (e) Finally 1-dimension image divided into four parts are 

cipher in single image, (f) single image of cipher converted into Partially decrypted 

image, (g) Partially decrypted image divided into four parts (h) Finally output 

retrieve decrypted image as input image.  
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4.7  Ear Image for Person 1 

 

 
         (a)                                (b)                                        (c)                                  

 
(d)                                         

 
(e)                               (f)                                  (g)              

                        

 
       (h)   

  
Figure 11: Ear image for Person 1, (a) Input image, (b) Preprocessed image, (c) 

Base segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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4.8  Ear Image for Person 2 
 

 

 
         (a)                                    (b)                                 (c)                                  

 

 
      (d)                                         

 
          (e)                               (f)                                  (g)         

 
            (h)     

 
Figure12: Ear image for Person 2, (a) Input image, (b) Preprocessed image, (c) Base 

segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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4.9  Ear Image for Person 3 
 

 
(a)                                    (b)                                        (c)                                  

 
 (d) 

 
          (e)                               (f)                                  (g)         

 
(h)  

Figure 13: Ear image for Person 3, (a) Input image, (b) Preprocessed image, (c) 

Base segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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4.10 Face Image for Person 1 
 

 
(a)                                    (b)                                        (c)                                  

 
 (d) 

 
 

        (e)                               (f)                                  (g)                                 

 
 (h) 

Figure 14: Face image for Person 1, (a) Input image, (b) Preprocessed image, (c) 

Base segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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4.11 Face Image for Person 2 
 

 
(a)                                    (b)                                        (c)                                  

 
 (d) 

 
                (e)                                            (f)                                  (g)                                       

 
            (h) 

Figure 15: Face image for Person 2, (a) Input image, (b) Preprocessed image, (c) 

Base segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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4.12 Face Image for Person 3 
 

 

 
(a)                                    (b)                                        (c)                                  

 
 (d) 

 
(e)                               (f)                                  (g)                                       

 

 
 (h) 

 
Figure 16 Face image for Person 3, (a) Input image, (b) Preprocessed image, (c) 

Base segmentation, (d) RK segmentation, (e) Proposed RK segmentation, (f) RK 

segmentation with mask, (g) AARK segmentation with mask, and (h) DWT features. 
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2 
   (24) 

                         (25) 

 

The table 1 shows the Comparison performance of with and without 

Runge Kutta segmentation for different Ear images which involves to 

measure the performance of MSE and PSNR values. Likewise, the table 2 

shows the Comparison performance of with and without Runge Kutta 

segmentation for different Face images which involves to measure the 

performance of MSE and PSNR values. 

 

 
Table 1Comparison performance of with and without Runge Kutta segmentation for 

Ear images. 

 

 

S.No Without RK With RK With AARK 

 MSE PSNR MSE PSNR MSE PSNR 

Ear 1 0.0252 64.1161 0.0048 71.3031 0.0014 76.5255 

Ear 2 0.0192 65.2961 0.0026 74.0284 0.0024 84.2551 

Ear 3 0.0503 61.1158 0.0087 68.7220 0.0022 74.7365 

Table 2: Comparison performance of with and without Runge Kutta segmentation 

for Face images. 

S.No Without RK With RK With AARK 

 MSE PSNR MSE PSNR MSE PSNR 

Face 1 0.0184 65.4838 0.0118 67.3982 0.0082 68.9952 

Face 2 0.0224 64.6324 0.0133 66.8896 0.0089 68.6380 

Face 3 0.0238 64.3598 0.0175 65.7120 0.0124 67.1855 

i) Accuracy: It analysis the calculation of true negative (TN) and true 

positive (TP) as total number of test images.  

              (26) 

ii) Precision: It calculates the analysis of true positive to the cumulative value 

of false positive and ture positive rate. It is given in eqn. (27) 

                       (27) 

iii)Recall: It calculates the analysis of true positive rate to the cumulative 

value of the false negative and true positive rate. It is given in eqn. (28). 
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                           (28) 

iv) Specificity: It calculates the analysis of true negative to the aggregate 

value of true negative and false positive rate. It is given in eqn. (29) 

     (29) 

 

 

The table 3 shows the Performance comparison with base segmentation 

approach which involves to measure the performance of Accuracy, 

Specificity, Precision, Recall and F-measure. The table 4 shows the 

Performance comparison with RK segmentation approach which involves to 

measure the performance of Accuracy, Specificity, Precision, Recall and F-

measure. The table 5 shows the Performance comparison with AARK 

segmentation approach which involves to measure the performance of 

Accuracy, Specificity, Precision, Recall and F-measure. The table 6 shows 

the performance comparison of various cryptograph security algorithms 

which involves to measure the time performance and data usage 

performance. 

 

Table 3: Performance comparison with base segmentation approach 

 

S.No Base Segmentation 

 Accuracy Specificity Precision Recall F-measure 

 
CART [40] 
(Unimodel) 

0.4 0.6005 0.8990 0.8768 0.8912 

 
ANFIS [39] 
(Unimodel) 

0.5812 0.6267 0.9090 0.8928 0.9000 

Proposed 
Method 
(Multimodel) 

0.6814 0.7777 0.9113 0.8998 0.9100 
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Table 4: Performance comparison with RK segmentation approach 

 

S.No With RK Segmentation 

 Accuracy Specificity Precision Recall F-measure 

 
CART [40] 
(Unimodel) 

0.42 0.6025 0.9020 0.8868 0.8992 

 
ANFIS [39] 
(Unimodel) 

0.9812 0.9851 0.9863 0.9788 0.9832 

Proposed 
Method 

(Multimodel) 

0.9878 0.9887 0.9913 0.9848 0.9886 

Table 5: Performance comparison with AARK segmentation approach 

 

        

                          

 

   

 

 

 

 

 

 

 

 

 

 

 

Table 6: Comparison of cryptographic security algorithms 

  

Algorithms Data (MB) Time (Sec) Performance 

DES [24] 256 12.2 Low 

AES [24] 256 10.4 Low 

RSA [24] 256 5.5 Medium 

SRMED 256 3.4 High 

 

The figure 17 shows the output results of multimodal biometric 

recognition with SRMED process. It shows the score level for both ear  

S.No With AARK 

 Accuracy Specificity Precision Recall F-
measure 

 
CART [40] 

(Unimodel) 

0.45 0.6075 0.9090 0.8888 0.9010 

 
ANFIS [39] 
(Unimodel) 

0.9822 0.9863 0.9879 0.9802 0.9842 

Proposed 
Method 

(Multimodel) 

0.9888 0.9903 0.9939 0.9878 0.9908 
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recognition and face recognition are 1, and then the score level fusion will be 

1 as “Person is recognized”. The figure 18 shows the output results of 

multimodal biometric recognition with SRMED process. It shows the score 

level for ear recognition is 0and face recognition is 1, and then the score level 

fusion will be 0.5 as “Person is recognized”. The figure 19 shows the output 

results of multimodal biometric recognition with SRMED process. It shows 

the score level for both ear recognition and face recognition are 0, and then 

the score level fusion will be 0 as “Person is not recognized”. 

 

 
Figure 17: Experimental results window for SRMED process with multimodal of 

Ear recognition, Face recognition with Score level fusion.  

 
Figure 18: Experimental results window for SRMED process with multimodal of 

Ear recognition, Face recognition with Score level fusion.  
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Figure 19: Experimental results window for SRMED process with multimodal of 

Ear recognition, Face recognition with Score level fusion.  

 

5 Conclusion 
 

In this paper, implementation of automatic detection of safe Biometrics 

system is focused. In this proposed system, the biometrics system is used for 

detecting indidual identity and safety system. The Simplified Random Matrix 

Encryption and Decryption (SRMED) security algorithm for safely 

transmitting the ear and face images of the subject person to avoid hacking of 

the data carried out anonymously by a third person. The output generated 

from the SRMED security algorithm is further preprocessed and segmented 

by using the AARK segmentation. The images of ear and face features are 

extracted using DWT. Runge-Kutta segmentation is implemented at several 

occasions for recognizing various ear and face images that yields high 

accuracy. Two different databases have been used for performing this work 

and it has been proved that RK threshold segmentation combined with the 

ANFIS classifier could improve the ear and face performances with restricted 

processing time. Thus, AARK for the proposed model has been proved 

significantly to achieve large accuracy. Finally, Score-level fusion technique 

is employed here to do the indidual person recognition appropriately. The 

above mentioned methodology can be brought into a real time application by 

including some other enhanced techniques. Additionally, a few necessary 

technology parameters could be essential for building a real-time product 

based on face and ear biometrics. This enhanced product could thus be used  
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in real-time applications like accessing confidential files, transportation and 

ATMs.  
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