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Abstract 
 
Cloud based Web URL phishing is a crucial threat in the cyber world a 

decade before and even till now. An enormous web server instance is created 

in the cloud platform and hosted online. Phishing is an act of impersonating 

to achieve sensitive information from the intended recipient by deceiving 

them. The users access information through various mediums such as 

websites, emails, mobile applications, SMS, and social media. Phishing is 

demonstrated using a malicious URL that the attacker replicates from the 

original website and sends it to the target or by using a mail that injects 

malware in the target’s computer to obtain sensitive information. Malicious 

URL is detected using machine learning techniques that efficiently identifies 

a malicious website or a new website. Random Forest's anti-phishing 

classifier has outperformed to accomplish a genuine positive rate as 98.42% 

and false positive rate as 1.58% compared to all other ML classifiers. 

 

 
Journal of Green Engineering, Vol. 10_4, 1618-1632.  

 © 2020 Alpha Publishers. All rights reserved 

 

 

mailto:susila@skcet.ac.in


                                                                                                                  
 

 

 

 

 

 

 
1619  Esther Daniel et al  

 

Keywords: Phishing, attacks, Machine learning, Classification, URL 

Phishing, cloud. 
 

1 Introduction 
 

The Internet changed the trend from traditional shopping to Electronic 

shopping. Phishing is a social engineering attack used to steal data of the 

users as in login credentials and credit card details by creating a trustworthy 

entity in an electronic communication.  Phishing is executed using a 

malicious URL that which the attacker replicates the original website and 

send it to the target or by using a mail which injects a malware in the target’s 

computer to obtain information. Users unaware of the threat leak their 

password when prompted to update to those phishing sites which eventually 

able to access the password and other basic information of the victim. An 

experienced user can easily perceive the phishing attack but due to the 

accelerated motion of life, the user mostly doesn't notice the ambiguity in the 

URLs and thus leads to the leak of most confidential data of the user to the 

phishers. On the other hand, most of the users don’t possess knowledge of 

the URLs and the attacks based on it and so they fall for the trap of phishers' 

[1, 2]. 

 

1.1 How Do Individuals fall for Phishing? 
 
•Average computer users do not possess exhaustive information 

regarding the URLs and do not feel necessary to grasp or learn a lot 

regarding scam viruses and security alerts. 

•Users apprehend higher data however they can’t resist the impulse to 

click. 

• Worry of Missing Out could be a part of a basic scientific discipline that 

says that it's more leisurely for the users to faux that isn’t real threat than it's 

learning a lot of regarding risk and the way to avoid them. 

•The emails are thus targeted and realistic that they're undetectable as 

pretend. 

•Users suppose nothing can happen to them as they neglect and feel 

unconquerable. These class users simply don’t suppose they're an enormous 

enough nor have valuable data to focus on them. 

The rest of the paper is ordered into the following sections. Section 2 

provides an in-depth review of the existing state of art techniques and section 

3 elaborates on the phishing detection system. Section 4 and 5 present the 

system implementation of the phishing system and discussion of the results. 

Finally, section 6 provides the conclusion of this paper.  

 

 



                                                                                                                  
 

 

 

 

 

 

 
An Optimal Machine Learning Classifier for Cloud Based Web URL Phishing 

Detection   1620 
 

2   State of Art Techniques 
 

Phishing is a common attack where the victim clicks a link and gets 

directed to a fake webpage imitating a genuine site to enter credentials like 

user name, email id, passwords. In worst-case scenarios, the victim even 

gives away their credit card details in those webpages. The common phishing 

method is through emails, with a link, however, numerous methods have 

been developed to prevent phishing. The phishing filters to prevent spam are 

being updated every day for the proper filtering of those attacks. In EKRV 

[3] ensemble classification a hybrid approach of using the Random 

Committee which is an Ensemble Classification Method and k-Nearest 

Neighbor (kNN) and they have acquired an accuracy of 97.4% for Tenfold-

Cross Validation. Fuzzy rough set feature selection [4] utilized tools to 

classify the most effective features of a phishing dataset is Fuzzy Rough Set 

(FRS). The maximum F-Measure gained by using Random Forest in the 

selection of features is 95%. The intelligent web phishing method suggests 

an Adaptive Neuro-Fuzzy Inference System (ANFIS) [5] based scheme using 

text, image, and frames detecting phishing websites and protection achieving 

an accuracy of 98%. An intelligent phishing technique based on fuzzy logic 

and data mining [6] for the e-banking system.  Chiew et.al [7] suggested a 

hybrid ensemble feature selection framework consisting of two phases, in the 

initial phase they are producing primary feature subsets using the Cumulative 

Distribution Function Gradient Algorithm and in the second phase, they are 

analyzing the features using the various algorithms for providing accuracy of 

above 95%. 

A prototype implementation based on MTA (mail transfer agent) and 

MUA (mail user agent) to determine legitimate email from phishing email 

using specific structural features present in them were developed[8]. With the 

help of SVM and derived features together, phishing an email can be 

classified and detected before it reaches the inbox of any users. The natural 

language processing to find correctness of each sentence improves accuracy 

but can be used with a small size dataset only and is much time-consuming. 

A real-time anti-phishing system [9] based on feature classifications and 

natural language processing (NLP) algorithms are developed. The feature-

based classifiers are rich in the execution and detection of phishing data, 

websites, and real-time executions from third party services. Phishing with 

NLP based features achieves 97.98% accuracy for the detection of phishing 

sites. CANTINA+[10,11] utilizes filters to speed up the detection of near 

duplicates and high similar phish. Mehdi Babagoli, et.al [12] proposed a 

method on phishing by using meta-heuristic-based on non-linear regression 

algorithm with features selection approach 11055 phishing, and the 

legitimate website was used to choose 20 features to propose the method.  
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After the selection process, the implemented algorithms are only two to 

detect and predict the fraudulent website support vector machine (SVM) and 

the non-linear regression technique was implemented by harmony search 

(HS) classification of the online websites was carried out through online 

regression. The algorithm obtained the required parameters of the regression 

model proposed. The accuracy rate of 92.80 and 94.13 based on non-linear 

regression for test and train processes, respectively. Fang Feng et.al [13] 

developed a model for phishing detection extracting the features of the neural 

network classification method. Enhanced accuracy and good generalized 

ability were achieved by the detection model by using the design risk 

minimization principle. Monte Carlo algorithm makes the training process 

simple and stable. False-positive rate (FPR), true positive rate (TPR), recall, 

precision, and F-measure comparable to other modules are naive 

BAYES(NB), logistic regression, k-nearest neighbor (KNN) and many other 

algorithms. Low FPR of 1.7% and the highest accuracy of 97.71% were 

attained through the experiment. Tianrui peng et.al [14] proposed a 

viewpoint which detects inappropriate statements using natural language 

processing technique to analyses phishing attacks. as it focusses on natural 

language text contained in the attack, the process is novel compared to 

preceding works. Rather than metadata, it relies on an analysis of the text 

linked with emails detecting phishing is effective through this method by 

COMPOSED of pure text. The result of phishing emails proves social 

engineering is strong due to semantic information which drastically improves 

recall values. Saeed Abu-nimeh [15] co-related machine-learning method 

which are logistic regression(LR), Bayesian additive regression trees 

(BART), random forests(RF), Support vector machines(SVM) and neural 

networks(NNet) for detecting phishing emails.2889 phishing and legitimate 

emails are used for the case study.43 features where applied in test and train 

the classifiers. The phishing and legitimate emails when weighed are equal 

during the result 07.72%is the error rate of RF which outperforms all other 

classifiers followed by CART, LR, BART, SVM, and NNet with the error 

rate of 10.73% NNet is the worst in performance. Even though RF 

outperforms all classifiers it has the worst false positive rate of 08.29% and 

4.89% is the minimum false positive rate of LR. The algorithm to remove 

redundant features and cluster documents at the same time was developed by 

Liping ma, et.al [16]. Through different subset of features, it was generated 

the objective function value was over the range of tolerance value. The 

distribution of objective function values was based on appropriate clusters. 

Experimental evaluation through a large number of computational 

demonstrations can achieve clustering and feature selection techniques which 

empathize on achieving the reliable and effective result. The complex part of 

this paper is its context. Through analyzing the heading of the email, it is 

possible to achieve the confidence of the clustering phishing. According to  
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the investigations, the emails with paragraphs, tables, and links achieve a 

good number of phishing provenances.  

  

3 Phishing Detection System Model 

 

The architecture diagram in Figure 1 shows the phishing detection system 

based on the URLs. Firstly, the user easily becomes the victim to phisher 

through social media and other internet mediums. This allows sensitive data 

of the users to be leaked through browser vulnerability, malicious 

advertising, and other methods of attacking. For all these problems many 

solutions have been developed and they are detected through machine 

learning algorithms such as Random Forest, Logistic Regression, Decision 

tree, Bayes along several other strategies. To prevent phishing the use of 

machine learning filters, to reduce the attacks at a considerable rate is 

required. However, when phishing also uses machine learning concepts to 

attack targets, the attack pattern becomes random and more unpredictable 

which became a challenging task.  

The following are the steps involved in the phishing techniques: 

Step 1: The initial step is collecting data sets. The standard data sets are 

collected which contains URLs. 

Step 2: The second step is data-preprocessing. It instantly selects and 

reduces sample size and enables a machine learning algorithm with very 

large data sets to function and work effectively. It removes irrelevant and 

redundant features as possible. 

Step 3: The next step does the selection of the algorithm of supervised 

machine learning. The classifier evaluator is based on accuracy. 

Step 4: The comparison and prediction are done between the algorithms and 

its accuracy rate of each machine learning classifier is tested. 

Step 5: The output gives a better machine-learning algorithm among other 

algorithms to predict the accuracy of phishing sites. 
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Figure 1 System Architecture of web URL phishing detection 

 

4 Phishing Detection System Implementation 

 

4.1 Data Set Information 
 

The data sets are collected from standard data sets that contain 10,000 

URLs. It includes a sum of 5000 legitimate URLs and 5000 phishing URLs 

with 49 attributes. 

 

4.2 Pre-Processing Data  
 

Data Pre-processing can be done to improve accuracy. For getting a 

better accuracy rate for machine learning algorithms in your datasets you 

need to do processing methods. It instantly selects and reduces sample size 

and enables a machine learning algorithm with very large data sets to 

function and work effectively. It removes irrelevant and redundant features 

as possible. This will check whether the given data set is having any null 

value or zero value. If any null value found, then we want to change the 

missing value or null value with an average of all value by calculating the 

mean of the total data and then replace it with missing data and insert the 

average value into missing value or null value. And at the last of data pre-

processing is feature scaling where we will do feature scaling for all 

attributes. 
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4.3 Features and Attribute Selection 
 

The raw data consists of attributes that are relevant and irrelevant which 

makes the predictions difficult. Feature selection is the procedure of choosing 

pertinent features from the dataset. The feature selection method comprises 

two divisions namely attribute evaluator and search methods. The attribute 

evaluator is a method where every attribute is appraised with the relevance of 

expected output. The Search method attempts to calibrate various 

combinations of the attribute in a dataset to achieve the best feature to be 

chosen for evaluation. The attribute Evaluator that we have chosen is 

Attribute Classification Eval. 

 

4.4 Classification Algorithms 
 

There are four classification algorithms; they are Naïve Bayes, Logistic 

regression, Decision Tree, Random forest algorithm. The algorithms are 

predicted and compared its accuracy rates and error rate to find the best 

algorithm out of all other algorithms. 

 

4.4.1 Naive Bayes 
 

Naïve Bayes is one of the best expertise and proficient algorithm for AI-

based learning calculations and information mining schemes. This classifier 

can be a learning-based variation of watchword separating. To guarantee the 

exactness, all highlights are autonomous. It is exceptionally flexible with the 

inclusion of parameters affecting the factors of the learning model. Extreme 

probability results are assessed cost-effectively in comparison with other 

classifiers. This rule-based classifier is utilized to extract the contents from 

the web page. A picture classifier manages the pictures pixels and calculation 

is used to total the outcome from the picture and content classifier. 

 
Table.1 Accuracy based on various classification algorithms at 20-fold 

Classification

Algor ithm

Accuracy Er ror Precision Recall F-Measure

Naïve Bayes 83.38% 16.62% 0.834 0.167 0.851

Logistic
Regression

91.33% 8.67% 0.914 0.913 0.913

Decision Tree 96.74% 3.26% 0.967 0.967 0.967

Random Forest 97.53% 2.47% 0.975 0.975 0.975
 

 



                                                                                                                  
 

 

 

 

 

 

 
1625  Esther Daniel et al  

 

 Table 1 defines the performance accuracy, error, precision, recall, and F-

measure for the Naïve Bayes classification algorithm at 20-fold. The Naïve 

Bayes algorithm is compared with the other classifications algorithms in 

terms of accuracy and error for various cross-validation folds.  

 

4.4.2 Logistic Regression 
 

Logistic Regression is broadly used as a measurable model for 

information forecast. It outperforms in ease when the associations in the data 

are conventional and standard. Be that as it may, it performs pitifully if a 

complex non-direct relationship exists between the variable. The prediction 

rates get influenced if there is missing information in the given informational 

index. The kinds of strategic regression are Twofold Calculated relapse, 

Multi-Ostensible strategic Regression, Ordinal Strategic regression. 

Table 1 defines the performance accuracy, error, precision, recall, and F-

measure for the Logistic Regression classification algorithm when compared 

with other classification algorithms such as Naïve Bayes, Decision Tree, and 

Random forest. It also gives information about accuracy and error for various 

cross-validation folds. After comparison logistic regression has a better 

performance rate than Naive Bayes. 

 

4.4.3 Decision Tree 
 

This model resembles a tree structure where the progression starts from 

the root and develops toward down. It is a portrayal of choice, which helps 

complex basic leadership by separating it into littler sensible parts. The 

outcome of this calculation is difficult to decipher. This allows us to foresee 

and estimate the outcome with few quality attributes and properties. Every 

node inside the hub of the tree projects one of the information qualities. The 

quantity of edges in the inside hub decides the quantity of conceivable 

estimation of the comparing input property. This is utilized for arrangement 

and it is eluded as a measurable classifier. These calculations utilize a divide 

and conquer approach and produce one choice tree and use pruning strategies 

to rearrange it. In this, every way from the root hub to the leaf hub in the tree 

represents a classification standard. When the standard is created, the whole 

occurrence related to this tree will likely be a standard rule to be followed for 

further decisions. 

 
4.4.4 Random Forest Algorithm 
 

This classifier consists of a range of individual decision trees that 

activates a collective model. Each tree gives out a prediction where 

throughout the training time it is gathered and outputs a category that's the  
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best of the classification categories of the individual tree. It performs higher 

than the other decision tree algorithms because it uses a forest of 

classification tree to form a choice in prediction. In random forest, to classify 

a replacement object from a new vector, we tend to provide input vector as 

each of the trees within the forest. Every tree provides a classification and 

therefore the most voted is taken as a result of the prediction model. Briefly, 

this forest chooses that classification where uncorrelated trees together as one 

employing votes among the overall trees within the forest outperform the 

individual trees. Bagging is employed to coach the algorithms in a random 

forest. This forest contains a good accuracy even with some missing values 

and errors as the individual trees have a minimum correlation between them. 

This algorithm utilizes sensitive signals to outliers and parameter selections 

rather than random presumptions. 

 

5 Results and Discussion 

 

The Weka 3.4 version has been used to find a better algorithm to detect 

the phishing URL’s and the algorithm’s accuracy rates. The Preprocessing of 

the dataset allows to import of the CSV files from the database and allows 

the filtering of the data to produce transformed data and make it possible to 

delete instances and attributes according to required criteria. For finding the 

accuracy of all the four algorithms using min-max accuracy the process is as 

follows. After collecting the data set, then the pre-processing method is done 

on the data set, and so the pre-processed data is achieved. After that, we are 

splitting the data into train and test data, and then we find the accuracy of all 

the algorithms one by one. The accuracy rate differs for all the algorithms. 

Among all the algorithms, Random forest Algorithm has best and higher 

accuracy when compared with other algorithms. 

Testing of the algorithm with the dataset is a check conducted to get the 

value of the algorithm as well the accuracy. Testing delivers an unbiased 

autonomous view of the algorithm that perceives the risks of algorithm 

implementation. This process is specified as the process of authenticating and 

substantiating an algorithm: 

 The accuracy of the various classification algorithms is calculated by the 

following formula. 

 

  Accuracy=(TP+TN)/TP+TN+FP+FN)                        (1) 

  AccuracyPercentage=Accuracy*100                        (2) 

  Error rate=1-Accuracy                                              (3) 
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The values True Positive (TP), True Negative (TN), False Positive (FP) 

and False Negative (FN) are measured to calculate Accuracy. These values 

are described below: 

FN is the number of samples predicted negative that are positive. 

TP is the number of samples predicted positive that is positive. 

FP is the number of samples predicted positive that is negative. 

TN is the number of samples predicted negative that is negative. 

  

 
 

Figure 2 Performance Comparison of machine learning techniques 

 

Figure 2 provides the findings of the accuracy achieved with the various 

classifications algorithms. The Random forest classification algorithm is 

quick to be trained and versatile so they can be easily grown in parallel 

accommodating as much data. Thus, providing the highest accuracy 

percentage with minimized error rate when compared with a decision tree, 

Naïve Bayes, and Logistic regression. Apart from the standard datasets used 

we analyzed the classification algorithms using a live dataset. The Packages 

Used to gather a live dataset are request (to send a request and get the 

response) and bs4 (Beautiful Soap used to get a specific value from the tag 

id) 

 

The standard link required to send a request for Non-Phishing URL is 

used by replacing the terms with any specific keywords. The response is 

stored in a variable. Then find a suitable tag that contains the hyperlink to 

retrieve the data using beautiful soap. Save all the hyperlinks in the text file 

specifying the phishing URL. Once all the hyperlinks are processed get the 

suggestion list in the responses and modify the base link with all the 

suggestions got from the response and iterate until the suggestions count has 

reached a constant value declared. To retrieve the Phishing URL the base 

link is used for loop iteration of the page number starting from 1 to the  
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constant value declared and send a request for each of the link generated. 

Capture each of the responses and find the tag id which contains the 

hyperlink and save all the hyperlinks in the text file as “phish_url.txt”. By 

this python web crawling method, the phishing and the non-phishing dataset 

is retrieved and analyzed along with the standard dataset 

 
 

Figure 3 Performance Comparison of machine learning techniques for the 

various dataset 

 

Figure 3. provides the overall accuracy projecting the performance of 

various classification algorithms. The Random Forest classification provides 

high accuracy for the various live crawled datasets when compared along 

with the standard dataset. Thus proves to be efficient in both conventional 

and live datasets. 

 

   6 Conclusions 

 

Phishing is a foremost threat faced by internet security all over the world. 

The attacks on phishing increase every day amidst the awareness given to the 

users. Therefore, enormous phishing detection software techniques are 

developed. Phishing attacks cause adverse effects on web access and thus 

mislay the user’s trust. Therefore, a thorough study of the conventional 

phishing detection techniques was analyzed and its limitations are addressed. 

Various machine learning classifiers were utilized and the detection accuracy 

was calculated. Random forest classifier is an optimal machine learning 

classifier that provides improved accuracy in the detection of phishing 

websites. 
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