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Abstract 
 
With the application of engineering and technologies in the field of 

communication has undergone tremendous advancement in this digital world. 

As the peer groups are communicating with each other through Internet, the 

safe way of exchanging the information is a big question. A vast data has 

been engendered and transferred between peer groups in day-to-day life 

through social media. The images transferred at times are not transferred as 

such, but they are forged by many people with the help of image processing 

tools hence leading to the misuse of the data. This makes it complicated to 

identify whether the images received are the original one or a tampered one. 

As the rate of image alteration and misusing increases rapidly with a motive 

of criminal activities, people are getting affected both mentally and 

physically.  It has become one of the communal problems now a days, which 

paves way for the Researchers to carry out researches on identifying the 

presence image forging. This paper discusses on a significant image forgery 

approach called Copy Move Image Forgery and discusses various copy move 

image forgery detection techniques that is present in the research paper. 
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1 Introduction 
 

In this world of Internet communication, digital pictures have become 

the vital means of visual data source. The digital pictures are the key 

elements in the field of medical science, crime investigation, space research, 

agriculture, image forgery, etc. By using the image manipulation tools 

available in the market one can manipulate the images in an unauthorized 

way so that people can identify the forged image as original image. It 

becomes a very difficult challenge for the doctors who are using the digital 

images for diagnosis, and also for the officials who involved in crime 

investigation. This is the primary challenge to identify the original image in 

the investigation of primary evidence.  

The emergence of high-quality image manipulation tools lead to generate 

high quality forged images which is unfortunate for the naked eyes to 

perceive the forged images. The imaging tools use the techniques like 

blurring, cropping, image resizing, adding unwanted text to the images and 

so on for image manipulation. Nowadays, images are found in daily 

newspapers, televisions, social networks and websites. Due to the emrgence 

of image manipulation tools, the trustworthiness of pictires had become a 

very big question. Images cannot be trusted due to image forgery. The visual 

information has to be tested and authenticated before making any decision 

based on the digital images. Image authentication plays a very crucial role in 

this digital era.  

Researchers are working towards the development of efficient methods 

for detecting such image forgery and solutions have been proposed for the 

actions that have to be taken when the forgery is detected.  

The forging of images or pictures leads to changes in the fundamental 

sense of visual information carried by the images.Some of the reasons why 

this image forgery is carried out are: fun making, degrading a person, 

political campaigns, threatening a person for profit making and women 

harassment. It is very difficult for the investigators who are doing 

investigation based on the visual information because the image forgery is 

done purposely. 

             The various type of image forgery techniques are:  

 Copy-Move image forging (Region Replication or Cloning) – 

copying a part of the picture or image and placing it in a distinct position 

of the same image [1]. Figure 1 shows an example of copy move forged 

image. 
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                  Figure 1 An Example of Copy-Move Forged Image 

 

2a – Original Image               2b –Spliced Image 

                    Figure 2 Visual representation of Image Splicing 

 Image splicing image forgery – formation of new forged image by 

combiing two or more images. Figure 2 is an example of spliced image. 

 Image retouching image forgery – augmenting the fundamental sense of 

the images. This type of forging of image is less problematic in 

comparison with other two forgery techniques. 

Copy – move forging is the technique which is to be dealt with at most care 

because the entire sense of the image would be changed after applying it to 

the image. 

 

2 Region Replication Forgery 
 

In the technique of region replication forging, a portion of the picture or 

image is duplicated and fixed in some other place of the same image with a 

motive of concealing important information from the image or to create fake 

information. It is the image forging technique which is very common and can 

be very easily done. The duplicated region can be a background (like nature, 

scene), object, creature or letter.  
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3 Approaches to Identification of Region Replication 

Forgery 
 

The technique of copy move image forging detection can be done based 

on the replicated region properties; since there will be a minimum of two 

same region in a forged image. Based on the added data present, the 

techniques for Image Forging Detection can be categorized as active and 

passive approach.  

 

 

3.1 Active Approach 
 

This approach detects the presence of tampering in the digital picture or 

image based on the extra information like digital watermarks, digital 

signatures included in the image. These extra information of the image is 

very much helpful for rendering the true color of the image. But these extra 

data must be included by the authenticated person to the digital image while 

the images are being captured or before they are released. If the extra data 

about the images are not known, then active approach could not provide 

efficient result or even sometimes it could not be used for forgery detection 

[2] - [3]. 

  

3.2 Passive Approach 
 

This approach requires no extra data of the digital picture or image for 

the detection of the image forgery. The fundamental features of the images 

are indeed extracted by processing and used. [4] – [7]. 

 

Types of passive approach 

 

 The dependent forgery is an act of duplicating a area of an image and 

placing it within the original image – region replication or from some 

other image – image splicing.  

 The other means of image altering like resizing, resampling and 

geometric translation of images are clustered as independent forgery.  

 Another passive approach of detecting image forgery is the source 

device identification. Here, based on the optical and sensor 

consistencies of the device, the origin of the device is fixed to check the 

fairness of the image. The images can be captured from various devices 

easily. The integrity and genuineness of such images can be determined 

by the source device identification process. This process tracks back the  
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image information stored in the camera in Exchangeable Image File 

(EIF) and compares it with the image under investigation. If there is any 

variation from information given by the camera, the image under 

investigation is not genuine. 

 

4 Flow of Identification of Region Replication Forgery  
 

The steps for detecting copy move image forging are as following [4]:  

 

Step 1 – Image Pre-processing (optional):  
 

The aim of this stage is to enhance the image quality, reducing the 

computational complexity and increasing the speed of detecting the forgery. 

In this stage the given RGB color image is converted into gray scale image. 

 

 

 
 

Figure 3 – Existence of forgery detection - Block Based Approach 

 

Step 2 – Feature Extraction: In this stage the pre-processed image 

undergoes extraction of required features of interest of the image.  

Step 3 – Feature Matching: This feature matching process looks for the 

commonalities between the two or more features that are obtained from the 

extracted features of the image in the feature extraction stage. At the end of 

this, the existence of copy – move image forgery in the digital image is 

identified.  

Step 4 – Localization of duplicated region: Finally, the duplication done in 

the part of the image or picture is localized and highlighted in the tampered 

image. 
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5 Copy Move Image Forgery Detection Techniques 
 

In this section we discuss about the various copy image forgery detection 

techniques proposed by the various researches. 

 

5.1 Types of Region Replication Image Forgery Detection 
Techniques 

 

The two basic types of this image forgery detection are block-based and 

non-block-based techniques. In the first case, the forgery detection technique 

is applied on the overlapping blocks with fixed sizes in a picture or image to 

examine the genuineness of the picture or image [5]-[8]. In the second case, 

the whole digital picture or image is processed in a single step instead of 

converting it into blocks [9], [6], [10] in order to determine the genuineness 

of the images. 

 

5.2 Block Based Approach  
 

In block-based approach the image under investigation is splitted into 

either square or circular blocks. The splitted blocks may or may not overlap. 

After that each block undergoes feature extraction process. The feature 

matching is carried between block to identify the commonalities that exist 

among the image blocks [19-21]. If there exists the matched image block, 

then the image is forged. The Figure 3 represents the flow of Region 

Replication forgery detection in block-based approach. 

 

5.2.1 Feature Extraction  
 

5.2.1.1 Algorithms Based on Frequency Transform 
 

One of the easiest way to denote an image in frequency domain is 

Discrete Cosine Transform (DCT) because the images can be denoted in the 

frequency domain with fewer coefficients. 

Fridrich et al. [11] put forward a Discrete Cosine Transform based 

feature extraction technique.  The method splits the image into overlapping 

blocks and features are extracted as DCT coefficients by DCT.  

According to Kumar et al. [12] each and every splitted image blocks are 

passed through DCT and the resultant quantized coefficient matrix is resized 

to form a row vector which represents the features, by picking the DCT 

coefficients in zig zag order so that the  computational complexity of forgery 

detection can be reduced. 



                                                                                                                  
 

 

 

 

 

 

 
Various Techniques on Identifying the Existence of Forgery Content in Digital 

Images for Safe Engineering Applications  1738 

 

Maind et al.  [13] put forth a DCT based method of feature extraction, 

according to which the image is splitted and they are divided into static sized 

circular blocks and it is quantized by applying DCT on each block.  

 

5.2.1.2 Algorithms Based on Invariant Moment 
 

Image moments are defined as the specific average weight of the digital 

image pixel’s intensities or functions. Shape analysis can be done by the 

relevant information extracted from the image moments. It defines the 

properties like image intensity, object orientation information which are very 

essential for detecting the geometrical transformation of images. Moment 

invariant is defined as a list of features and characters that never change due 

to translation, rotation and scaling. Thus moment invariant can be utilized to 

categorize the shape of the targeted object in the digital image and also used 

to recognize the same in other part of the image under investigation. 

In [16] ,the features are extracted from each block as three Gaussian-

Hermite moments of order 1, order 3 and order 5 and are used to gather more 

information. According to this technique the block is presented as feature 

vector of size three and the feature vectors are portrait in the memory in a 

matrix form. This technique is robust against forged image which are 

tampered with the operations like smoothing, color lessening, changing the 

brightness, scaling, rotation, compression. 

Chen-Ming Hsua et al [17] put forth a framework for detection of the 

multiple image copy which applies the Histogram of Gabor Magnitude 

(HOGM). Histogram of Oriented Gabor Magnitude (HOGM) extracts the 

oriented features to prove the existence of image duplication in an image 

with low computational complexity. But, the method works well on the 

images that are not affected by image translation, rotation, etc. 

Liu et al. [14] extracted the seven Hu moments from the image. The 

image must be splitted into circular blocks [18] before passing it into 

moment extraction. This moment works well on images which are copy 

move forged and tampered by rotation, distortion, compression and adding 

noise. The corresponding image’s dimensionality can be reduced by using 

Gaussian pyramid decomposition. This decomposition not only reduces the 

dimensionality but also increases the speed of processing.  In order to 

decrease the execution time, they used the four foremost features of Hu 

moments.  

Muhammad et al. [15] proposed an algorithm which uses Un - decimated 

Wavelet Transform (UWT) and Zernike moments (ZM) on the image under 

investigation. According to this paper, the image has to be divided into 

overlapping blocks before passing it to UWT. The approximation and 

minutiae of the input image is obtained by passing it to UWT. Then the  
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approximation of the image is applied with rotation invariant ZM. Thus the 

features are extracted after UWT and ZM are having rotation invariant as 

well as translation invariant. Euclidean distance is used to measure the 

features with commonalities between two blocks. 

 
5.2.1.3 Algorithms Based on Intensity and Texture 
 

In [22], demonstrated the texture descriptors like Statistical descriptor, 

Edge Histogram, Tamura descriptors, Gabor descriptors, Haralick 

Descriptors are used to extract features that are helpful in identifying the 

presence of copy-move image forgery. 

In [23], the sub – bands (LL, LH, HL and HH) of the image is built by 

the application of Discrete Wavelet Transform (DWT) over the RGB input 

image. Then the algorithm splits the LL approximated image into 

overlapping blocks from which the feature vector is calculated. 

In [24], Mushtaq et al. extracts features using Gray Level Run Length 

Matrix (GLRLM). The extracted features are then classified using Support 

Vector Machine. 

Uliyan et al. [25] discussed about segmentation-based feature extraction. 

According to them, the image under investigation is segmented into distinct 

homogenous areas and the duplicated objects are detected. After that the key 

points of every object are pointed out using Hessian Method and finally key 

points are used to extract the features the image using Center Symmetric 

Local Binary Pattern features. 

In [26], the Gabor filter is used to generate the Gabor features of the 

images. The Gabor filter works well on the images with various angles of 

rotation, frequencies and scaling. 

 

 

5.3 Feature Matching 
 

5.3.1 Sorting 
 

The features extracted can be ordered by using sorting. The most 

commonly used feature matching technique is sorting. The common sorting 

techniques that can be used to match the extracted feature to detect the 

duplicated region are lexicographical sorting and Radix sorting. The 

lexicographical sorting technique is almost used by all the researchers for 

feature matching process.  
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5.3.2 Euclidean Metrics 
 

Euclidean distance is calculated between two vectors in Euclidean space. 

Euclidean distance is calculated in the tampered area after the sorting 

process. After sorting, Euclidean distance is calculated between homogenous 

blocks detected by the sorting technique in order to determine the replication 

in an digital image. In [15] Muhammad et al. computes distance between 

similar blocks and if the distance between the two blocks is small then the 

image is said to be tampered. 

 

5.4  Keypoint Based Approach 
 

In Keypoint-based approaches, the keypoints are extracted from the 

image in the feature extraction step which represents the distinctive local 

features of the same. The key points are represented by using a descriptor 

which is generated from the region around the features. Finally the 

duplicated regions are identified by the way of classifying and using the 

matching of the features and the descriptors. The Figure 4 shows the flow of 

Region Replication forgery detection using Key point - based approach. 

 

5.4.1 Feature Extraction 
 

5.4.1.1 Scale Invariant Feature Transform (SHIFT)  
 

The SHIFT algorithm [27], extracts the 128 – dimensional feature 

vectors by using the following steps are given below: 

i) Scan and locate the points of interest which are having time invariant to 

geometric transformation. 

ii) Based on the consistency, identify the key points and their positions. 

iii) Perform one or more orientations on each key point position depending 

upon the image gradients.  

iv) The mean value is to be calculated for the key point gradient around 

region of the key points. 

 

In [27]-[31], [40] the local features of the image under investigation  is 

extracted by applying Scale-Invariant Feature Transform (SIFT).  
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5.4.1.2    Speed Up Robust Features (SURF)  
 

While comparing with SIFT the SURF technique extract features that 

reduce the time and also the dimension of the features. The SURF technique 

[32] extracts the feature by doing the following steps: 

 

i) Selection of consistent interest points of the image under investigation 

ii) Generation of descriptors for the interest point selected in the first step. 

In [33 – 36], the SURF technique is applied to images in order to pull out 

the features for copy move forgery detection. 

 

 
Figure 4 – Existence of forgery detection  using Keypoint Based Approach 

 

5.4.1.3 Neural Network Based Approach 
 

Zhong et al [41] put forth an efficient and high-performance neural 

network-based copy move image forgery detection method. It uses Dense-

InceptionNet framework for detecting the existence of image duplication.  

The working model of this approach has three modules. The first module has 

Pyramid Feature Extractor which extracts the dimension and scaling features 

of the candidate image which is multidimensional.  
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5.4.2 Feature Matching 
 

The feature matching between the points of interest can be carried using 

nearest neighbor method and clustering  

 

5.4.2.1.1 Nearest neighbor  
 

It detects the commonalities that exist between points in the vector space 

by computing the distance between each point. After computing the 

distances, they are compared with the chosen threshold. If the distance does 

not adhere with the threshold, then the points are not similar. Else the points 

are said to be similar. This method of feature extraction applied by [37 - 39] 

helps to decrease the rate of false matches. 

 

5.4.2.1.2 Clustering 
 

It is the process of assembling a set of similar objects. In [40] Ardizzone 

et al. performed feature matching by clustering. The Weight Center of Mass 

Distance (WPGMC) linkage is applied on each vector for clustering.  In 

[34], the most widely used clustering technique like Hierarchical 

agglomerative clustering (HAC) is used. After clustering the object regions, 

the clustered regions are compared with the threshold in order to identify the 

object regions that are similar. 

 

5.4.2.1.3 Correlation 
 

In [41] Zhong et al. proposed a Feature Correlation Matching (FCM) find 

out the features and their relation to detect forged area. The matching maps 

generated by FCM is used by the Hierarchical Post-Processing (HPP) 

module to get  cross-entropies group for locating the duplicated region in the 

image. 

 

6 Comparison of Various Copy – Move Forgery Detection 
Methods 

 

The Table 1 summarizes few methods of copy move froegry detection 

techniques proposed by the researchers. 
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7 Proposed Work 
 

In future, our aim is to propose a method as shown in Figure 5 based on 

machine learning technique for copy move image forgery detection. The 

features of images are to be extracted by using classifiers. Once the features 

are extracted, the copy moved region in the image is identified by comparing 

the extracted features of various blocks. If a match is identified, then the 

image is said to be forged, else the image is not copy move forged. Both 

feature extraction and feature matching can be done based on machine 

learning algorithms with the ultimate goal of reducing the computational 

complexity, memory requirement for processing the image and increasing 

the speed of forgery detection.  

 

 

 

 

 
 

Figure 5 – Existence of forgery detection - Proposed System 
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                       Table 1: A Comparison between Region Replication Forgery Detection Methods 

 
Steps in 

forgery 

detection 

Methods proposed by various researchers 

 
Fridrich et al. 

[11] 

Maind et al.  

[13] 
Liu et al. [14] 

Bo - Liu et 

al. [27] 
Zhong et al [41] 

Preprocessing 
Grey – Scale 

Conversion 

Grey – scale 

conversion 

& image 

dimensionality 

reduction 

Grey – scale 

conversion 

& image 

dimensionality 

reduction 

using Gaussian 

Pyramid 

Decomposition 

No grey – 

scale 

conversion 

Image reshaping 

Blocking 
Overlapping 

blocks 

Fixed sized 

overlapping 

circular blocks 

Fixed sized 

overlapping 

circular blocks 

Non 

blocking 

Overlapping 

blocks of size 

256 × 256 

Feature 

Extraction 

Extraction of 

DCT 

coefficient 

using DCT 

Extracting DCT 

coefficients ( 1
st
 

four features 

are considered) 

using DCT. 

Feature 

vectors of the 

blocks are 

extracted using 

Hue moments. 

SHIFT 

Pyramid Feature 

Extractorextracts 

the dimension 

and scaling 

features 

Feature 

Matching 

Lexicographical 

sorting, & 

Euclidean 

Distance 

Lexicographical 

sorting, & 

Euclidean 

Distance 

Sorting and 

Euclidean 

Distance 

Sorting and 

Euclidean 

Distance 

Feature 

Correlation 

Matching 

Advantages 

Able to detect 

forged area in 

where the 

copied region is 

restored or 

enhanced 

less 

computational 

time 

Able to detect 

many number 

of copy move 

forgery, noise 

adding, 

distorting. 

Copy region 

rotation could 

also be 

detected. 

Reduces the 

rate of false 

matching 

using 

Neighboring 

Keypoints 

Removing.  

High forgery 

detection 

performance. 

Works well on 

almost all types 

of attacks. 

Disadvantages 

Leads to false 

matches in 

uniform regions 

Increase in 

image size 

leads to 

increase in 

computational 

complexity 

May leads to 

false detection 

in case of 

resizing, 

cropping of 

forged region. 

Not 

efficient for 

images 

containing 

large 

amount of 

keypoints. 

 

 

 



                                                                                                                  
 

 

 

 

 

 
1745  Monica Esther et al  

 

8 Conclusion 

In the last few years, the copy-move image forgery cases are increasing 

and hence lot of researchers have been working towards the detection of this 

kind of image forgery. In this paper, a detailed study has been made on copy-

move image forgery and the different techniques of copy-move image 

forgery detection proposed by the various researchers.  
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