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Abstract 
 
Security and energy utilization have an immediate effect over wireless sensor 

networks and system execution. This paper exhibits multiple cluster secure 

data aggregation scheme (MCSDA) for energy preservation. In this paper, a 

coordinated scheme that administers secure neighbor determination, energy 

effective routing and data aggregation that serves the multi-objective 

requirement for WSN. MCSDA averts the repetitive information broadcast 

from sensor hubs to cluster heads. When the hubs receive similar 

information, MCSDA first places everything except one into the rest-

dynamic mode, then create design codes correspond to the qualities of 

information detected with detector fulcrums. Agglomeration leads (CH) 

accomplish accruement of facts hanging on plan keys. Because of the 

utilization of these design ciphers, CH don’t have to realize the detector 

particulars to accomplish accruement of facts, which authorizes detector 

fulcrums to exhibit cautious and sound transmission. The performance of 

MCSDA has been evaluated using various metrics such as throughput, time 

delay, accuracy, packet loss and packet delivery ratio then compared with 

CSDA. The execution results show that MCSDA can effectively decrease 

energy at a maximum value of 10%and throughput of 51% with a proficient 

and routing of information over the WSN system. 
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1 Introduction 
 

A wireless sensor networks (WSN) are a miscellany of detector apexes 

which dispatch data through a wireless medium among themselves or an 

external sink. It has been utilized in various applications such as military, 

non-military surveillance and detecting applications like ocean monitoring, 

battlefield monitoring, wildfire detection, and more [1]. The framework of 

the WSNs comprises of little, cheap electromechanical gadgets [2] associated 

remotely. The detection process could be combined by a few sensor nodes 

and transmit information to the assortment hub, mentioned as a central 

administration (BH) or descend. On account of an insufficient sources of 

caches, central processors, as well as accumulators, data communication is 

ineffective. These drawbacks enforce the creation of novel network structure 

and algorithms for secure and effective data communication. Efficient 

routing protocol helps to extend the life expectancy and system presentation 

through data communication. Based on the application, various routing 

protocols had been introduced to diminish the vigor expenditure of apexes.  

Congregating is the dominant also frequently employed technique for energy 

saving [3]. It bears assembling the fulcrums also exhibiting the 

agglomeration leads in the methodology. These CH congregates every single 

particular via clinging apexes, accumulates it and further dispatch to descend. 

Accruement of data coordinates the details from dissimilar class of detector 

fulcrums. Hence congregating approach helps in limiting the energy/power 

utilization and diminishing the preparing overhead in the framework. The 

issues related to the clustering approach are illuminated by determining the 

ideal set of CH to expand energy utilization [4]. The network mode has been 

classified into two types; homogenous and heterogeneous. The homogeneous 

networks are not responsible for physical characteristics, whereas 

heterogeneous networks comprise of different sensing techniques and 

respond to physical characteristics [5]. A multi-layered sensor network is 

related to heterogeneous network mode with few group heads and three 

layers, for example, introduction, rationale and information layer in the 

WSN. For enormous-scale network, hubs are orchestrated progressively, 

along with generally utilized in military applications, give preferable 

versatility also productivity relative to further sort of WSN [6]. In the 

pecking order system, priority grounded obstruction manage concord has 

been employed to maintain the demented clumps and eludes vehicles. Thus, 

the set of data have been assembled by keep pace with an encompassing 

allegiance fidelity in the congregate leads [7]. Therefore, to preserve the  



                                                                                                                  
 

 

 

 

 

 

 
Analysis of Energy Efficient Multiple Cluster Reliable Agglomeration of  Data 

Scheme in WSN  1818 

 

performance of the network, the law hubs must be identified and maintained 

appropriately [8]. DA is critical in WSNs, where repetitive information is 

very communal. By transmitting these repetitive data to central 

administration, it will escalate vitality. Therefore, DA techniques are 

required in WSN. 

This survey is further sorted like so. Division 2 scrutinizes some existing 

methodologies. Division 3 elucidates a concept of accumulation of data using 

MCSDA. Division 4 dispenses the imitation appraisals. Finally, the 

conclusion of this paper has given in Section 5. 
 

2 Review of Literature 

 

Numerous effective techniques have been developed for data aggregation 

in WSNs. Over the past decades, different schemes have been used for 

security-based data aggregation in WSNs. For energy sparing, data 

aggregation diminishes the repetitive data and limits the vitality utilization 

for the entire system [9-10]. The security issues of DA become an interesting 

issue in WSNs. The common data aggregation methods do not give better 

information protection safeguarding components. The DA schemes in WSNs 

choose cluster head to gather messages of the equivalent identified occasion 

and report with a solitary message to a base station so as to evacuate excess 

information [11]. The cluster head determination process generally requires a 

colossal measure of messages to and fro. Therefore, it devours a tremendous 

measure of power. The structure of WSN directs the presentation of DA [12-

13]. DA can be achieved by two types of system structures: 1) level systems, 

and 2) hierarchal systems. A level system is commonly proportional to the 

hub’s energy supply. To diminish the quantity of data and subsequently 

energy utilization, hierarchal data accumulation requires unique nodes. There 

are different level-based DA protocols that have been developed for example 

Sensor Protocol for Information through Negotiation (SPIN) [14] and 

coordinated dispersion [15]. These two types of methodologies are planned 

for information-driven applications where the base station sends an inquiry 

packet to all sensor hubs by means of flooding, and the sensor hubs that have 

coordinating substance sends an acknowledgment packet to the base station. 

Coordinated dispersion accomplishes DA via enforced path established by 

such information rules. The exceptional apexes are cited to CHs in evolved 

small vigor flexible congregating pecking order (LEACH), and it is unevenly 

framed. The CH broadcast the assembled information from its normal hubs 

to the sink. This method overhead messages because of the CH 

determination; this depletes the vitality of sensor hubs. In [17], generated a  
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hybrid, energy efficient, dispensed amalgamation, the determination 

procedure of CH is centered around augmenting the lifetime of the WSNs. It 

has been consummated by contemplating the surplus vigor of the fulcrum 

and it is proximity to its local fulcrums.  DA with distance cluster nodes 

observes a higher amount of energy during transmission. The potency 

coherent assemblage in detector fact models  [18] realizes a concatenation 

basis DA where a hub transmits only to its nearest hub till the information 

reaches a CH. Despite the fact that PEGASIS is superior to LEACH 

regarding power savings, the disadvantage of PEGASIS is the requirement 

for wide information on all hub areas to choose reasonable neighboring hubs 

to limit the most extreme neighbor separation. In [19], utilizes an improved 

vitality proficient together with prospective congregating procedures by 

strengthening a numerous conglomerations including the proclamations of 

clump leads in WSN. Also further DA systems concentrating on routing 

issues with defer imperatives and security utilizing a tree topology [20] and 

accomplishing information trustworthiness [21]. 

This paper analyzes the development of multiple cluster secure routing 

for executing DA. In this method, there is no overhead message for chain 

construction and no notion of CH nodes. In this method, a single/multiple 

package arrive at the sink, whereas, in most of the DA methods, a solitary 

channel reaches at the descend among an elected CH. The outcomes of this 

method show that there are enhancements with regard to vitality 

economizing also curtailment of the numerous channels achieving at the 

central administration when contrasted with the CSDA scheme. 

 

3 Data Aggregation Using MCSDA 

 

A novel MCSDA scheme dependent on the CPDA algorithm has been 

presented in this section.  This system is more effective and secure. The 

intention of the MCSDA model is diminishing the facts imparting as well as 

calculation between hubs and finally can get more exact information 

aggregation consequences. This paper contemplates WSN with the 

hierarchical structure where information has been transferred from sensor 

hubs to the sink via CH. The sink is accepted to possess adequate vitality also 

reflections to transmit safely accompanied by entire detector fulcrums 

together with surface model such as network. Sensor hubs are conveyed 

arbitrarily over a region to be observed and arrange themselves into groups 

after the underlying organization. CH is selected out of any congregate to 

hold the correspondence among congregate hubs as well as central 

administration. CH have been twisted hefty depending on enduring vitality 

thus to have consistent vigor employment over entire detector fulcrums.  
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Broadcasting information is a significant reason for power utilization, 

MCSDA diminishes communication of redundancy information among 

detector fulcrums to clump fulcrums along with the aid of recline zestful way 

concord.  DA has been utilized to dispense repetitive data also to restrain 

numerous transferal for vitality application. In standard DA strategies, CH 

gets every one of the information from sensor hubs and afterward wipe out 

the superfluity by scrutinize the solidity of detector particulars.  

 

3.1 Network Model 

The sensor nodes in the data aggregation process are separated into three 

categories: conventional hub, aggregation hub, and base station hub (Sink). 

Both the conventional hub and aggregation hub are basically comparative, 

and its responsibilities are different. The conventional hub is a leaf node and 

answerable for information assortment. Aggregation hub is a non-leaf hub of 

the system, it is answerable for the assortment of DA dispensation and 

application of the proper function. Sink hub is capable of obtaining the 

aggregation consequences and sending the inquiry demand and associating 

with the system. The DA procedure of various hubs have appeared in figure 

1. 

 

Figure 1 Data Aggregation 

 

The DA corollary elucidated as, 

 

     (1) 

 

Here, di(t), i=(1, 2, …..N) represents the discrete detector ramification. 

The commonly used aggregation functions are based on average result. Here, 

the average outcome has been considered as the DA ramification, beside it is 

stated as  

       (2) 
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The security issue has become increasingly significant in the field of 

WSNs. The programmer can develop different assaults to undermine the 

security of information.  
 

3.2 Cluster Formation 

  

MCSDA scheme is separated into three stages. The initial step is the 

development of the cluster.  The subsequent steps are data aggregation in the 

cluster. Figure 2 shows, MCSDA model when there are three nodes. 

 

 

Figure 2. MCSDA model when three nodes 

 

In Fig.2, the hubs P, Q, and R partition the private information p, q, and r 

into three cuts independently: p1, p2, p3, q1, q2, q3 and r1, r2, r3. Fulcrum P 

have to be establish the estimation of p1 + q1 + r1, and the hub Q have to be 

establish the estimation of p2 + q2 + r2, and the hub R have to be establish 

the estimation of p3 + q3 + r3.  Then, the node communicates the three 

values, also the three hubs include three qualities to derive the estimation of 

p + q + r. In MCSDA algorithm, during the first two steps, the CH is utilized 

for DA, while other members are simply observing the activities of the head 

hub. When the chief fulcrum of clumps attains midway particulars from chief 

fulcrums in ensuing way, it dispatches an intelligence to be familiar by 

several fulcrums in their class. This operation is explained in fig.3 
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               Figure 3. Clusters and data users 

  

In figure 3, the head hubs are represented by U and V transmits data to 

node P. There the neighboring nodes Q and R can share the data from U and 

V. When the transmitted data is hidden by P, then the node P is monitored by 

U and V and report it to the sink. The DA of cluster X and P is given by, 

X=Y+Z, P=Q+R+U+V. These two head hubs perform as multiple cluster DA 

models may hatch such assaults that can be found on the network topology. 

 

Figure 4. Monitoring function 

 

Figure 4 manifests the condition that the hubs D and E do not have such 

an issue, where X is leading fulcrum, Q is a progenitor fulcrum of chief 

fulcrum. Moreover, the hubs D, E, and X all have a place with the same 

cluster. In this case, the neighboring nodes do not know about the 

information that is conveyed between nodes. In the meantime, when the hub 

monitors and reports indecencies, it must select unicast directing and the 

pernicious hub which is not in this routing. The MCSDA algorithm can be 

described as follows, 
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Algorithm-MCSDA 

 

Step 1: sends to  , while N increases. 

if ( receives   )  

 then decides is either a normal node or cluster 

head.  

else, 

     if ( = cluster head)       

Sends query to its neighboring nodes, to configure their latest clump. 

    end if; 

end while; 

Step 2: For every node of WSN create their own   . 

if ( = normal node) 

Sends sum to the head node. 

end if; 

if (   Inquiry apex) 

will dispatch its average to leading progenitor apex. 

else 

Step 3: For each cluster head  

if (apex reveal on the second surface); 

inflates its amount 100 times covertly. 

if (apex possess toddler apex); 

toddler apex divulge fallacy to the central administration. 

else, 

Delusion will not be found. 

end if; 

end if; 

end for; 

Step 4: Above steps are continued until it reaches a reasonable objective result.  

 

 

3.3 Rest-Dynamic Mode 

 

 Every sensor hub in the network is whichever indolent or zestful manner 

for discerning functioning depending on the circumstances of the 

determining habitat. In MCSDA, the excess repetitive data has been reduced 

at the CH extent, yet it is quietness conceivable to observe vigor by 

exploiting abusing the particular operation correspondence category of the 

WSN. The term rest-dynamic mode protocol has been utilized to allude 

overlapping coverage regions. The transmission among the neighboring node 

has been performed through CH.  Here, the recline zestful way concord have 

been employed to leave the discern part of the apexes.  The total active time 

of the network has been separated into a fixed length slot. The total active 

time of WSN using rest dynamic-protocol has been given as illustration. All  
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aperture encompasses of recognition, investigation also resolution phase. 

Every single fulcrum which is awake upgrades its adjacent cache depending 

on the affairs in its discernment part. During an investigation phase, the 

abstract of the cache details has been interchanged with their neighbors. 

Finally, during the decision stage, every hub assesses its capacity to keep its 

detecting unit on/off for a particular duration communicates its decision to its 

neighbors. The main objective behind this operation is to reduce the conflict 

and prioritize each node. When the times exceed, every node must perform 

the following operation. 

 

Algorithm: On broadcast timer expires () 

Initiate 

if (affairs in cache noticed by adjacent which have not dispatch their resolution 

so far 

Z’=min (2*Z, Zmax) 

Dispatch recline resolution to adjacent 

Leave determining magnitude for period Z 

else 

Z’=0.5*T 

Wait conscious for succeeding aperture  

end if 

end 

  

During this rest-dynamic mode operation, every node remains conscious 

solitary aperture span to prop its resolution norms on the current monitoring, 

modifications in the web. An energy saving due to rest-dynamic protocol has 

been illustrated in figure 5. The greatly increased detecting extent of the 

fulcrum qualifies apexes to static prolonged as long as relatively high 

efficiency gains.  Remaining hubs likewise have higher inclusion because of 

their expanded detecting range, which diminishes the level of undetected 

occasions. 
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Figure 5. Energy efficiency due to rest-dynamic protocol 

Simulation sensor systems 

 

Fifty random sensor nodes in the array of 150 × 150 sqm arena have been 

used for the experiment. The size of the data communication package of the 

system is 50 bytes, the transmission range is 40m. The most extreme 

directing hierarchy level is 5. Additionally, the algorithm simulates on a 

similar topology substructure of the methodology in an imitation appraisal. 

Because of a symmetrical circumstance, these reckoning sequels are typical 

on every occasion. The performance of the MCSDA network has been 

correlated with the CSDA system. The execution metrics are stated in table 

1. 

Table.1 Execution metrics 

Limit Appraise 

Total manifold apexes 

Distance between neighboring 

nodes 

Deployment area 

Manifold impart apexes 

Origin apex 

Descend apex 

Parcel dimension 

Primary Vitality 

Parcel dispatching appraise 

100 

150 m 

150 × 150 

sq.m 

95 

2 

2 

50 byte 

2.2J 

1p/s 

 

Topology of a part of clusters is given in figure 6. It shows the real 

topographical circulation among all nodes considered in wireless sensor  
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systems.  The sink is labeled as the symbol *, and the query node is 

highlighted by a blue color circle. 

 

 

                                     Figure 6. WSN topology in MCSDA 

 

 

Figure 7. Geological WSN with child hubs 
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Figure 8 Participation of each hub in WSNs 

 

Figure 7 represents the geological WSNs child hubs, participation of dad 

hubs. Figure 8 shows the rationale participation of each hub in WSNs, which 

includes both father hubs, and children hubs. 

 

4 Accomplishment Standards 

  

Performance scrutiny of the pondered technique have been accomplished 

by establishing and comparing the various evaluation metrics, such as 

detection accuracy, throughput, time detain, Parcel conveyance correlation, 

parcel mislay, also vitality utilization. 

 

4.1 Detection Accuracy 

It is characterized as the proportion of exceptions being recognized to all 

anomalies. Figure 9 (a) shows the detection accuracy rate while shifting δ 

and ζ. It can separate the typical information and anomalies; it can 

adequately ensure the information precision when taking care of the total 

procedure. It tends to be seen that the location exactness rate can be 

altogether improved as ζ increments. The explanation is that once the hub's 

help degree can't be satisfied with the limit's prerequisite, its readings won't  
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be saved and submitted to CH for information combination. It is valuable to 

the precision of the last combination results 

 

4.2 Productivity 

 

 It is the amount of numerous parcels obtained received to the epoch. 

                   
 

Figure 9 (b) reveals the productivity quantity of MCSDA model along 

with subsisting CSDA concord [22].  The proposed model of 8% faster than 

the CSDA model with the given time. That means, the throughput of the 

MCSDA model has been increased when compared with the existing DA 

methods 

 

4.3 Energy Consumption  

  

It is demarcated as the total summation of obtaining vigor along with 

numerous apexes also the dispatched vitality. 

 

 

 

Figure 9(c) represents the analysis of energy utilization among the 

MCSDA and CSDA model. From the fig, it has been clearly noticed that the 

energy utilization of the MCSDA has been reduced when compared with the 

CSDA model. In the CSDA model, the power consumption of each level is 

high, this yields higher power consumption in WSN. 

 

4.4 Time Delay  

It can be evaluated by proportion of average processing time to deliver 

packages and the number of packages received by the receiver. 
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The comparison of time delay analysis of the MCSDA and CSDA model 

has been presented in figure 9(d).  The delay time in CSDA model is 68ms, 

whereas MCSDA requires 57ms. The time delay has been reduced to 11ms, 

which means the time required to deliver across the network is faster than the 

CSDA model. 

 

4.5 Parcel Conveyance Correlation 

  

It can be assessed by ratio of quantity of parcels fortuitously obtained 

by recipient to average parcels dispatched via the system. It has been 

illustrated in figure 9(e). 

 

 

  
                                       (a)                                               (b) 

 

 
 

                                             (c)                                           (d)   
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Figure 9. Performance Analysis a) Detection Accuracy b) Throughput c) Energy 

consumption d) Time delaye) Packet delivery ratio f) Packet loss 

 

4.6 Packet Loss 

  

It is defined as the amount of packages that are not reached at the 

receiver for the given time. The graphical analysis of packet loss among the 

CSDA and MCSDA model has been given in figure 9(f). From the fig, it 

could be clearly observed that the amount of packet loss has been 

significantly reduced in MCSDA model. 

 

                
 

 Form the performance analysis of MCSDA model with CSDA, the 

parameters such as packet to delivery ratio, throughput, and accuracy yields 

higher value, and the other analyzing parameters such as packet loss, delay, 

and energy consumption give lower value when compared with CSDA 

model. It indicates that a vigor application of the proffered MCSDA structure 

is compact when correlated among CSDA model. 
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5 Conclusion 

  

In this paper, MCSDA system has been presented for vitality proficient 

DA within WSN. It diminishes an imparting of repetitive data from detector 

apexes to CH. CH juxtaposed the attained plan ciphers from detector 

fulcrums and decides which sensor hubs require to transmit the information. 

This prompts better transfer speed usage and vitality efficacy yet dearth real 

information have dispatched from detector fulcrums towards CH and settle 

on which sensor hubs need to transmit the information. This prompts good 

transmission capacity usage and vitality efficacy yet dearth information have 

dispatched from detector fulcrums towards CH. The end-end time delay of 

11ms has been reduced when compared with CSDA model and the packet 

loss has been significantly reduced to 20%. The rest-dynamic mode protocol 

has been presented in MCSDA, which diminishes the number of dynamic 

sensor hubs relying upon their covering detecting range. Simulation results 

indicate that even though the redundancy rate increases, the proposed 

MCSDA protocols improves the bandwidth efficiency. For large-scale 

networks, rest-dynamic mode protocol is utilized to decrease the energy 

utilization by the WSN. This enhances the overall energy utilization and 

bandwidth efficiency. 
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