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Abstract 
 
Healthcare is one of the fast growing field and big data of this type needs 

huge storage in green cloud environment. Volume, Velocity, Variety, 

Veracity and Value are the most important aspects of big data. It is well 

known that cloud may provide some security but no guarantee to rely on 

cloud environment by the data owners for its security and privacy services. 

Hence it is must to provide privacy preservation and security. Because 

Healthcare big data and the sources of healthcare big data is incorporated 

into cloud storage, and having more private – sensitive data, it is essential to 

increase the customer satisfaction regarding security and privacy 

preservation. But privacy preservation and security provision in un-trusted 

green cloud environment is a big-challenge and make the data owner should 

have full data control. In order to solve the various issues regarding security 

and preserving privacy, a new work named Privsec-Sanitize, is proposed 

which can provide a solution that involves many different stages. Initially, 

the clustering process is applied on the input dataset using weighted fuzzy c-

mean (WFCM) clustering algorithm. The WFCM algorithm forms the data 

groups and then each group given to the mapper function for faster parallel 

process to improve the computational complexity in terms of time and  
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memory measures. The data groups are next applied with sanitization method 

which translates data into another format based on the value of key 

generated.The reducer then consolidates the output from mapper functions. 

Finally, Artificial Neural Network (ANN) is utilized to find the accuracy of 

sanitization  process. Now the dataset is stored in green cloud environment 

which can be safely used by analytics users without compromising privacy 

and security. The Privsec-Sanitize method is implemented in JAVA with 

Cloudsim simulation software and the results are verified with an improved 

performance.   

 

Keywords: Big data, Sanitization, Weighted Fuzzy C-Means Clustering, 

Artificial Neural Network, Privacy and security, Privsec-Sanitize ,Mapper 

and Reducer. 
 

1 Introduction 
 
 The recent paradigm of Big Data affects the way we live, work and think 

rapidly and having 5V features such as     velocity, volume, variety, veracity 

and value [1]. Digital data from both home and business users are ever 

increasing demands elastic storage and the more valuable, sensitive and 

private information in data if not protected, results with huge loss [2]. New 

emerging cloud computing technology provides applications, storage and 

platforms as services in large scale through the Internet. The cloud service 

can be rented as needed with advantage of anytime, anywhere access of 

stored data and free the users from local storage management. Some popular 

examples are Google App Engine, Amazon EC2 and Microsoft Azure [3] [4] 

[5]. 

 A cloud environment is exposed to two foremost attacks for data stored 

in the cloud, such as external attacks because of various malicious activities 

unreliable Cloud-Service-Providers as they disclose the private information 

of data. So, it is necessary to build a security mechanism to protect the stored 

data from both attacks [6] [7]. Even if the data owners generally perform data 

encryption before storing in the cloud, they like to have control on it for 

regular update which is not efficiently handled with traditional cryptographic 

primitives. Hence, the owners of data demand suitable security and privacy 

mechanisms when they subcontract cloud to store their data [8]. Clients are 

reluctant to adopt cloud computing, besides its technical and economic 

advantages, because the data safety measures of the service-providers is not 

known to the cloud-customer [9]. Recently, numerous methods based on 

encryption are introduced to protecting privacy of sensitive datasets. But 

these approaches are designed to use unencrypted datasets [10]. 

 Currently, several advanced encryption schemes are available for privacy 

preserving of big data, namely Attribute based Encryption with individual 

user rights based fine- grained access control, Cipher text Policy Attribute  
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based Encryption and access policy based decryption, Order-preserving 

encryption (OPE) to carry out database operations over encrypted data 

without decrypting them [11] [12]. The design and realization of robust  

privacy preserving systems using these traditional approaches lead to 

scalability and efficiency challenges due to constraints such as various 

driving forces, that is to be considered by the system designers, 3V nature of 

big data like volume, velocity, variety and if data updates needed over 

distributed and incremental data [13] [14] [15]. So, there is a timely need to 

propose an efficient but simple approach for both privacy and security 

protection of big data.  

 

1.1 Security Challenges in Healthcare Bigdata– Cloud 
 
 Some of the well-defined security solutions are not effective, for 

example, firewalls and demilitarised zones. Most of the security solutions 

have been designed for software-based or hardware-based. But security for 

big-data function should work over heterogeneous composition like 

hardware, software, networks and operating systems. In terms of software 

defined networks, the big-data security works on heterogeneous 

infrastructures. The real functionality of SDN is to separate the control plane 

and data plane to improve the efficiency of the network management.  The 

security rules in SDN needs to be reconfigurable and needs to be centralized.  

Healthcare Big data used in various businesses do not have security 

generally. In case of any problem created on Healthcare Bigdata due to 

security, it will make a serious damage on the reputation. 

 Recent companies are using different methodologies for storing and 

analysing huge amount of data (i.e., peta-bytes). The data generated in those 

companies are information business, customer and company. Due the 

increased volume of the data the classification and mining accuracy is more 

critical. In order to provide security in big-data, various methods like 

encryption, encoding, intrusion detection and logging are essential.  

 Several organizations deployed anomaly detection and fraud detection 

over Healthcare Bigdata, which is highly valuable and attractive. One of the 

important and to be focused challenges is security in Healthcare Bigdata. The 

security in Healthcare Bigdata can be obtained by introducing a perfect data 

analysis method, where the method should analyse the data style. These 

methods are helping in detecting malicious activities in early stages by 

sophisticated pattern analysis and data analysis, where the data sources are 

different.  

 Most of the Healthcare Big data organizations are not only suffering 

from security also by privacy challenges. Privacy issues are created due to 

the increased data volume. Since, privacy issues are considered as liabilities, 

the companies are focused on providing privacy preservation. Comparing  



                                                                                                                  
 

 

 

 

 

 
2878 E K Subramanian et.al 

 

with security, privacy is considered as an asset, so that it is focused on both 

side of the business such as selling and buying. Hence, balancing the security 

as well as privacy is important.  

  

1.2 Security and Privacy  
 

Nowadays Internet applications generated huge volume of data everyday 

and they are stored for processing. It makes lot of challenges to security. 

Existing firewall security mechanisms and Demilitarized zones   are not 

supported in Big data infrastructure. Traditional datasets are already 

processed by any normal data analytics methods. But the Healthcare Bigdata 

can process large amount of data by itself. Any security mechanism deployed 

in the network needs to manage the entire network, user mobility, and the 

policies like “Bring your Own Device”. The problem is to find out a suitable 

method providing security in terms of privacy and data security on 

Healthcare Big data.  

 There are four different aspects to be considered in Healthcare Big data 

such as, security related infrastructure, privacy, data management and data 

integrity regarding security. Some of the risky areas in Healthcare Big data 

needs to be considered immediately are information lifecycle, data/process 

collection and lack of security. Healthcare Big data security is also like other 

security carried out on normal data types such as data integrity, 

confidentiality and data availability.  

 Healthcare Big data is considered as essential, because it has complexity, 

privacy issues and security challenges. The characteristics of big data is 

defined in 5-V’s such as volume, value, velocity, variety and veracity, are 

shown in Figure-1, which influence the security factor of the data. There is a 

direct impact on security solution regarding 5V’s. There is no solution for out 

of the box security. The mission of the organization named Cloud Secure 

Alliance assures cloud security. Various aspects of the Healthcare Bigdatain 

ecosystem is challenged by CSA security, includes security regarding 

infrastructure, privacy, data management, data integrity and reactive 

security[32-35].  

 

 

  

 
 

 

 

 

 

 

Figure1:5V’s of Big Data 
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In order to obtain the problem statement, some of the earlier researches 

works are focused on pre-processing, clustering and classification and 

security analysis on big data.The organisation of the manuscript are as  

follows. The literature survey is given in section 2 and section 3 discusses 

problem statement. The proposed system and techniques are discussed under 

section 4.The experimental results are compared in section 5.The conclusions 

are given in section 6. Current and Future work is discussed under section 7. 

The dataset information and availability is provided in section 8. 

 

2 Literature Survey 
 
 Yang, et al. [16] indicated a solution to preserving privacy of sharing 

medical record in the cloud and access to large scale medical data by 

combined statistical analysis and cryptography together. But the performance 

of the system is not known for concurrent access and update by multiple 

users.  

 Akgun, et al. [17] have categorized pre-existing problems and 

corresponding solutions in more understandable and convenient way. 

Additionally, they had also included open privacy problems coming with 

each genomic procedure. The various techniques in preserving privacy on 

medical data were studied and still there is a possibility of leakage. 

 Sulochana, et al. [18] indicated the application logic and the data logic 

were split into two distinct clouds so that no cloud provider would gain the 

complete knowledge of the user data to provide integrity and confidentiality. 

The administrator resided in a private cloud, allowed only the authenticated 

users to access the cloud storage. The administrator performed encryption 

and segmentation of the data to provide data confidentiality. 

 Derbeko, et al. [19] investigated and discussed security and privacy 

challenges for Map Reduce calculations in the cloud. It also discusses 

Validation of map–reduce, privacy, integrity of data and accuracy. Further it 

discusses about executing a Map Reduce job in clouds. while performing 

task using map and reduce, needs protection against integrity changes and 

leakage of informayion. 

 Yang, et al. [20] introduced a solution based on auditing that could 

protect the traceability of personality for concurrent group members thus 

preserving privacy. The solution uses authenticators for identity privacy 

protection and lists that contains members performing changes on the data 

object for tracing the identity.  

 Wei.H et al. [21] defines a protocol for discouraging privacy cheat and 

auditing secure computation, named SecCloud.  It achieves through the 

verifier signature the privacy cheating discouragement, batch verify and 

sampling probability.  
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 Li, et al. [22] presented the challenges of preserving privacy in cloud 

storage and solution using oblivious RAM (ORAM) to hide user access 

patterns and surveyed the practicability of using that in cloud storage by 

reducing overhead.  

 David Sanchez, et al. [23] presented a method of sanitization techniques 

on text documents.the solution given can able to work in unsupervised 

manner suitable for environment which is heterogeneous.It also performs 

hiding without  lossing its meaning. The manual intervention is avoided due to  

automation by this solution. 
 Chowdam.Sreedhar,et al.[28] discusses about new improved clustering in  

hadoop systems, because clustering is also a tough task in big data.this 

approach minimizes the execution time.As the existing clustring algorithms 

cannot handle big data,new method of clustering is proposed. 

 Zheng Yan et.al[31] proposed a solution for efficient data store in 

cloud.when data is stored as encrypted may waste the storage 

unnecessarily.The solution given by authors are expected to manage storage 

efficiently under multiple cloud providers. 

 

3 Limitations and Problem Statement 
 
 Big data management and analytics demands to manage huge data, 

timely response requirements, support for many data formats and handling 

uncertainties in the data. Existing big data solutions has many issues such as, 

 Challenge exists to protect privacy if updates needed over 

distributed and incremental data. 

 Existing schemes faces challenges like scalability as well as 

efficiency due to the volume size of data. 

 Solving both security and privacy simultaneously was not 

available in existing solutions.  

 Reducing the computational overhead is the major problem. 

 Traditional privacy preserving schemes were more expensive. 

 

 The above limitations of existing solutions motivate us to propose a 

model in which distributed storage is used to manage huge volume of data 

and map reduce techniques used for faster computation. So, our approach 

minimizes computation time and cost. Our approach not only addresses 

privacy, but also security of big data by using sanitization type of encryption 

and decryption.   

 

4 Proposed System: Privsec-Sanitize Method 
 
 The proposed work uses mainly sanitization technique of encryption 

decryption type for data translation. The WFCM is an iterative optimization 

algorithm converging relevant attributes in a finite number of iterations.  
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WFCM is thus chosen for clustering to make translation easier with better 

performance with less computation than the solutions using FCM algorithm. 

The map-reduce technique is involved for faster parallel processing and 

ANN for verifying the accuracy of data translation. The contribution of the  

Privsec-Sanitize is to provide an enhanced security mechanism for 

Healthcare Bigdata under cloud environment.  

 

4.1 Steps Involved in Privsec-Sanitize Method 
 

 Read the healthcare bigdatas input and do preprocessing. 

 Cluster and classify the data using WFCM method 

 Convert the data from one format into other format using 

sanitization of type encryption/decryption. 

 Apply map reducing method for reducing the computational 

complexity involved in processing big data. 

 Verify using ANN the accuracy of sanitization as well as data 

security and privacy preservation.  

 Finally, store & retrieve the data from cloud storage. 

 Initially given dataset is clustered with Weighted Fuzzy C-Means 

Algorithm (WFCM). Each cluster is fed as input to the mapper function for 

faster parallel process.  Now the output is given to the sanitization process 

which translates data into another format based on key generated. Artificial 

Neural Network (ANN) is utilized to find the accuracy of sanitization 

process. The translated data outputs are now fed into reducer to consolidate 

the transformed dataset. Finally, the dataset is stored at cloud which can be 

safely used by analytics without compromising privacy and security. 

 The Privsec-Sanitize method is implemented with Hadoop jars in 

cloudsim using Java code. The proposed scheme is evaluated for the 

performance by measuring execution time and memory and expected to 

process the data faster with less memory for correct translation of data format 

and overcomes scalability and efficiency challenges caused by the increased 

volume of data. The next section describes the various techniques involved in 

the proposed model, given in Figure-2.  
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Figure 2: Flow Diagram of Privsec-Sanitize Model for Big Data Privacy and 

Security 

 

4.2 Clustering Features Using WFCM 
 
 The WFCM algorithm is used for data clustering. The WFCM algorithm 

uses an objective minimization function J (W, U, V) to select most 

reasonable c-partitions (i.e. optimum partition is one that produces minimum 

values for J) among all c-partitions possible from n-data samples. W is the 

weight assigned, the partition matrix is denoted as U, the cluster vector is 

denoted by V and each member represented as u_(k,i), where it says the k^th 

data belongs to the i^th class [27, 29]. 

                                                           (1) 
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And   is computed as, 

                                             (3) 

                                                                 (4) 

 
4.3 Algorithm_Weighted-Fuzzy-Mean-Clustering ( ) 
 
 { 

Step1: Select c, the number of clusters insuch a way that meets the condition. 

Step 2: Initialize U, the fuzzy partition matrix with a random value to satisfy 

conditions (5) 

                                                       (5) 

Step 3: Initialize W, the weighting vector with a random value to satisfy 

conditions (6) and (7) 

Step 4: Using (3), calculate, the fuzzy centres. 

Step 5: Using (4), update the partition matrix U 

Step 6: Update the weight vector W 

Where, 

                               (6) 

                                                                              (7) 

Step6: Repeat above steps till satisfying termination criteria.}  

 

4.4 Sanitization Method  
 
 Sanitization is a most valuable technique to preserve privacy while 

publishing or sharing datasets which are more sensitive. Sanitization is a data 

translation method to protect privacy. This method encrypts or removes those 

information which leads to identify a personality in data sets.This technology 

that converts text data into a unreadable by human and irreversible. 

Sanitization allows the information transfer free from disclose and enables 

post-sanitization data analysis possible. There are many types of sanitization 

methods such as data masking, nulling, substitution, number variance, record 

shuffling, encryption/decryption etc. The proposed scheme uses sanitization 

of type encryption-decryption in which input binary data is sanitized using 

key. The same key is used for de-sanitization process of getting original input 

data. 
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  ))()(( kbindbinIntS                        (9) 

 Here, the data and optimal key from user is used to form encrypted data. 

Sanitization can be represented mathematically as given in eqn (10), where 

data are denoted as d, key is denoted as K, S denotes sanitization and SD 

denotes de-sanitization. 

  ))()(( kbinsbinIntSD                      (10) 

 The Sanitization method combines data and key mathematically to 

perform data encryption. The ANN is used to check the accuracy of 

sanitization process.  

 

4.5 Map Reducing Based Dimensionality Reduction  
 
 In a distributed processing of data Map-Reduce is one of the powerful 

programming frameworks it performs distributed and parallel processing on 

large data sets. Map-Reduce has two different tasks – Map and Reduce. The 

Mapper or map job output will be given as input to the Reducer as key-value 

pair.  The Map Reduce is an algorithmic programming technique to parallel 

process big datasets in a distributed cluster environment. HDFS is a file 

system for distributed environment. These hdfs combined with map-reduce 

enable users to analyze unstructured data efficiently. 

 In Map-Reduce Data will be in the (Key,value) format pair. The data 

must be translated to basic unit (key, value) before inputting to MapReduce 

model.  Map Reduce model   has two routines, namely Map and Reduce 

functions. The Map-Reduce computation performed in 3 stages:  

Stage1: The map stage in which data is translated as (key, value) pair 

Stage2: The shuffle stage distribute the data, and  

Stage3: The reduce stage performs computation. 

 Like other data handling framework, Map Reduce logic is not only 

handles structure data, but also handles un-structure data. For instance, to 

count the photos on a computer with the city of photo taken has to be 

analysed in un-structured manner. Given data set have to be transformed as 

(key, value) pairs for the map function. In this case, location is key and 

photograph is value. The entire data has to be structured as (key, value) pair 

to do Map task and single pair is processed at a time to produce pairs of 

intermediate key-value. 

 The Map Reduce framework automatically sort the intermediate pairs 

based on key and routes the values to the   Reducer. The reducer consolidates 

the values on keys to produce output. All maps outputs are combined in 

reducer to produce consolidated output. Map Reduce is a framework which 

can process large quantity of data on the clusters formed using commodity 

hardware. A working flow of the Map Reduce system includes an input 

dataset which is partitioned into many units of data as {key, value} pairs. 

Each unit of data is handled in Map functions in the Map phase and is finally  
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combined with Reduce functions in the Reduce phase to produce the output. 

The main advantages of Map Reduce is, it lets large computations are 

performed as parallel map functions. 

 The Mapper will process each key-value input couple and generates 

intermediate pairs of key and value. The typical declaration can be 

represented as:  

 Map (inKey, inValue)->list (intermediate key, intermediate Value)  

 Then the sanitization method is utilized to translate the data format based 

on the values of key generated and random encryption. Values from same 

keys are combined by applying reducer on the intermediate data values to 

produce output pairs.  The reduce function can be declared as: 

 reduce (intermediate key, list (intermediate value)) ->list (outKey, 

outvalue) 

 Further, in promoting privacy preserving of data, our proposed method 

stores the data at different positions. Hence our method is completely privacy 

preserved for the data stored in cloud irrespective of its size. 

 

4.6 Artificial Neural Network (ANN) 
 
 The Neural Networks processes the data in the same way the nervous 

system in the brain works. The processing elements are the neurons 

interconnected by links and each link assigned with weights. A neural 

network has fundamentally four segments such as the activation functions, 

nodes to process, weighted links and the rules of activation. This neural 

network model consists of only one hidden layer and network is trained by 

recalling inputs. The capacity of the network decides the hidden layers to 

approximate error function [30]. 

 1) The ANN model is designed with input features extracted {I1, I2, I3, 

I4, I5}, HUa are the hidden units, activation function f and output units. 

 2) The bias function proposed for input layer is represented by equation 

(11) given here. 

                                    X=β+∑(W1 I1+ W2 I2+.......+Wn In)                   (11) 

The activation function of output layer is represented by equation (12) here 

under. 
                                      Active(X)=1/1+e

-X        
(12) 

 3) The learning error(LE)  is represented as follows 
           LE=(1/HNH)∑Yn-Zn      (13) 

Where LE is the learning error rate of neural network, Yn is the desired 

output and Zn is the actual output. 

     High error rate means more successful and required for our sanitization 

process.The sanitized data after several processes is finally fed to reducer and 

is then stored in cloud server via the reducer.  
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5 Experimental Results and Discussion 
 
 The experiments were conducted using java code for clustering and 

sanitization run in cloudsim with HADOOP jars under windows operating 

system. The performance of the Privsec-Sanitize method is evaluated with 

datasets taken from: https://www.hindawi.com/journals/bmri/2014/781670/. 

The dataset contains clinical care data of 130 US hospitals and integrated 

delivery networks from 1998 to 2008(10 years). This dataset is further 

populated and pre-processed before clustering operation. [24] [25] [26]. 

Experimental results of our work are compared with the existing system.  

The Privsec-Sanitize method is evaluated by measuring execution time and 

memory taken for execution. 

 

5.1 Running Time  
 
 The run time in Cloudsim for the complete sanitization method is 

directly measured and computed in millisecond (ms).  

 

5.2 Memory Usage 
 
 The CloudSim tool with java code efficiently organized the memory 

usage. The stack memory used for newly created objects and the memory 

occupied by the Privsec-Sanitize method is measured in Kilobytes (kb). 

 

5.3 Output Measures  
 
 Time efficiency and memory measures of WFCM approach for 

sanitization threshold is “1” and it is measured for varying number of clusters 

and listed in Table 1.  

 
Table 1: Cluster Based Time, Memory Measures for Sanitization Threshold value 

“1” 

Number of 

Clusters 
Time (Sec) 

Memory 

(KB) 

2 31.549 1520 

3 30.698 1613 

4 30.487 1663 
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Figure 3: Clustering based Time Measure for Sanitization Threshold value “1” 

 

 The graph is plotted for time Vs number of clusters as given in Figure-3 

and result shows that the process completion time decreases as the cluster 

count increases. It is due to the reason that when more mapper runs in 

parallel can complete the process faster. Similarly, a graph is plotted between 

Memory Vs Number of clusters as shown in Figure-4 and found that memory 

required to complete a process is minimum when cluster is less because 

when number of clusters is more, memory allocation will also be more.  

 
Figure 4: Cluster based Memory Measures for Sanitization Threshold value “1” 

Table 2: Clustering Based Time and Memory Measures for Sanitization Threshold 

value “2” 

Number of 

Clusters 
Time (Sec) 

Memory 

(KB) 

2 29.55 1325 

3 27.55 1265 

4 26.45 1232 
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 The clustering-based time and memory measures for sanitization 

threshold value “2” are listed in Table-2 and graphs are shown in Figure-5 

and Figure-6.The results show that both time and memory are minimized 

when number of clusters increases due to the reason that threshold selected is 

optimum.  

  

Figure 5:  Clustering based Time Measure for Sanitization Threshold “2” 

 

Figure 6: Clustering based Memory Measure for Sanitization Threshold value “2” 

 

Table 3: Clustering Based Time and Memory Measures for Sanitization Threshold 

value “4” 

Number of Clusters Time (Sec) Memory (KB) 

2 22.37 1216 

3 24.55 1216 

4 25.56 1199 

  

The clustering-based time measures for sanitization threshold value 4 results 

for WFCM is listed in table-3. It is found from the graphs plotted in Fig.6 

and Fig.7 that time to complete increases as cluster increases reason that high 

threshold takes more time to complete and memory is minimized for 

increased cluster.   
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Figure 7: Clustering based Time Measure for Sanitization Threshold value “4” 

 

  

Figure 8: Clustering based Memory Measure for Sanitization Threshold value “4” 

 

5.4 Performance Comparison 
 
 The WFCM algorithm studied with time and memory measures for the 

sanitization threshold value 1, 2 and 4 based on clusters 2, 3 and 4. Then a 

comparison is made on time and memory measures between proposed system 

and fuzzy c-means technique of existing work. The comparison results are 

presented in the table 4.The proposed technique of our WFCM given better 

results as shown in Fig.9.  
Table 4: Time Measures comparison of Proposed WFCM and existing FCM 

Number of 

Clusters 

Proposed WFCM  

Time Measures (Sec) 

Existing FCM  

Time Measures (Sec) 

2 30.91 35.89 

3 27.85 30.45 

4 24.16 28.80 
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Figure 9: Comparison of Time Measures with WFCM and FCM for sanitization 

threshold value “1 – 2 -4” 

 We also compared memory measures of existing FCM with proposed 

WFCM for the sanitization threshold value 1, 2 and 4 based on clusters 2, 3 

and 4 and the results are given in table 5.  From the graph it is found that 

even though minimum amount of memory taken in both cases, WFCM 

completes faster than FCM.  
Table 5: Overall Comparison of Memory Measures 

Number 

of 

Clusters 

Proposed WFCM 

Memory Measures 

Existing FCM 

Memory 

Measures 

2 1599 1778 

3 1274 1411 

4 1211 1216 

 

 

 

 

 
 

 

 

 

 

 

 

 

Figure 10: Comparison of proposed Vs FCM Memory Measures for sanitization 

threshold value 1, 2, 4 
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 The Privsec-Sanitize method using WFCM is compared with FCM 

clustering and found that WFCM gives better performance. Here we have 

taken a compared time and memory with varying clusters. When we analyze 

the results obtained, it is found that the proposed system occupies a less 

amount of memory space and minimum time compared to the existing FCM 

based technique (see Fig.10). Hence the performance of our proposed 

WFCM technique is better with improved outcomes. 

 

6 Conclusions   
 
 The objective of privsec-sanitize method is to protect the privacy and 

security for Healthcare Bigdata under cloud environment. Various earlier 

research works were focused on security and privacy preservation 

individually. But this paper focused on providing privacy including big data 

analytics with security provision. Hence it comprises of pre-processing, 

clustering and classification, map reduce and ANN for verification. The 

weighted fuzzy c-means clustering technique is utilized to perform a 

clustering process as converged in finite number of iterations. The 

sanitization process performs bit sequence encryption and translates data into 

a new format from which an attempt to access sensitive information is 

protected and data in the cloud is now more secure. We have also utilized 

map-reduce techniques for faster processing. We have compared proposed 

WFCM and existing FCM method to prove that scheme based on WFCM has 

given a better result. The performance is measured by memory usage and 

execution time taken. The results of the experiment is verified and found that  

the privsec-sanitize method is effectively minimizes the computation time 

and memory consumption.  

 

7 Current and Future Developments 
 
 The Privsec-Sanitize method is tested under simulation environment 

using cloudsim. In future development, the system may be tested in real 

cloud environment both private and public cloud. 

 

8 Data Set Information and Availability 
 
 To verify and performance evaluation of the Privsec-Sanitize method, the 

dataset is taken from https://www.hindawi.com/journals/bmri/2014/781670/. 

The dataset contains data related to clinical care at 130 US hospitals and 

integrated delivery networks for ten years (1999-2008).  
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 It provides 50 features detailing outcomes of patient and hospital. This 

dataset is further populated and pre-processed before clustering operation. 

[24-26]. 

 . 
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