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Abstract 
 
Everything is connected to the internet, so the internet of things can 

communicate without user intervention. The Internet of Things (IoT) has 

recently been used in various fields such as smart homes, automobiles, 

manufacturing, agriculture, smart factories, and industrial sites. In the HTTP 

communication protocol environment, we built a system to communicate 

between client servers using MQTT and CoAP communication protocols 

with HTTP using fine dust sensors and communication protocols and to 

identify the amount of power used for each communication. By comparing 

and analyzing the amount of power according to the mode of each 

communication protocol, we conducted a study on the communication 

protocol suitable for fine dust IoT devices. 
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1    Introduction 
 

Since most objects are connected to the internet, interaction is possible 

through communication between objects without user intervention. IoT has 

recently attracted attention in various industrial fields, such as 

manufacturing, agriculture, construction, and other various areas, such as 

smart homes, cars, and factories. According to market research institutes and 

experts, with 50 billion IoT devices connected worldwide, the IoT market 

size is expected to grow in 2020. To take the initiative in the IoT ecosystem, 

labor is being made to preempt patents and standards through intense 

technology development. Objects can grasp various behaviours or changes in 

the environment and changes around things that we do in everyday life or 

social activities by using sensors and transmit them as digital data over the 

internet.This means that a digital copy of our real world is created in the 

cyber world, which is the cloud, and as the number of objects connected to 

the internet increases, more precise digital copies of the real world are 

created.The areas of the IoT industry can be divided into into platform, 

service, network, security, and device [1]. 

First, in the platform field, large global companies such as Google, 

Microsoft, and SKT are trying to lead the IoT ecosystem as leaders, but there 

are no operators that have preoccupied the IoT platform. SMEs are 

developing and entering the market due to the sluggishness of open 

platforms. It is a hesitant situation. In the environment characterised by using 

a specific terminal device, the service field is being changed into an open 

ecosystem where anyone can develop and utilize services due to the 

popularization of smartphones. 

In the field of network, efforts are being made to develop and standardize 

short-range wireless communication technology with various communication 

bands for D2D (Device to Device) and M2M (Machine to Machine). Traffic 

is expected to increase rapidly assuming that the Internet of Things increases. 

As it seems, there is an emerging need for 5-generation mobile 

communication devices and the Giga internet is emerging. The device field is 

a device that enables communication such as 2G / 3G, WiFi, Ethernet, RFID, 

ZigBee, and Bluetooth, and is composed of sensors, drivers, memory, and 

power modules centering on major processors[2][3]. 

Currently, organizations created in connection with IoT are trying to 

standardize IoT through international standardization organizations such as 

ISO and ITU, and standardization organizations such as 3GPP, ETSI, IEEE, 

and oneM2M. 

Among many organizations for standardization of IoT, OneM2M was 

created in 2012 to create IoT standards by standardization organizations from 

various countries, and standard organizations from 7 countries and major 

companies around the world, including Korea, Europe, United States, Japan, 

and China[4]. 
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Devices that use IoT have limited resources. IoT devices have fewer 

resources, longer usage time requirements, and limited communication 

environments. Light communication protocols are needed for communication 

of these devices, and protocols such as MQTT and CoAP that can be used in 

IoT are attracting attention. We want to compare the effectiveness of the two 

protocols used in IoT[5]. 

In this paper, by using the Arduino and fine dust sensor among the open-

source hardware, the communication environment between devices was 

established using MQTT and CoAP, which are communication protocols 

specified for the Internet of Things in OneM2M platform. Each 

communication protocol focuses on the Internet communication protocol, 

HTTP. We wanted to analyze and compare the amount of power consumed. 

 

2 Implementation 
 

2.1 MQTT Protocol Configuration 
 

The MQTT client is in the wireless network and connects to the gateway 

using the MQTT protocol to access the publish / subscribe service of the 

MQTT broker server existing in the external internet network. At this time, 

the gateway connecting with the MQTT client performs the function of 

connecting with the broker server through an external internet network. Also, 

depending on the application, the gateway is configured in an integrated or 

independent form with the broker server. When operating in an independent 

form, the gateway communicates with the broker server using the MQTT 

protocol. 

This system is based on the IEEE 802.15.4 standard and uses Wi-Fi, 

which is a typical solution for TCP / IP systems, due to its low power, speed 

communication and cost characteristics. In addition, by building a system 

through a wireless sensor network based on Wi-Fi, the MQTT protocol can 

be executed independently of the network layer without relying on the UCP 

protocol, and is a suitable protocol for message delivery service in IoT 

environments based on various wired and wireless network infrastructures. It 

seems that the wireless sensor network is composed of multiple nodes. When 

all nodes are connected by one hop, the network is scalable. There are 

limitations in connecting multiple nodes to each other. Therefore, this system 

uses a Wi-Fi network that can physically expand the network through router 

nodes and seamlessly connect distributed nodes. In addition, two types of 

Wi-Fi networks were constructed in a physically independent space by 

dividing it into a gateway integrated with a broker server and independent 

gateway. 

The sensor node is an end device constituting an MQTT client and Wi-Fi 

mesh network. It is connected to a gateway to perform sensor publish / 

subscribe functions in order to transmit sensor data or control actuators.  
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In this system, the sensor node is composed of three types of nodes that 

perform the functions of publish and subscribe communications and publish 

and subscribe depending on the functions performed. The MQTT protocol 

basically supports multiple MQTT gateways in one wireless sensor network. 

Therefore, the gateway is composed of a router of a Wi-Fi mesh network and 

serves to connect an external internet network and Wi-Fi-based wireless 

network. It also performs the task of converting and delivering messages 

according to the format of the MQTT protocol. Figure 3.3 shows the flow of 

data when using the MQTT protocol[6][7]. 

#include <WiFi.h> 

#include <ESP8266WiFi.h> 

#include <PubSubClient.h> 

#include “FineDust.h” 

const char* ssid = "finedusts"; // 

const char* password = "00000000"; 

const char* mqtt_server = "broker.mqtt-dashboard.com"; 

WiFiClient espClient; 

PubSubClient client(espClient); 

long lastMsg = 0; 

char msg[50]; 

int value = 0; 

void setup_wifi() { 

  delay(10); 

  Serial.println(); 

  Serial.print("Connecting to "); 

  Serial.println(ssid); 

  WiFi.begin(ssid, password); 

  while (WiFi.status() != WL_CONNECTED) { 

    delay(500); 

    Serial.print("."); 

  } 

  randomSeed(micros()); 

  Serial.println(""); 

  Serial.println("WiFi connected"); 

  Serial.println("IP address: "); 

  Serial.println(WiFi.localIP()); 

} 

void callback(char* topic, byte* payload, unsigned int length) { 

  Serial.print("Message arrived ["); 

  Serial.print(topic); 

  Serial.print("] "); 

 for (int i = 0; i < length; i++) { 

    Serial.print((char)payload[i]); 

  } 
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  Serial.println(); 

  if ((char)payload[0] == '1') { 

    digitalWrite(BUILTIN_LED, LOW);    

// Turn the LED on (Note that LOW is the voltage level 

  } else { 

    digitalWrite(BUILTIN_LED, HIGH);   

}… 

 

2.2 CoAP Protocol Configuration 
 

The CoAP protocol client program was developed using <coap.h> of the 

CoAP-Simple-library library. CoAP protocol is a protocol that operates 

based on UDP. CoAP can establish reliable and unreliable transmission 

among various data transmission types[8]. 

Unlike the HTTP server, the CoAP server is a server in which things are 

connected in a limited resource environment. Each object communicates 

based on the IEEE 802.15.4 standard like a network structure. The 

communication radius of the IEEE 802.15.4 standard, which is a low-power 

and -cost base, is about 10 m. The space within 10 m is called the personal 

operating space (POS). When a wireless network-supported object enters the 

POS, it belongs to the user's wireless personal area network and 

communicates data [9][10]. 

In the above environment, the CoAP's Sub Gateway wirelessly 

communicates with CoAP sensors located in each specific space. Sub 

Gateway is configured for each CoAP server and serves as an entrance to 

each CoAP server. It receives and processes the message sent from the HTTP 

server and delivers it to each CoAP sensor. This section describes how to 

multicast a message by proxying each server. 

The message generated by the HTTP request Creator is received and 

processed by the CoAP Proxy. The first thing to be performed is proxy 

processing. The generated request message is divided into host and 

destination addresses by placing the CoAP _target URL query language in 

the middle. The host address is temporarily stored by the proxy to transmit 

the response message transmitted from the destination address, and the 

destination address processes the query contents described by the user. The 

next step is to process the query, which consists of searching for things, 

creating a multicast group, multicasting and responding. 

First, it is a method of searching for things. Each CoAP server 

communicates with objects in a wireless network environment. Additionally, 

resource directory exists for each server. Resource directory is a list with 

information on objects, and each object is searched in the resource directory. 

The path of the resource directory is specified as /. well-known/core, and the 

desired resource can be searched through queries. There is a lookup function 

that searches objects or groups in the resource directory.  



                                                                                                                  
 

 

 

 

 

 
3692 Seong-Se Cho et.al 

 

The lookup function is called using the GET method of the REST 

service, and resources of a desired type can be searched. Depending on the 

type of type, objects or groups can be specified and called. In addition, it is 

possible to call not only a small number of objects or groups but also many 

specific objects or groups. 

#include <SPI.h> 

#include <Ethernet.h> 

#include <stdint.h> 

#include <EthernetUdp.h> 

#include “FineDust.h” 

#include "coap.h" 

#define PORT 5683 

static uint8_t mac[] = {0x00, 0xAA, 0xBB, 0xCC, 0xDE, 0x02}; 

EthernetClient client; 

EthernetUDP udp; 

uint8_t packetbuf[256]; 

static uint8_t scratch_raw[32]; 

static coap_rw_buffer_t scratch_buf = {scratch_raw, sizeof(scratch_raw)}; 

void setup() 

{ 

    int i; 

    Serial.begin(9600); 

    while (!Serial)  

    { 

} 

if (Ethernet.begin(mac) == 0) 

    { 

        Serial.println("Failed to configure Ethernet using DHCP"); 

        while(1); 

    } 

    Serial.print("My IP address: "); 

    for (i=0;i<4;i++) 

    { 

        Serial.print(Ethernet.localIP()[i], DEC); 

        Serial.print(".");  

    } 

    Serial.println(); 

    udp.begin(PORT); 

    coap_setup(); 

    endpoint_setup(); 

} 

void udp_send(const uint8_t *buf, int buflen) 

{ 

    udp.beginPacket(udp.remoteIP(), udp.remotePort()); 
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 while(buflen--) 

        udp.write(*buf++); 

    udp.endPacket(); 

} 

 

3 Results and Analysis 
 

 
Fig 1: HTTP protocol power Consumption 

 

Tests using the HTTP protocol show the power consumed by each test. 

Figure 1 shows the results of measuring the amount of power consumed and 

is applied to other protocol tests with the same measurement conditions for 

HTTP. 

For the HTTP protocol, the current burnt from a minimum of 341mA to a 

maximum of 352mA, and from a minimum of 1710mW to a maximum of 

1760mW for power. 
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Fig 2: MQTT protocol Power Consumption 

 

Tests using the MQTT protocol show the power consumed by each test.  

Figure 2 shows the results of the measurement of power consumption and 

was used in the test environment under the same conditions as HTTP. The 

current burnt from a minimum of 258.3mA to a maximum of 263.7mA, and 

from a minimum of 1,291mW to 1,318.5mW for power. 

 
Fig 3: CoAP Protocol Power Consumption 
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Tests using the CoAP protocol show the power consumed by each test. 

Figure 3 shows the results of the measurement of power consumption and 

was conducted in the test environment under the same conditions as HTTP so 

as to measure the amount of power consumed. The current burnt from a 

minimum of 290.5mA to 295.5mA, and from a minimum of 1424.4mW to 

1447.8mW for power. 

 

 
Fig 4: Each Communication Protocol Power Consumption 

 

For figure 4, the overall comparison of each protocol shows low power 

consumption in the MQTT's protocols. The MQTT protocol shows about 

28% power efficiency, while the CoAP protocol shows about 25% power 

efficiency over the existing HTTP communication protocol. 

Recently, services and objects using the Internet of Things have appeared in 

Korea as well as abroad. With the number of Internet of Things devices 

expected to continue to increase, light-weight protocols that can be used 

efficiently by devices with limited resources, such as sensor devices, are also 

gaining traction. 

This paper carried out an experiment focusing on fine dust data that 

should be continuously measured and compared, and analyzed the suitability 

of any of the lightened protocols. 
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4 Conclusion 
 

For the HTTP protocol, it will consume at least 344.4mA up to 351.7mA. 

On the other hand, for power, it will consume at least 1,722mW to 1758mW. 

The MQTT protocol will consume power from a minimum of 258.3mA to a 

maximum of 263.7mA, and from a minimum of 1,291mW to 1318.5 mW for 

power. The CoAP protocol will consume at least 290.5mA to 295.5mA, and 

at least 1424.4 mW to 1447.8mW for power. The overall comparison of each 

protocol shows low power consumption in the MQTT's protocols. The 

MQTT protocol shows about 28% power efficiency, while the CoAP 

protocol shows about 25% power efficiency over the existing HTTP 

communication protocol. 

In environments, such as sensing data, that simply transmits measured 

data, such as ambient atmospheric environments, the MQTT message type 

was shown to provide better results than the previously used HTTP 

communication protocols in environments where the use of MQTT message 

types is appropriate and cannot reliably power, and where consumption 

should be prioritized if long hours of availability should be guaranteed with 

low power. 
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