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Abstract 
 
With advancement of technology in the field of wireless networks large 

amount of information travelling in the open space has created chaos related 

to safety threats and solitude concerns. Mean time a lot more progress in the 

pre-emptive and defensive measures especially in the field of Green Wireless 

Intrusion Detection System (GWIDS) which are most important in gaining 

safety to both the computer and the networks systems. Although IDS is 

favourable to the networks in Machine Learning (ML) but there are few 

loopholes related to the accuracy creating major issues in the existing 

methodologies. With this basic knowledge, a novel deep learning 

methodology for Wireless Intrusion Detection System (WIDS) by coupling 

Recurrent Neural Networks (RNN) technique with feature engineering using 

an exclusive selection algorithm has been proposed. The RNN Intrusion 

Detection System is appraised by means of renowned data mining standard 

Network Security Laboratory-Knowledge Discovery in Database dataset. 

Later, the proposed architecture is evaluated against existing traditional 

machine learning techniques. The end results clearly demonstrate that the 

Recurrent Neural Networks-Feature Extraction Unit (RNN-FEU) of IDS has 

achieved efficient accuracy when compared to existing traditional methods. 
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1 Introduction 
 

Both wired and wireless networks face lot of chaos due to security 

threats and attacks. Meanwhile wireless communication medium helps to 

overcome defies with the help of its flexibility and mobility nature. The 

existing traditional algorithms are Support Vector Machines (SVM), Naïve 

Bayes (NB), K-Nearest Neighbor (KNN), Decision Tree (DT) and Random 

Forest (RF) [1,2]. Intrusion Detection systems (IDS) mainly help to prevent 

and protect the security mechanisms related to networks [3]. Anamoly-based 

IDS (AIDS) is an essential technique providing protection to the networks 

against malicious activities. Anamoly-based IDS mainly rely on the Network 

behavior which is considered to be the major parameter and thus the anomaly 

detection system recognize or elicits the alarm only if the parameter is within 

the predefined boundary. With the help of network administrators the 

performance of the network can either be predetermined or be learned 

through the stipulations provided [4-7], [40]. Predefined database plays a 

vital role in the signature-based IDS because an intrusion can easily be 

determined based on the already available intrusions. Normally this type of 

database is manually updated by the system administrators. The rate of fake 

alarm is very squat and meanwhile categorization accuracy is very high in 

the SIDS. Hence it is considered to be the most effective and accurate 

intrusion technique [8]. The study that deals with numerous procedures, 

algorithms, statistical models etc. to solve complex problems in computers is 

defined as ML. Thus it also helps in building effective and efficient IDS by 

identifying various vulnerable attacks. As the issues existing in IDS can be 

identified with categorization techniques it can very well be modelled using 

ML methods. Though each IDS solution has its own pros and cons it has 

been proven for its high level of accuracy. Few of the renowned machine 

learning methodologies for IDS is very well related with few of the deep 

learning approaches. They are KNN, DT, SVM, RF, NB and Multi-Layered 

Perceptions (MLP) [9-18]. This paper has tried focusing on DL in order to 

enhance the limitations of existing traditional systems. Professor Hinton was 

the very first person to propose DL [19] and it is considered to be the most 

developed sub-field of Machine Learning. This mainly abridges the 

modelling of a range of multifaceted perceptions and associations using 

multiple ranks of depiction [20]. Language Identification (LI), Image 

Processing (IP) and Pharmaceutical Research (PR) are some of the famous 

fields in which DL has accomplished a enormous achievement [21-23]. With 

this background knowledge the researchers have got an idea to reconnoitre 

the application of Deep Learning hypothesis to identify the categorization 

problem in the intrusion detection.  
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Many researchers explore various methodologies in the ML domain out 

of which a significant topic exists and it is called filter based Feature 

Engineering (FE) that is categorized under a major subdivision called feature 

selection algorithms [24-28].  This research work emphases on filter based 

approach and the structure of this research work is outlined from section I to 

section VII. The major section of this paper comprises of following: Firstly, 

in order to generate optimal subsets of features with the help of filter based 

algorithms, a unit for the extraction of feature that is abbreviated as FEU 

with minimum redundancy is extracted. Secondly, the existing categorization 

algorithms are tested for their performance without FEU using NSL-KDD 

dataset containing NB, KNN, DT, SVM and RF. Thirdly, the above 

mentioned algorithms are tested for their performance by coupling with FEU. 

The research clearly depicts that RNN [41] coupled using FEU is more 

appropriate for intrusion detection systems compared to other algorithms 

tested with and without the coupling of FEU. Final experimental result 

clearly explains about the profundity along with the details of neurons 

referred as nodes utilized for the proposed RNN-FEU classifier faces an 

unswerving impact on its accuracy. Second section of the paper throws some 

light on the networks based on wireless technology. Third section deals with 

related work focusing on machine learning based IDS along with the existing 

feature selection methods. Fourth section deals with some basic knowledge 

related to existing machine learning classifiers. Fifth section deals with 

proposed the architecture for wireless intrusion detection system. Sixth 

section clearly deals with the experiments referred for the proposed 

architecture along with the essential tools used in designing, implementation, 

evaluation and testing of the traditional classifiers like KNN, NB, RF, SVM 

and DT. Conclusion is dealt in the seventh section of the paper. 

 

2 Networks Based on Wireless Technology 
 

In this modern technological era, the growth of wireless networks is 

touching the peak based on their performance, effectiveness etc. compared to 

the wired networks. Wireless communication has attracted the researchers as 

well as the clients because of its simplicity infrastructure than complex wired 

technology. Now a day in the field of industrial communication and building 

communication the Wireless Local Area networks abbreviated as WLANs 

that forms the part of the IEEE 802.11 family is considered to be one of the 

famous networking techniques compared to the wired one. How much ever 

the technology grows the threats also increases accordingly. Thus in the 

current scenario Denial of Service attack is considered as genuine confront.  

Hence this research‟s primary focuses is on Intrusion Detection System 

exclusive for WLANs by reviewing both wired and wireless strategies in 

Deep Learning.  
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3 Related Works 
 

This section deals with the studies focusing on machine learning based 

IDS along with the existing feature selection methods. In a deep learning 

based IDS for feature engineering and a categorization methodology an 

encoder with full automatic functionality equipped of lopsided manifold 

concealed layers using stacked NDAEs is taken into consideration [20]. In 

the process of feature evaluation and selection,   one of the famous multi 

objective feature selection algorithm abbreviated as MOMI which is focused 

on Mutual Information (MI) treats the features as redundancy and relevancy 

[27]. With the experiments carried out for evaluating the performance with 

the help of NB and SVM classifiers for three separate datasets using WEKA 

tool results with the suggestion that multi objective feature selection 

algorithm is able to choose features focusing only on excellent performance 

[29]. In many of the domains for the calculation of approximation, 

categorization, regression, and prediction a neural network technique named 

MLP consisting of three layers:  participation, manifold concealed and 

production layer has been utilized. To identify relevant and to drop irrelevant 

features many of the researchers have focused on a feature selection 

algorithm that uses Multi Layer Perceptron frame work with a controlled 

redundancy (CoR). Thus it was tested using 23 datasets resulting in the 

conclusion of stating it as an effective method for selecting the most 

important features [30-34],[40]. Among many engineering approaches there 

exists a method called feature engineering approach that mostly uses feature 

augmentation (FA) algorithm compared to the other algorithm focusing on 

feature reduction. In order to obtain newly improved features the traditional 

classifiers like NB, KNN, DT, SVM and RF is used. And to obtain efficient 

accuracy in detection FA algorithm dealing with logarithm marginal density 

ratio transformation is used. The Network Security Laboratory-Knowledge 

Discovery in Database abbreviated as NSL-KDD been used for the 

assessment reason. The final outcome recommended so as to FA coupled 

with the SVM outperforms in intrusion detection capacity when compared to 

other classifiers couple with FA [35]. The Aegean Wireless Intrusion Dataset 

(AWID) has been used with 155 attributes in which the last attribute 

represents the class with values as injection, flooding, impersonation and 

normal resulting in the overall accuracy of 98:6688% [36]. While KDDcup99 

dataset was used for investigating the use of deep learning for ID expertise 

there were 5 concealed layers in the neural network model. This result ended 

up in some advancement, equally showing nil development in investigating 

uncommon attacks such as (U2R and R2L) present in the dataset [37]. In 

IEEE 802.11 networks of Machine Learning approach the dataset generated 

by the researchers during the detection of DoS flooding in two portions like 

66% and 34 % for machine learning training and for machine learning testing 

respectively.   
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Six categorizations ML learning algorithms like Adaptive Boosting 

(AdaBoost), Ripple-Down Rule Learner (RIDOR), SVM, NB, Alternating 

DT, and NBNet were applied consecutively in the WEKA tool for generating 

the accuracy of the system. The end results clearly depicts that AdaBoost 

outperformed well compared to other algorithms [38]. When comparison for 

intrusion detection system was examined based on the performance between 

existing traditional algorithms and the standard database was referred and 

used for the better results. The performance metrics like Precision, Recall 

and Accuracy were evaluated with every single ML algorithm to identify the 

best classifier on performance basis. Since ELM showed better results it was 

proven that ELM is the best option for designing the intrusion detection 

systems and also implementing the same [39,40,42]. 

 

4 Existing Machine Learning Classifiers 

 

4.1 SVM 
 

SVM is considered to be a renowned supervised technique. It focuses 

mainly on the categorization of data irrespective of its type.  It works very 

well on the big data. Both linear and non-linear complex problems are been 

solved using this SVM. Mechanism of SVM is performed within a high-

dimensional space by creating a hyper plane or more than a few hyper planes 

for the separation of data. Best among them is selected based on the 

optimality of class type. 

  

4.2 KNN 
 

KNN is a renowned data categorization method. Algorithm of KNN 

algorithm is built on the traditional Euclidean distance algorithm that 

calculates the span between occurrences in an open area. It is explained 

below: 

Let p and q are instances in open area (OA), the distance between p and 

q, d (p, q), is specified using below mathematical expression with „n‟ 

representing the cumulative occurrences: 

                             (1) 

K-Nearest Neighbour technique categorizes an occurrence p0 within 

open-area calculating the Euclidean span amid p0 and l clandestine models 

inside preparation set and p0 takes the label of l denoting the majority alike 

neighbours.  
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4.3 Naive Bayes Classifier 
 

The simplest form of all categorization algorithms is Naive Bayes (NB) 

classifier built on the concept of Bayes' Theorem. Given a sample of dataset, 

this classifier presumes an inexperienced autonomy amid features. Let W be 

an example amid „num‟ features to be categorized and it is represented as V= 

(v1…vn), where V represents Vector. To shape group Gl for V, it is explained 

using below expression with FCL representing Fore Cast Label: 

                                                       (2) 

Group for G is allocated help with the of following expression: 

               (3) 

 

4.4 Decision Tree 
 

Decision Tree (DT) algorithm is considered as a most popular traditional 

algorithm. For a sample dataset with labelled training occurrences, Decision 

Tree algorithm produces prognostic tree shaped model that is accomplished 

of envisaging the group of unidentified records. Origin, interior and group 

node are three major working components of a Decision Tree with the top-

down approach in the categorization process. Once the accurate group of leaf 

node is established, the best possible decision can very well be accomplished.  

 

4.5 Random Forest 
 

A Random Forest classifier deals with the multiple applications of 

Decision Trees for specific dataset categorization purpose. 

 

6 Designed Architecture for WIDS 
 

6.1 DNN 
 

In machine learning and in DL many new techniques are dealt and one 

among that is DNN expanded as Deep Neural Network. It is a renowned and 

well-versed technique in solving complex problems occurring in current 

technology.  It is well-versed Artificial Neuron (AN) is the essential 

component of a DNN that is stimulated from organic neurons which are often 

referred as biological neurons within the brain of a human being. The major 

work of this unit is to compute and forward the summation of sequence 

information inward at its input side. In real life the problems are mainly due 

to the non-linearity and hence it is essential to improvise learning ability and 

rough calculation. Thus every Artificial Neuron (AN) is capable of 

generating output once after applying the activation function.  
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Activation function is denoted as Sigmoid Rectified 

Linear Unit (ReLU) is expressed as: f (y) = max(0, y); or an hyperbolic 

tangent shown in expression (4). 

                                              (4) 

Since the performance is optimal and also problem specific the study 

clearly shows that the activation function mentioned above have Pros and 

Cons. Recurrent Neural Networks (RNNs) can be defined as a family of 

neural networks. It is capable of processing sequential data and it perfectly 

works by considering the previous information that was retrieved from the 

input sequence for prediction. The major limitation of RNN is that for later 

sequences it never uses the already used information. The RNN architecture 

is depicted in Fig. 1. In general the concealed layers of RNNs are in ten or 

hundred numbers.  

Wxh denotes the weights representing connection from participation to 

concealed layer present in the flow diagram. 

W denotes the weights representing connection from concealed to 

concealed layer in flow diagram. 

Why denotes the weights representing connection from concealed to 

output layer in the flow diagram. A denotes the activation of the layer. 

The RNN normally shares the respective parameters used on time step by 

scanning the data from left to right. Wxh, Why and W are the parameters 

similar for each instance occurring based on time. In RNN making a 

prediction at time t, it uses participation “xt” at time „t‟,  information from 

previous participation at time “t-1” through activation parameter “a” and 

weights “W” which passes from previously  layer to existing concealed 

layer. Proposed architecture of RNN-IDS is represented as a block diagram 

in figure 2.  

First step of this architecture is to separate the raw data. It is quite 

difficult and also it is very much essential to separate the major training set 

from the two major existing sets which is referred as the abridged preparation 

set and the assessment set. The assessment dataset is mainly utilized to 

authenticate the preparation procedure whereas the trial set aims in 

distribution of data from the preparation and substantiation sets. The 

subsequent pace entails the raw data to go through with a process of attribute 

makeover and a standardization process following a two-way technique. 

Moreover, based on Information Gain it performs a feature extraction or 

feature selection method. Since dataset format is either numerical or non-

numerical it has become mandatory to transform and normalize the data.  

 

 

 

 



                                                                                                                  
 

 

 

 

 

 
4443   A G Nagesha et.al 

 

 
Figure 1: RNN design 

 

 
Figure 2: Proposed RNN architecture 

 

The ultimate step of the architecture involves in modelling, preparation 

and trailing with the RNN and the FEU-RNN. During the training process 

utmost care to be taken to make sure that the training model has not trained 

on the validation data in order to avoid poor performance. The responsibility 

of every component is explained in detail in figure 2. 

 

 

Training, Evaluation and Testing Set 

Transforming features 

and Extraction Unit 

Training, Evaluation and Test Data 

 

FEU-RNN Model 

Intrusion Detection System 
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6.2 Dataset 
 

The proposed architecture of this paper uses an enhanced description of 

the KDDCup 99 of Data mining-standard database dataset to prepare, 

appraise and trial the designed system revealed in figure 2. The IDS standard 

referred as NSL-KDD can very well be used in wired as well as wireless 

technologies. Network Security Laboratory-Knowledge Discovery Database 

encompasses a single group label characterized as User to Root (U2R), 

Normal, Remote to User (R2L), Probe and Denial of Service (DoS) forming 

a major group. Also, Network Security Laboratory-Knowledge Discovery is 

made of 41 features among which three are categorized as non-numeric and 

the remaining 38 are categorized as numeric and it is clearly portrayed in 

Table 1.The preparation set (KDDTrain + full) and the trial sets (KDDTest + 

full and KDDTest-21) are the two sets of data comes with NSL-KDD. In this 

research, the first dataset used is KDDTrain+ which has two divisions 

KDDTrain+75 and KDDTEvaluation. For training purpose KDDTrain+75 is 

used. This dataset consists of 75 % of the KDDTrain+ 75 % of the 

KDDTrain+. Once the training is completed evaluation process comes into 

existence. Remaining 25% of KDDTrain+75 is used. The crash of each 

dataset is clearly portrayed in Table 2. 

 
Table 1. Network Security Laboratory-Knowledge Discovery (NSL-KDD) Features 

List. 
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6.3 Feature Engineering 
 

The feature attribute of every dataset is either in numeric or non-numeric 

form. Only numeric values alone are processed in DN models. Hence it is 

very much critical to change all non-numeric or emblematic features into a 

numerical equivalent.  Emblematic features in the NSL-KDD are 2, 3 and 4. 

Hence all symbols need to be mapped to a unique numerical value with the 

help of a mapping process applied using Scikit. Since the features have an 

uneven distribution it is mandatory to transform and normalize them 

accordingly. For example, from table 1: if F5 is taken into account, it 

symbolizes `SRC_BYTES' and it has values similar to 12983 and 20; In 

order to keep values within the same range for best possible results a two-

step normalization procedure is required and so does this research has 

applied the same. 

First step, in order to keep all the features within acceptable range a 

logarithmic standardization has to be applied as shown in expression (5). 

Later, the values are linearly capped in this range [0, 5] using equation (6) 

and the values are 5 and 0 for y and x respectively. 
Table 2. Datasets  crash 

Dataset 

Name 
Normal DoS Probe R2L Total 

KDDTrain+Full 60k 45k 11k 1k 117k 

KDDTrain+75 50k 34k 8k 0.7k 42.7k 

KDDTvaluation 16k 11k 3k 0.2k 30.2k 

KDDTest+Full 10k 7k 2.5k 2.5k 22k 

 

                                (5) 

                          (6 

To rank features, FEU makes use of an algorithm based on IG originated 

from Information Theory (IT). This process immediately takes place after the 

completion of   two step normalization procedure. This research aims in 

computing the Information Gain of every feature related to its group. IG is 

accomplished of determining both linear and nonlinear correlations. 

Meantime, Pearson Linear Correlation Coefficient is a benchmark correlation 

technique. It is proficient of creating only linear correlations between 

features. In IT, appraise of indecisiveness of a variable M is called entropy, E 

(V), is deliberates as in the below expression (7) and qualified entropy of 

first random variable A and the second random variable B is firmed with the 

below expression (8) and thereby representing „P‟ as the probability where 

the Information Gain is retrieved from (7) and (8) is expressed in (9). 
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                                     (7) 

                 (8) 

Where P is the probability and IG is derived from the expressions in (7) 

and (8) as follows. 

                                              (9) 

Thus feature „W‟ holds a sturdy correlation with feature V when 

compared to feature „M‟ stating IG (V|W)> IG (M|W). 

 

6.4 Pseudocode for Feature Engineering 
 

Given a feature vector F(f1 ,…fn) with 1 < n < T , where T is the total 

number of features and C the group label in the dataset, the Transform 

Features module in figure 2 applies Pseudo code 1 as follow: After the 

execution of Pseudo code 1, we obtained a transformed feature vector, 

 that is fed into Pseudocode 2 to generate a vector, 

Franked, with features that are ranked by IG with respect to C. 

 

6.5 Pseudo Code For Preparing RNNs 
 

Training the RNN model comprises of few imperative procedures like 

mapping techniques for normalizing the features in order to obtain unique 

numerical values along with the standardization procedure, identifying the 

Ranked features that are obtained using IG Ranking algorithm and lastly 

checking for the correlation that is existing between features. 

Figure 3 portrays a detail elucidation of the steps that is used to prepare 

the RNNs based on the specified dataset consisting of „m‟ training sample 

{(x1, y1) ... (xm, ym)} and „n‟ learning rate. With the help of back propagation 

algorithm supported by a Stochastic Gradient Descent (SDG) this research 

work prepares the RNNs for the modernizing of mass and partial for the 

input layers. In addition to that, the difference between objective and attained 

output is calculated using cost function that is portrayed in equation (10). 

C (W, b; x, y) = ||y-output||
2                       

(10) 

Step 1: Identify the features and Convert non-numeric to numeric value. 

Step 2: Normalization of features by mapping to a unique numerical value. 

Step 3: Check for the range by setting the values to fall within the assigned 

range. 

Step 4: Pass on the selected features to standardize algorithm with the help of 

equations 3 to 6. 

Step 5: Rank the features by passing them to IG Ranking algorithm where the 

features are ranked with the help of threshold values fixed earlier. 

Step 6: Retrieve the Information Gain using equations 7 & 8. 

Step 7: Identify the existing correlation between features using equation 9. 
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Step 8: Feed the Prepared features in the RNN model. 

Step 9: Select the „m‟ training samples with „n‟ learning rate. 

Step 10: Calculate the difference between objective and attained output using 

equation 10. 

Step 11: Initialize the range of nodes and the number of concealed layers. 

Step 12: Calculate the mass and partial for the input layers. 

Step 13:  Calculate the output based on the nodes falling under the fixed 5 

groups. 

Step 14: When output equalizes target then check for end train object else 

update the layers. 

Step 15: When end train object is not reached start calculating the layers. 

Step 16: When the end train object is reached then calculate the accuracy by 

testing the samples. 

Step 17: Finally display the accuracy. 

Step 18: Steps are repeated with the traditional classifiers to calculate the 

accuracy to compare with the proposed RNN model. 
Figure 3: Proposed RNN Algorithm 

 

6.6 Trials, End Results and Negotiations 
 

Scikit-Learn, a python library extensively utilized both in ML and DL 

has been used in this research. DELL Inspiron with the subsequent 

stipulations: Intel Core i7 CPU @ 3.00GHz and 4.00GB of RAM is used for 

the execution of respective simulations. The accuracy, the precision and the 

recall represents the metrics used for the performance assessment of the 

proposed RNNs of this research work are in (11), (12) and (13) respectively. 

These metrics are derivate from the confusion matrix portrayed in Table 3 

and that are explained as follows: 

 Factual optimistic (FO): These are effectively identified 

Intrusions with the help of planned IDS. 

 Counterfeit optimistic (CO): Usual / un-disturbing performances 

that are wrongly categorized by the IDS as disturbing. 

 Factual Pessimistic (FP): Usual / un-disturbing performance that 

is effectively categorized by the IDS as usual / un-disturbing. 

 Counterfeit Pessimistic (CP): These are missed Intrusions by the 

IDS, and classified as usual / non-intrusive. 

                                 (11) 

                                       (12) 

                                             (13) 

The Network Security Laboratory-Knowledge Discovery in Database 

dataset explained in fifth section is experimented using multiple phases that 

is dealt in detail below contains groups namely DoS, R2L, Normal, Probe  
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and U2R. And it uses the original five major groups of the dataset for 

manifold group categorization. Thus this research proves that if a classifier is 

capable of capitulating elevated accuracy on a concealed data found in   

KDDTest+ set then it is automatically considered to be a better classifier. 
Table 3. Confusion matrix 

Actual Class \ 

Predicted Class 

Difference Usual 

Difference FO CP 

Usual CO FP 

 

Table 4. Accuracy  during training of RNN - manifold group categorization. 

No. of 

Nodes 

Learning 

Rate 

No. of Concealed 

Layer 

KDDTest+ KDD 

Evaluation 

60 0.00 6.00 0.81 0.97 

60 0.04 6.00 0.80 0.99 

60 2.00 6.00 0.80 0.99 

60 0.40 6.00 0.80 0.99 

80 0.00 8.00 0.82 0.75 

80 0.04 8.00 0.82 0.75 

80 0.20 8.00 0.81 0.74 

120 0.00 6.00 0.81 0.74 

120 0.04 6.00 0.81 0.75 

120 0.08 6.00 0.82 0.75 

120 0.20 6.00 0.84 0.74 

160 0.00 8.00 0.82 0.74 

160 0.04 8.00 0.83 0.75 

300 0.20 6.00 0.82 0.75 

6.6.1 Phase 1: Manifold Group Categorization with 41 
Features 
 

 This Manifold group categorization phase has been conducted with all 41 

features of the standard database dataset using its five groups. Table 4, 

describes the accuracy obtained in the RNN model of 0.05 learning rate from 

60 nodes spread across 3 concealed layers and it is 86.62% that is 

performance wise far better than other RNN models. This perception is also 

experimented with DT, SVM, NB, RF, and KNN classifiers in a manifold 

group categorization for classification accuracy. As depicted in figure 4, it is 

clearly observed that RNN has performed well with the test data compared to 

other classifiers. 
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6.6.2 Phase 2: Manifold Group Categorization Accuracy 
Comparison by Reducing Few Features 
 

 This Manifold group categorization phase has been conducted with the 

execution of FEU-RNN models. The NSL-KDD dataset is used here.  

 Table 5, describes the accuracy obtained in the RNN model of 0.02 

learning rate from 150 nodes spread across 3 concealed layers and it is 

86.19% that is performance wise far better than other RNN models gained 

accuracy of 99:54% with the substantiation data . When this result is 

compared with phase 1 results, more neurons are in this model since because 

it gets reduced in further filtering process. Additionally, figure 4 clearly 

depicts a comparison figure to existing machine learning model and the end 

result projects FEU-RNN based model has performed well compared to all 

other models. figure 5, shows the accuracy of Manifold group categorization 

by reducing few features. 

 

 
Figure 4: Manifold group categorization accuracy comparison 

 

 
Figure 5: Accuracy of Manifold group categorization by reducing few features 
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6.6.3 Phase 3: Feature Selection And Extraction 
 

 Using  KDD Train+full dataset, reduced feature of vectors is needed to 

be extracted by applying Algorithm 1 as well as 2 in the FEU. This step is 

performed to select and to extract the features having high Information Gain 

based on the respective groups, this data is shown in Table 5.  Later, Table 6 

portrays that with the help of filtering process 21 features were have been 

created. 

 
Table 5. Accuracy of FEU-RNN manifold group categorization through Preparation 

Techniques 

 

No. of 

Nodes 

Learning 

Rate 

No. of concealed 

Layers 

KDD 

Evaluation 

KDD  

Test+ 

60 0.002 3 0.96 0.78 

60 0.020 3 0.96 0.78 

60 1.000 3 0.96 0.79 

60 0.200 3 0.96 0.77 

80 0.002 4 0.96 0.80 

80 0.020 4 0.96 0.80 

80 0.100 4 0.96 0.74 

120 0.002 3 0.97 0.78 

120 0.020 3 0.97 0.80 

120 0.040 3 0.96 0.80 

160 0.100 4 0.97 0.79 

160 0.002 4 0.97 0.81 

300 0.020 3 0.97 0.81 

300 0.040 3 0.97 0.81 
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Table 6. Ranked Features 

Feature 

No. Feature Name IG to 

5 SRC_BYTES 0.57 

4 FLAG 0.47 

6 DST_BYTES 0.44 

3 SERVICE 0.37 

30 DIFF_SRV_RATE 0.36 

29 SAME_SRV_RATE 0.36 

33 DST_HOST_SRV_COUNT 0.33 

34 DST_HOST_SAME_SRV_RATE 0.31 

38 DST_HOST_SERROR_RATE 0.28 

39 DST_HOST_SRV_SERROR_RATE 0.28 

35 DST_HOST_DIFF_SRV_RATE 0.28 

12 LOGGED_IN 0.28 

23 COUNT 0.27 

25 SERROR_RATE 0.27 

26 SRV_SERROE_RATE 0.27 

32 DST_HOST_COUNT 0.14 

36 DST_HOST_SAME_SRC_PORT_RATE 0.13 

31 SRV_DIFF_HOST_RATE 0.097 

24 SRV_COUNT 0.065 

41 DST_HOST_SRV_RERROR_RATE 0.064 

 

7 Conclusions 

 

 This research work thus has succeeded in designing, implementing and 

testing of a deep learning based IDS using standard Database dataset in 

RNNs. Detailed study of literature review in the field of ML and DL methods 

has provided with significant information that for IDS none of the methods 

have provided efficient architecture yet. Taken these reviews as a challenge 

the proposed architecture has coupled the RNN models to a FEU using IG for 

improving the classifier accuracy there by reducing the input dimension. The 

proposed RNNs have proved with its enhanced efficiency that is better than 

RF, NB, KNN, DT and SVM.  
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This research aims in addressing a   strategy in the standard Database 

dataset to boost up rate of intrusion detection in attacks like U2R and R2L. 

There by with the success of this research work, FEU and the RNNs can be 

tried applying to the AWID dataset in near future for the investigation of 

deep learning based methods over machine learning based methods. 
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