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Abstract 
 
The Internet of Things refers to a system in which objects are connected to 

the Internet and can communicate without user intervention. The Internet of 

Things (IoT) has recently been used in various fields such as smart homes, 

automobiles, factories, and industrial sites, and everyday life. This paper is 

composed of IoT devices using a fine dust sensor to compare the amount of 

power used according to the message size of the MQTT protocol and the 

CoAP protocol. 
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1 Introduction 
 

Communication between objects without user intervention was made 

possible for interaction as most of the objects are connected to the internet. 

Due to the IoT, in various industrial fields, such as manufacturing, 

agriculture, construction and other various areas, such as smart homes, cars 

and factories attracted the attention[1]. 
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With 50 billion IoT devices connected worldwide, the IoT market size is 

expected to grow in 2020 according to the market research institutes and 

experts. In order to take the initiative in the IoT ecosystem, labor is being 

made to preempt patents and standards through intense technology 

development. Objects can grasp various behaviors or changes in the 

environment and changes around things that we do in everyday life or social 

activities by using sensors and transmit them as digital data over the internet. 

This means that a digital copy of our real world is created in the cyber world, 

which is the cloud, and as the number of objects connected to the internet 

increases, more precise digital copies of the real world are created. 

The areas of the IoT industry can be divided into platform, service, 

network, security and device. 

The large global companies, such as Google, Microsoft and SKT, are 

trying to lead the IoT ecosystem as leaders, but there are no operators that 

have preoccupied the IoT platform. SMEs are developing and entering the 

market due to the sluggishness of open platforms. It is a hesitant situation. In 

the environment characterised by using a specific terminal device, the service 

field is being changed into an open ecosystem where anyone can develop and 

utilize services due to the popularization of smartphones. 

The efforts are being made to develop and standardize short-range 

wireless communication technology with various communication bands for 

D2D (Device to Device) and M2M (Machine to Machine) in the field of 

networks. Traffic is expected to increase rapidly assuming that the Internet of 

Things increases. As it seems, there is an emerging need for 5-generation 

mobile communication devices and the Giga internet. The device field is a 

device that enables communication, such as 2G / 3G, WiFi, Ethernet, RFID, 

ZigBee and Bluetooth, and is composed of sensors, drivers, memory and 

power modules centering on major processors[2][3]. 

With IoT the organizations created in connection are trying to 

standardize IoT through international standardization organizations, such as 

ISO and ITU, and standardization organizations, such as 3GPP, ETSI, IEEE 

and oneM2M. Among many organizations for standardization of IoT, 

OneM2M was created in 2012 to create IoT standards by standardization 

organizations from various countries, and standard organizations from 7 

countries and major companies around the world, including Korea, Europe, 

United States, Japan, and China[4].  

Devices that use IoT have limited resources. IoT devices have fewer 

resources, longer usage time requirements and limited communication 

environments. Light communication protocols are needed for communication 

of these devices, and protocols, such as MQTT and CoAP,  that can be used 

in IoT are attracting attention[5]. We want to compare the effectiveness of 

the two protocols used in IoT. 
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In this paper, by using the ATmega328 board on Arduino and fine dust 

sensor among the open-source hardware, the communication environment 

between devices was established to study the amount of Power Consumed 

According to MQTT and CoAP Communication Protocol Mode Applied to 

OneM2M Standard Protocol Based Fine Dust IoT Device. Each 

communication protocol focuses on the Internet communication protocol, 

HTTP.  

 

 

2 Implementation 
 

In order to establish an environment with limited resources, we wanted to 

establish a fine dust IoT and check the amount of power consumed by each 

communication protocol compared to the HTTP protocol used previously for 

low power consumption, which is one of the advantages of the MQTT and 

CoAP communication protocols available for the Internet of Things. 

 

 
Figure 1: Client Hardware Configuration Diagram 

 

For the MQTT and CoAP protocols, the communication method was 

divided into TCP and UDP communication methodsm as shown in figure 1. 

Moreover, the cryptographic module methods supported by each 

communication protocol were different. Thus, in this paper, separate 

encryption deployments were not carried out to check the amount of power 

used by each communication protocol. 
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In this paper, the system was deployed to analyse the amount of power 

consumed by the protocols described earlier. The client developed a 

communication program using CoAP, MQTT and HTTP protocols on the 

ATmega328 board using the Arduino IDE development tool. The client used 

external power to verify the power used every 30 seconds and used each 

communication protocol to transmit the measured amount of power to the 

server. The voltage and current were measured spo as to check the external 

power supply. Figure 2 shows the client hardware configuration diagram. 
 

 

   
Figure 2: Client Hardware Configuration Diagram 

In the client, the MQTT protocol was developed using <PubSubClient.h> 

in the PubSub Client library. When communicating using the MQTT 

protocol, proceed through the MQTT broker. The client sends the data of fine 

dust measured in /dust Topics to the broker. Then, the server program 

proceeds with the subscription to that topic. The broker sends data from the 

client to the server that has subscribed to /dust topics. 

The MQTT clients connect to the gateway using the MQTT protocol to 

access the public/subscribe service of the MQTT broker server located on the 

wireless network and present on the external Internet network. Currently, the 

gateway that connects with the MQTT client functions by connecting to the 

broker server through the external internet network. In addition, the gateway 

consists of an integrated or independent form with the broker server, 

depending on the application. When it operates in an independent form, the 

gateway communicates with the broker server using the MQTT protocol. 

The sensor node is a device that forms an MQTT client and Wi-Fi mesh 

network, which is connected to a gateway so as to transmit sensor data or 

perform a public/subscribe function to control the actuator. Depending on the 

functions performed in this system, the sensor node consists of three types of 

nodes that perform all the functions of the public communication function, 

subscribe communication function and the public and subscribe. The MQTT 

protocol supports multiple MQTT gateways in a single wireless sensor 

network. Thus, the gateway consists of routers in the Wi-Fi mesh network, 

which serves as a connection between the external internet and Wi-Fi-based 

wireless networks, and is tasked with converting and delivering messages to 

and from the format of the MQTT protocol. Figure 3 shows the flow of data 

when using the MQTT protocol. 
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Figure 3: Data Flow with MQTT Protocol 

 

The CoAP protocol client program was developed using the CoAP-

Simple-library library's <coap.h>. The CoAP protocol is a protocol that 

operates on a UDP basis, and it can establish reliability and non-reliability 

transmission among data types [6]. 

A CoAP server, unlike an HTTP server, is a server that is substantially 

connected to objects in a limited resource environment. Each object will 

communicate based on the IEEE 802.15.4 standard, just like a network 

architecture. The communication radius of the IEEE 802.15.4 standard, 

which is based on low power and cost, will be around 10 m. Moreover, a 

space within 10 m is referred to as the personal operating space (POS). When 

objects with support for wireless networks enter the POS, they will be part of 

the user's Wireless Personal Area Network and will communicate data[7]. 

First, it's a way of searching for things. Each CoAP server communicates 

with objects in a wireless network environment, and each server has a 

resource directory. The resource directory is a list of things that contain 

information about them and explores each object in a resource directory. The 

path to the resource directory is specified as /. Well w known/core, and you 

can use queries to navigate through the resources you want. There is a lookup 

feature in the resource directory that explores objects or groups. The lookup 

function calls using the GET method of the REST service and allows you to 

explore the type of resource you want. It may be called by designating 

objects or groups according to type. It can also be called for a few specific 

objects or groups, and not just a few objects or groups. 

We performed the Cooper installation in the main browser as shown in 

figure 4. 

The server program generates classes of each communication protocol as 

it works, operates each server and waits for the client's response. MQTT 

makes a subscription to /dust Topics to a pre-powered broker, and receives 

and processes events from the client when the data on that topic occurs[8]. 

The server program is always waiting for the access of clients using each 

communication protocol, and if data occurs from the client, the data is post-

processed and then entered in the database. 
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Figure 4: Browser Settings 

 

    
Figure 5: Browser Settings 

 

By setting up Copper, CoAP communication is interlocked through 

Cooper and fine dust data is received. When receiving communication, the 

amount of power generated by the Arduino is measured and each 

communication method is compared with the amount of power. 

In order to verify the power usage for each communication protocol, 

three clients were operated simultaneously, and external power was 

authorized. Each client program continues to check the external power, 

communication protocols to the server and send external power data[9-11]. 
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Table 1: CoAP protocol source code 

#include <SPI.h> 

#include <Ethernet.h> 

#include <stdint.h> 

#include <EthernetUdp.h> 

#include “FineDust.h” 

#include "coap.h" 

#define PORT 5683 

static uint8_t mac[] = {0x00, 0xAA, 0xBB, 0xCC, 0xDE, 0x02}; 

EthernetClient client; 

EthernetUDP udp; 

uint8_t packetbuf[256]; 

static uint8_t scratch_raw[32]; 

static coap_rw_buffer_t scratch_buf = {scratch_raw, 

sizeof(scratch_raw)}; 

void setup() 

{ 

int i; 

Serial.begin(9600); 

while (!Serial)  

{ 

; 

} 

 

In table 1, CoAP is accessed using the port number and MAC address. 

After connection, after receiving the fine dust data from the header file 

“FineDust.h”, the fine dust data is provided in the loop section. 
Table 2: API setting source code 

angular.module('myApp').controller('myCtrl', function ($scope, $http) { 

$http.defaults.useXDomain = true; 

delete $http.defaults.headers.common['X-Requested-With']; 

$scope.sendPost = function() { 

$http.defaults.headers.common['Authorization'] = 'Basic 

dGVhbTE5QGF0dC5jb206dGVhbTE5cGFzcw=='  

$http.post('https://api.m2m.io/') 

.success(function(data, status) { 

$scope.response = data; 

}); 

};      

}); 

Table 2 API configuration source code can be used in HTML5 

application using the GET / POST / DELETE method and basic 

authentication. 
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Figure 6: Server System Configuration Diagram 

 

Figure 6 serves as a server and storage of data provided by MQTT, 

CoAP and HTTP protocols based on the dotnet framework. 

 

3 Results and Analysis 
 

 
Figure 7: Amount of Power Consumed Over the Period 

 

The message issuance cycle was increased from 1 second to 5- seconds 

intervals to compare the power consumption of the MQTT and CoAP 

protocols, with a message size of 2 bytes. As shown in figure 7, the 

consumption power generated per second was measured at approximately 

1260mW for the MQTT and the largest consumption power at 1410mW for 

the CoAP. The 3-seconds cycle shows a similar amount of power 

consumption as the 5-seconds cycle.  
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Figure 8: Amount of Power Consumed by Message Size 

As shown in figure 8, if the message size is less than 100 bytes, the 

average power consumption varies by about 1543.25mW on average. CoAP 

increases to about 107.8 mW on 1000 bytes, increases to 1705.2mW and 

1754.2mW about 49mW on 5000 bytes, and 1714.0mW and 1783.6mW on 

7000 bytes. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 9: Comparison of Power Consumption by Each Communication mode 
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The measurement results are shown in figure 9. In Mode1, the difference 

in power consumption between MQTT and CoAP is 71mW. In Mode2, the 

difference in power consumption between MQTT and CoAP is 124mW. In 

Mode3, the difference in power consumption between MQTT and CoAP is 

143mW.  
 

 

4 Conclusion 
 

The message issuance cycle was increased from 1-second to 5-seconds 

intervals to compare the power consumption of the MQTT and CoAP 

protocols, with a message size of 2 bytes. The amount of power consumed in 

1 second was measured at approximately 1260mW for MQTT and 1405mW 

for CoAP, showing the largest amount of power consumed. The 3-seconds 

cycle shows a similar amount of power consumption as the 5-seconds cycle. 

If the message size is less than 100 bytes, the average power consumption 

varies by about 65mW on average. CoAP increases to about 107.8 mW on 

1000 bytes, 1705.2mW and 1754.2mW on 5000 bytes, and 1714.0mW and 

1783.6mW on 7000 bytes. 

In MQTT, it was found that 71mW for non-response at QoS 0 and CoAP 

and 124mW for a general response from QoS 1 and CoAP were consumed 

slightly at MQTT. In MQTT, we could see an increase in power consumption 

at 143mW when piggy backed at QoS 2 and CoAP. 

In environments, such as sensing data, that simply transmit measured 

data, such as ambient atmospheric environments, the MQTT message type 

was shown to provide better results than the previously used HTTP 

communication protocols in environments where the use of MQTT message 

types is appropriate and cannot reliably power, and where consumption 

should be prioritized if long hours of availability should be guaranteed with 

low power. 
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