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Abstract 
 
In this paper, soft biometrics is used in which facial signs such as (facial 

signs, ethnicity, gender) are employed. For effective facial recognition and 

improved retrieval Performancing. This proposed procedure gives a high 
possibility to identify individuals, here it is necessary to note the signs of the 

face (scars, freckles, moles) useful in this aspect. In this paper, we propose a 

new technology to integrate existing face recognition systems with the 
information that we were able to obtain from facial signs for the purpose of 

improving performance. Our technology relies on enhancement the automatic 

detection algorithm for facial signs, then we resort to its representation 

through the use of HoG (Histograms-Oriented-Gradient), with matching and 
takes the location of the signs in the image into account. Proving the 

effectiveness of the algorithm is extremely important, so it requires us to 

conduct extensive experiments in order to demonstrate the effectiveness of 
the algorithm used to detect facial signs, another advantage added to our 

proposed technology is its ability to demonstrate the usefulness of facial 

signs information over customary face recognition systems. Show 
experimental results depend on the FERET database (213 subjects, 426 

images) so, Mugshot (671 subjects, 1,225 images), this indicates that the use 

of facial signers improves the accuracy of the latest facial recognition 

system. 
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1 Introduction 
 

The intricacies of life and the emergence of an urgent need in developing 

biometrics techniques and their frequent use, and it has a wide field, such as 
a facial treatment, computer vision, and pattern recognition. Images generally 

have several signs that can be extracted that enable us to recognize the face, 

among these signs are soft biometrics (facial signs, ethnicity, gender) [1, 2]. 
In order to increase accuracy in the technology used, soft biometric features 

are combined with face recognition techniques, while the signs of the face 

(scars, freckles, moles) are a definition that can be prominent or not specific, 

which includes the color, shape and texture in relation to the rest of the skin. 
It should be noted that some of these signs are not permanent, they may 

disappear in a few days, despite this we note that they are used in many facial 

recognition procedures through basic objectives: The first: completing the 
result obtained by matching the face to improve accuracy, Second: In the 

case of large databases, searches are reduced against enabling massive face 

retrieval, Third: the front face restoration is zero or partial  

 

2 Previous Work 
 

Facial recognition is tantamount to identifying a specific individual, 

rather than discovering the presence of a human face, and this procedure is 

widely used for financial security, global security, and commercial security, 

so facial recognition has become one of the most common techniques in 
computer vision. 

Gogoi (2015). Parade and Vetter (2007) [3,4]: They introduced a 

technique intended to detect moles sufficient for their own use in the 
identification process, this procedure have the potential to reduce the harmful 

effect of lighting when testing facial recognition, however, they did not 

develop a technique using other signs. 
P. N. Belhumeur, J. P. Hespanha, and D. J. Kriegman [5]:  Global technology 

expresses, the face as a single entity during the coding process, however, this 

technique does not explicitly extract vital features such as moles, scars, 

wrinkles, as in Figure (1). 
Spaun [6]: The description of the facial examination mechanism model 

used in law enforcement agencies was described, and the method involves 

specifying the classical and individual characteristics so that the 
characteristics of the separation refer to the characteristics in general such as 

the shape of the face, the shape of the nose, the hair color, the presence of 

hair, the presence of freckles etc. While the individual includes the location 
and number of tattoos, scars, freckles, lip wrinkles, the location and number 

of wrinkles, broken teeth ... etc.  
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We point out here that these examinations are performed manually today 

by a forensic specialist. This work stopped us a lot until it was inspired in our 

experience on the automatic detection of face signs and then matching.Zhi et 
al. (2009) [7]: This scientist made a suggestion that includes combining 

Eigenfaces technology with matching skin signs, it has achieved impressive 

results. 

Srinivas et al. (2011) [8]: Here the geometric distribution of the facial 
signs is depended on the representation of the face image, so that the 

similarity between two images is determined based on a two-dimensional 

graph. 
Kong et al. [9]: This researcher observed that, with the silence of 

identical twins, palm possessed coherent features (knowing that it was as 

much to distinguish between them through non-genetic information), the 
same was observed by Jain et al. and Mosslah, A. Abrahim [10, 11]: Where 

he notes that fingerprints are more identical between identical twins, and the 

distinction between them is through fingerprint matching systems. 

 
Fig.1: Facial signs: scar, mole, and freckles 

        

3 Facial Signs used for Characterization 
 

The goal of all of these techniques is to distinguish and recognize faces 
through facial signs, which can be defined as a surface growth or an area of 

skin that differs from the skin in the surrounding area, as shown in Figure 

(2). 
1. Mole: Patches are very small, not exceeding 1 cm in diameter, 

their color is completely different from the skin color, they have various 

shapes and often take on a black color. 
2. Freckle: Patches tend to take a flat shape with a diameter of less 

than 1 cm, they have several shapes, and the brown color is predominant on 

their shapes. 

3. Freckle set: A group of freckles 
4. Scar: It is a discolored texture that replaces and permanently 

replaces normal leather. 
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5. Lightened patch: Flat patches are fairly different in shape and are 

red, light in color, brown and no more than 1 cm in diameter. 

6. Birthsign: A visible sign on the skin, either after or before birth, 
and it generally takes a brown, red, and pink color and is large in size. 

7. Darkened patch: Flat spots with a darker color with a diameter 

greater than 1 cm 
8. Pimple: Spot a prominent and temporary nature of its 

composition. 

9. Pocksign: A cavity that occurs as a result of scratches or due to a 
previous scar. 

 
Fig. 2: Define the different categories of facial signs 

 

4 Facial Signs  Detection 
 

Facial signs often appear as prominent localities, and therefore a point 

detector can be used depending on the different factors Laplacian of 
Gaussian or Gaussian (DoG), despite this, when performing the point 

detection application, many false positives are shown to us, and this is due to 

the basic features of the face (Mouth, nose, eye and eyebrows). Here we face 
a problem of not being able to distinguish between the categories of 

individual tags, so we focus on automatically detecting a large number of 

these signs. Here we face a problem of not being able to distinguish between 

the categories of individual tags, so we focus on automatically detecting a 
large number of these tags which will be shown in Figure (3). 

 

4.1 Initial Face Detection Feature and Mapping to Mean Shape 
 

Automatic detection of facial signs is the first step, and this is what has 

been suggested by Park and Jain [12], determine the basic features of the 
face, such as the mouth, nose, eye, etc.  
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This approach has been improved and applied to our technology, so it 

required us to use the AAM [13] template for automatic detection of 155 

signs, as for the basic features of the face, it will be ignored in the process of 
revealing subsequent facial signs. When using the AAM approach, it requires 

us to precisely cut each face image and then assign it to the mean shape. This 

facilitates the process of signs detection and identification 

( , it indicates each face image based on 155 landings, and 

shape means (  . Thus, we have designated every  

Portrait to mean shape , through the use of histogram mapping approaches 

depending on coordinates Barycentric, this creates the possibility for us to 

normalize all facial images in terms of rotation and size, and then to use the 

Euclidean match based on the distance in the process of matching facial 
signs. 

 
Fig. 3: Schematic diagram of automatic face signs extraction 

 

4.2 Mask Construction 
 

The purpose of building a face mask Sμ is to eliminate other facial signs 
that may interfere with the detection of facial signs. The main goal of our 

technology at this point is to maintain the areas of the skin where there are 

facial signs, it may appear, thereby ignoring all other areas of the face, which 
leads to the suppression of possible pros. The point detection factor is applied 

to the specific face image in the mean shape, So that they use a mask Sμ, it 

was created to suppress spot detection on basic facial features. The mask that 
was created from the middle shape will be the general mask Mg, because the 

general mask does not cover the user's facial features (small winks around 

the eye, beards, mouth) which in turn increased the failed positives.  
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In our procedure, a user-specific mask (Ms) is created, using edge 

images. So that the user mask specified as Ms is the sum of Mg, as well as 

the edges connected to Mg, we notice that the effect of the private and 
general mask used is shown in Figure (4), which helps remove all false 

positives that appear around the mouth, around the eye and around the beard. 

 
Fig.4: The effects of specific and generic masks on face detection 

 

4.3 Detection of  Blob 
 

Face filters are detected by using the LoG (famous blob detector) factor, 

because facial signs often appear at isolated points, LoG kernel used is 3x3 

with  . The LoG factor is used effectively to detect bulbs of different 

sizes, but the reason we use the morphological factor after the LoG filter is 

due to a reduction in computation time. The image obtained through the user 

specification mask is subject to another process with a series of threshold 

values , which is descending, the value  The device is 

determined so that the number obtained is greater than  . The brightness 

limit to be applied , on all connected components that suppress all 

wrong positives from weak-point responses. In the event that the sources of 
false positives are not removed, well, when using the mask of the user, it is 

true signs with less variation in the detection of signs will become obsolete. 

Below is a general listing for detecting facial signs 
1. Facial landsigns detection (AAM)  

2. Planning for   

3. Create  (a user-specific mask) 
4. LoG factor application 

5. The threshold was used to detect blobs  And binaries. 

6. Each sign is encoded with a bounding box 
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4.4 Facial Signs Matching 
 

One of our main goals is to extract the Euclidean Area and then use the 
number of matching signs as matching points between two images of the 

face, to reach this goal is to compare the coordinates (x, y) in the average 

shape area, and the pair of signs is m1, m2, matching when d (m1, m2) 0t0 

, when d(. , .). 
 

5 The Results of the Experiment 
 

In our paper Mugshots face database and FERRET was used, to assess 

the proposed and tag-based matching. Mugshot (FERET) data base, it 
consists of 436 (1,235) photographs, dating back to 215 (673) different-

subjects, although there are 215 (556) subjects on duplicate images in the 

database. The image size changes in width and height from (215 , 323) to 
(384 ,480) to Mugshot Well (512 , 768) to FERET, both separately, with an 

accuracy of 97 dpi. The nine face signs we named manually, as they are 

specified with a time of 2 sec in all pictures to create an embodiment on the 

ground, and by this we have been able to evaluate the proposed face sign 
after that three different matching schemes are used which will be tested 

depending on the automatic method or the ground method of extracting Signs 

in the (probe and gallery: i) the ground-truth- probe to ground-truth-
gallery:ii, automatic-probe toautomatic-gallery, so iii, ground-truth- probe to 

automatic-gallery. The process of building the basic truth of a large gallery 

database that contains a large number of images (millions) will take a large 
and impractical time, while the signs automatically detected on the probe 

images are more practical. The recall and accuracy values for the signs 

detector differ with a set of Threshold  brightness contrast limits (Sec 3), 
we notice the difference from (32, 41)% to (38, 16)%, as well as from (30, 

60)% to (54, 16)% to FERET and the Mugshot.Accuracy in rank1 

determination appears from Facial VACS [14], and the integration of face 

and signs VACS in Table 1 through the use of  which represents 

the range of parameter values that were used in the experiment (0, 200, 400, 

600 etc.) and  (10, 30, 50, 70 ... etc.) ) To get the best accuracy of 

recognition. It must be noted here that among the 215 (556) investigation 

images, we note that there are 16 (45) failures in Rank 1 when they are 
matched by Facial VACS for (FERET) Mugshot. After the merger, we note a 

large failure rate in ground (truth-probe) to ground (truth-gallery) matching 

in (FERET-Mugshot). So we get a match 4 (seven) of 16 (45) failed probes 
in rank1. While on the ground (truth-probe) to automatic signs (gallery) 

match, here the failure rate is very low, as 1 out of 16 failed probes were 

correctly matched by rank1. As shown in the figure (5).  
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Note that the sixteen images in which the VACS facial procedure failed 

to classify the first order contained high differences. While we notice in 

Figure (5) that the examples that failed before the merger succeed after the 
merger on at least four identical signs, which increases the success rate of the 

final match. 

Fig. 5-a. The face image pair indicates a mismatch correctly in the 1st 
order of the VACS face, but after merging the match is done for ground 

(truth-probe) to automatic signs-gallery match, the black squares indicate 

match and mismatch. 
Fig. 5-b. Here it is indicated that three pairs of faces images in the first 

three rows that did not match the rank 1 correctly by using the VACS faces 

procedure, but after merging, it matches correctly, and the black squares 

indicate an unparalleled match, the fourth row correctly indicates the match 
with the VACS face procedure, but the match failed after the merger, while 

the fifth case indicates zero match. 

 
a-probe           b-gallery                  c-probe            d-gallery 

(Mean shape)     (mean shape) 

 
a-probe             b-gallery                  c-probe            d-gallery 

(Mean shape)     (mean shape) 
Fig.5: Show the identical image pairs using the VACS face procedure 
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6 Conclusion and Future Work 
 

In this work we have adopted the approach of improving the merging of 
facial signs by applying distinctive VACS faces, because the prominent 

facial features such as (scars, moles, and faces) are prominent and useful in 

facial recognition. This field has a great future role, by highlighting partial 
level features such as facial signs, providing us with some discriminatory 

information, and the detected signs are useful, so that the user has the ability 

to issue image retrieved from the database. An example of this would be the 
request to retrieve all faces with a scar on the right side of the cheek. With 

this, our future work will focus on expanding facial sign detection 

procedures. 
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