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Abstract 
 
The hyperledger fabric and the ethereum, a blockchain framework, are used 

for developing blockchain solutions and applications in a modular 

architecture. It also is used as a technology for developing blockchain-based 
products, solutions and applications in enterprises. The chaincode is used to 

write smart contracts that work with these frameworks, which may contain 

security weaknesses inside the chaincode. Due to the nature of blockchain, 
no one can modify the contract arbitrarily when the contract is completed and 

the block is created. Therefore, if the chaincode with the security weakness is 

contracted, it cannot be modified. Therefore, smart contracts which is 

implemented with chaincode must be analyzed for security weaknesses 
before the smart contract is completed.This paper define the security 

weakness items of the chaincode to analyze the security weaknesses of the 

chaincode running on the hyperledger fabric blockchain network and the 
ethereum, and among the defined items, a study have been conducted to 

diagnose security weakness items that can be analyzed through AST 

(Abstract Syntax Tree) traversal. By analyzing the security weaknesses of the 
chaincode, it can ensure safety and prevent the risk of hacking. In addition, 

the smart contract can be executed safely and efficient operation can be 

expected. 
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1 Introduction 
 

As the technology using blockchain develops, the use of smart contracts 

is also increasing. Although blockchain-based smart contracts are expected to 

revolutionize the digital economy, there are many security issues that need to 
be addressed before they can be used reliably. 

Software security weakness refers to elements that can be caused by 

subsequent vulnerabilities, such as logical errors, bugs, and mistakes, which 
can become defects in software development. Software developed with 

security weakness can be a target of hackers and cause serious security 

threats. Therefore, developed software should be analyzed for security 

weakness [1-5]. 
The hyperledger fabric [6-8] is a blockchain framework for developing 

blockchain solutions and applications in a modular architecture. The 

ethereum [9-14] is a distributed computing platform for implementing smart 
contracts based on blockchain technology. The chaincode is an interface for 

creating smart contracts that run on the hyperledger fabric framework. Smart 

contracts refers to the execution and execution of various types of contracts, 
such as financial transactions, real estate contracts, and notaries, based on 

blockchain. 

The chaincode [6-8, 9-12] used to write smart contracts that work with 

the hyperledger fabric and the ethereum framework may contain security 
weaknesses within the code. Due to the nature of blockchain, no one can 

modify the contract arbitrarily when the contract is completed and the block 

is created. Therefore, if the chaincode with the security weakness is 
contracted, it cannot be modified. Therefore, smart contracts that implement 

chaincode must be analyzed for security weaknesses before the contract is 

completed. 
This paper define the security weakness items of the chaincode to 

analyze the security weaknesses of the chaincode running on the hyperledger 

fabric blockchain network and the ethereum framework, and among the 

defined items, a study have been conducted to diagnose security weakness 
items that can be analyzed through AST(Abstract Syntax Tree) traversal. 
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2 Related Studies 
 

2.1 Software Security Weakness Analysis 
 

Software security weakness analysis is an analysis technique that 

diagnoses whether the security weakness, which is the root cause of security 
vulnerability, exists inside the software, and proactively detects and removes 

potential vulnerabilities such as software defects and errors to proactively 

eliminate the possibility of security threats such as hacking [1-5, 15]. 
Security weakness analysis method is divided into static analysis and 

dynamic analysis. 

Static analysis is usually done by code review and is performed during 

the implementation phase of the security development life cycle. The ideal 
static analysis is to find software defects automatically. However, this 

increases time and resource costs. This helps security analysts find security 

weaknesses in their areas of interest, rather than automatically finding them 
[16-17].  

Unlike static analysis, dynamic analysis does not have access to the 

source code, and vulnerability scanning and penetration testing are used as 
dynamic analysis methods to find security weaknesses in running 

applications[18]. 

  

2.2 Hyperledger Fabric  
 

The hyperledger fabric [6-8] is a licensed blockchain network provided 

by IBM and Digital Asset, a platform for developing blockchain solutions 
and applications. It provides a modular architecture that represents the role 

between nodes in a blockchain network, the execution of smart 

contracts(fabric's chaincode), and the configurable consensus and 

membership services. The hyperledger fabric blockchain networks execute 
chaincode, access ledger data, approve transactions, and interface with 

applications.  

Since chaincode running on the hyperledger fabric network cannot be 
arbitrarily modified when the contract is completed, it can develop into a 

security vulnerability when the chaincode with security weakness is 

executed. Therefore, in order to solve this problem, it is necessary to 
diagnose security weakness items using static analysis methods that can be 

analyzed before software execution. 
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2.3 Ethereum 
 

The ethereum [9-14] is a distributed computing platform for 
implementing smart contracts based on blockchain technology. A new 

blockchain network built to address the shortcomings of bitcoin scripts 

allows for the use of various distributed applications.  
Ethereum supports a turing's complete language to accommodate a 

variety of applications built using developers' preferred languages. However, 

due to the nature of blockchain, when the contract of the chaincode is 
completed, it cannot be arbitrarily modified. Therefore, there is a problem 

that can be developed into a security vulnerability when the chaincode with 

security weakness is executed in ethereum. 

 

3 Security Weakness Analysis on Hyperledger Fabric 
Chaincode 
 

In order to analyze the security weakness of the chaincode in the 
hyperledger fabric blockchain network, the security weakness item is 

diagnosed through the AST(Abstract Sntax Tree) analysis of the Golang 

chaincode [19]. Figure 1 shows the structure of the chaincode analyzer. 

 

 
Figure 1: Structure of the Chaincode Security Weakness Detector 

 

The chaincode analyzer uses Antlr4 [20] as a compiler frontend, so AST 

generator that converts parse tree to AST [21-22], symbol table generator 

that generates symbol information table for AST analysis, and finally AST 
analyzer that traverses AST to diagnose security weakness. 
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3.1 Security Weakness Items of Hyperledger Fabric Chaincode  
 

In order to analyze the security weakness of the chaincode, we first 
defined the security weakness items of the chaincode. Table 1 is a security 

weakness items list of hyperledger fabric chaincode proposed in this paper.  

 
Table 1: Security Weakness Items of Hyperledger Fabric Chaincode 

Chaincode Weakness CWE List 

Random Number Generation 
Incorrect Calculation 

(CWE-ID: 682) 

Global/Field Declaration 
Incorrect Calculation 

(CWE-ID: 682) 

Unchecked Input Arguments 
Improper Input Validation 

(CWE-ID: 20) 

Unhandled Error 
Improper Input Validation 

(CWE-ID: 20) 

Used Goroutine 

Cleartext Transmission of Sensitive 

Information 

(CWE-ID:319) 

Phantom Reads 
Improper Input Validation 

(CWE-ID: 20) 

Read your Write 
Improper Input Validation 

(CWE-ID: 20) 

Range Query Risk 
Improper Input Validation 

(CWE-ID: 20) 

Cross Channel Chaincode 

Invocation 

Incorrect Calculation 

(CWE-ID:682) 

Map Structure Iteration 

Improper Validation of 

Array Index 

(CWE-ID:129) 

 
The security weakness of the hyperledger fabric can be considered in 

three aspects: language, library and framework. In this paper, we define 

security weakness items in terms of framework. Among the defined security 
weakness items, Used Goroutine and Map Structure Iteration items can be 

diagnosed through AST analysis. However, the remaining security weakness 

items must be analyzed through call chain analysis or symbolic execution, so 

they are not covered in this paper.  
 

3.2 AST Generator 
 

The AST generator takes a parse tree as an input from the Antlr4 [20] 

parser generator and generates an AST. AST nodes are configured to reflect 

only meaningful generation rules and unnecessary nodes are deleted. Figure 
2 shows the structure of the AST generator. 
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Figure 2: AST Generator 

Antlr4 parser generator generates a chaincode parser according to 

chaincode parser generation rules. The chaincode parser generated by the 

antlr4 parser generator parses the chaincode source code file and generates a 

parse tree. Parse tree represents the structure of the code in the form of a tree 
for the correct code. AST is a tree composed of meaningful nodes such as 

operators, variables, and constants, which removes unnecessary information 

from the parse tree, and when loading the tree into memory, it can reduce the 
waste of memory space and shorten the tree search time.The AST node 

generator creates a node for AST by traversing the parse tree and removing 

or merging unnecessary nodes according to the AST creation rule. Since the 
AST connecting the generated AST nodes removes unnecessary nodes from 

the parse tree and has only the semantic information necessary for security 

weakness analysis, memory efficiency increases and time cost decreases 

when analyzing security weaknesses. 
 

3.3 Symbol Table Generator  
 

The symbol table generator stores symbol information necessary for AST 

analysis and intermediate code generation. Figure 3 shows the table 

relationship. 

 
Figure 3: Symbol Table Relationship 
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The window table is a symbol table, and the symbol name and type, 

which are basic information of variables, are stored in the symbol table. In 

the case of pointer types such as pointer, map, slice, and array, the pointing 
information is stored in the abstract table. Also, in case of struct, member 

information is stored in the member table, and in case of function type, 

parameter and return type information are stored in the function table. 

 

3.4 AST Analyzer  
 

AST(Abstract Sntax Tree) analyzer traverses the AST to refer to the 
symbol table to diagnose security weakness items. In the case of Map Struct 

Iteration item, it traverses the AST and visits the node corresponding to the 

loop, and checks whether the target of the range is a “Map Type” by referring 
to the symbol table. If it is confirmed that it is “Map Type”, it informs that 

Map Struct Iteration has occurred.  

In the case of Used Goroutine, when the Go Statement node is visited, 

the symbol table is referred to inform the target function of Goroutine, and 
inform the Used Goroutine has occurred. Figure 4 shows the flowchart of 

Map Struct Iteration and Used Goroutine checked by AST. 

 

 
Figure 4: Flowchart of Map Struct Iteration and Used Goroutine 
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4 Security Weakness Analysis on Ethereum Chaincode 
 

To analyze the security weakness of ethereum chaincode, the security 

weakness item is diagnosed by analyzing solidity's AST(Abstract Syntax 

Tree), which is a language for writing chaincode that operates on ethereum 
framework. Figure 5 shows the structure of the security weakness analyzer of 

the ethereum chaincode. 

 

 
Figure 5: Security Weakness Analyzer of the Ethereum Chaincode 

 

The chaincode weakness analyzer of the ethereum platform is used to 

traverse the AST generated by the solidity compiler once before to classify 

and store the data for diagnosis as a context to diagnose it. This approach can 
save time when diagnosing security weaknesses. 

 

4.1 Security Weakness Items on Ethereum Chaincode 
 

To analyze the security weakness of ethereum chaincode, we first 

defined the security weaknesses items that can occur when executing smart 

contracts on ethereum. The security weakness analyzer can prevent security 
risks by diagnosing smart contracts based on security weakness items and 

delivering the results to users. Table 2 shows the security weaknesses items 

of ethereum smart contracts proposed in this paper. 
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Table 2: Security Weakness Items of Ethereum Chaincode 

Chaincode Weakness Item Contents 

Data Validation 

(SWC-ID 101) 
1 Integer Overflow and Underflow 

Reentrancy  

(SWC-ID 107) 

1 Ether Transfer Function  

2 Fallback Function 

Exception  
(SWC-ID 128) 

1 Denial of Service 

Contract Characteristics 

(SWC-ID 125) 

1 Multiple Inheritance 

2 Access Specifier 

Special Variable Use 

(SWC-ID 115) 
1 tx Variable Use 

 

4.2 AST Loader 
 

The AST(Abstract Syntax Tree) generated by the solidity compiler is 

generated as a file in json format. The proposed analyzer's AST loader 
extracts the necessary information of the nodes of the AST generated by the 

solidity compiler and processes them into a predefined node information. The 

processed nodes are used to create contexts to reduce the cost of weakness 

analysis. 
 

4.3 Context Generation for Security Weakness Analysis 
 

The context for security weakness analysis is a set of resources needed 

for diagnosis. With this, you do not have to traverse the tree when diagnosing 

each security weakness item. This process can improve diagnostic 
performance by reducing diagnostic time. Table 3 shows the context items 

required for diagnosis.  

 
       Table 3: Context Items for Security Weakness Analysis of Chaincode 

Context Item Explanation 

1 Contract Set of Contract Definition Nodes 

2 Expression Set of  Expression Nodes 

3 Function Definition Set of Function Definition Nodes 

4 Function Call  Set of Function Call Nodes 

5 Variable Set of Variable Declaration Nodes 
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The context is created using a static type list declared in the tree node 

class. The list contains all the node data for the type. The context is 

configured to provide the necessary data using it. The context items are as 
follows. 

1. Contract : A context is a collection of contract data and consists of the 

ID, name and type of each contract. This is useful for identifying the type or 
number of contracts in solidity code and is used to determine multiple 

inheritance.  

2. Expression : A context is a collection of data related to an expression 
and used for diagnostics related to operations such as integer overflow. 

3. Function Definition : The context holds data related to the function 

definition and includes ID, name, access specifier, and so on. It is used to 

diagnose access specifiers 
4. Function Call : The context holds the data associated with the 

function call and is used to construct the control flow graph, and also used to 

diagnose reentry with the Function Definition context. That is, it is used to 
identify the function call relationship. 

5. Variable : The context holds data related to the variable declaration 

and includes the data type, state, and storage of the variable. This can be used 

to diagnose the use of special variables. 
 

4.4 Rule Checker 
 

The rule checker creates as many interface objects as the defined number 

of rules and uses them to diagnose security weaknesses. 

 

4.4.1 Reentry Check 
 

To prevent reentry attacks using the fallback function, transfer() function 

should be used instead of contract.call() function when calling the ether() 
transfer function. Haechi uses the Expression and FunctionCall contexts to 

identify and diagnose the type of a function to call. In case of reentry test of 

user-defined function, it can be diagnosed by using the id of the function and 
id of the referenced function in the Function Call context. Figure 6 shows 

the reentrant diagnostic structure using the function call information in the 

AST. 
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Figure 6: Haechi’s Reentry Test 

 

In the case of the red box in the figure, the function call cycles. So haechi 
checks for reentry if it has a function call structure that corresponds to the red 

box. 

 

4.4.2 Exceptions Raise Check 
 

Ethereum sets a limit on block gas (the cost of running a transaction in an 

EVM), and the amount of gas in all transactions in a block cannot exceed a 
threshold. An infinitely repeatable pattern can be a denial of service 

condition in smart contracts when the cost of function execution gas exceeds 

the limit. 
Haechi diagnoses cases where the value used for a condition in a loop is 

used as a variable value. It checks the value used in the condition using data 

whose node type matches for, while, and dowhile statements in the 

Expression context. 
 

4.4.3 Contract Property Check 
 

Use C3 linearization to resolve ambiguities in functionality in multiple 

inheritance in Solidity [11]. The order of inheritance is very important 

because functionality can vary depending on the priority of the contract. The 
ambiguity of multiple inheritance compares the contract inheritance structure 

and the function's form in the Contract and Function Definition contexts to 

check whether the same type of function exists in the parent contract. 

Functions in contracts are set to public if you do not write access 
specifiers. This is related to the parity hacking incident and this feature can 

lead to unexpected function execution. Haechi uses the Function Definition 

context to check whether each function uses an access specifier. 
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4.4.4 Special Variable Check 
 

tx.origin is defined as a global variable that returns the address of the 
account that sent the transaction. When using tx.origin for authorization, the 

contract may be vulnerable if the malicious contract is called. Haechi uses 

Expression context information to check if you are using the tx.origin 
variable. 

 

5 Experimental Results and Analysis 
 

This chapter examines the diagnosis results of security weakness items in 
the chaincode analyzer for the hyperledger fabric and ethereum blockchain 

platforms. 

 

5.1 Hyperledger Fabric Chaincode Diagnostics 
 

In order to analyze the security weakness of the chaincode in the 

hyperledger fabric blockchain network, the results of diagnosis of the Map 

Struct Iteration and used Goroutine items of the chaincode analyzer are as 

follows.Figure 7 shows the test chaincode and analysis results of the Map 

Struct Iteration. In Figure 7, the Invoke function uses the map type myMap 
as an iteration argument. Be careful because the use of map types within a 

loop statement may vary in the number of iterations depending on the 

number of elements. The results of the check warn that the map type is using 

in the loop statement when checking the Invoke function. 

 
Figure 7: Map Struct Iteration Test Chaincode and Analysis Results 
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Figure 8 shows the used Goroutine test source code and test results. In 

Figure 7, the Invoke function uses the writeToLedger function for 

Goroutine. When using Goroutine and channels for concurrency 
programming, care should be taken because, if not handled properly, race 

conditions can lead to a nondeterministic behavior in smart contracts. The 

test results warn that Goroutine has occurred when examining the Invoke 

function. 
 

 
Figure 8: Used Goroutine Test Chaincode and Analysis Results 

 

5.2 Ethereum Chaincode Diagnostics 
 

The ethereum chaincode security weakness analysis checks SWC-107: 

reentrancy, SWC-115: authorization through tx.origin, and SWC-125: 

incorrect inheritance order among security weaknesses defined in smart 
contract weakness classification and test cases. Figure 9 shows the SWC-107 

example source code and diagnosis results. There is a risk of reentry because 

the source code in Figure 9 calls contract.call() function instead of transfer() 
function.  
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Figure 9: SWC-107 Reentrancy Source Code and Diagnostic Results 

 

Figure 10 shows the SWC-115 example source code and diagnostic 

results. When granting contract privileges, we use tx.origin as the basis.  
 

 
Figure 10: SWC-115 Authorization Source Code and Diagnostic Results 

 
Figure 11 shows the SWC-125 example MDTCrowdsale.sol source code 

and diagnostic results. The CappedCrowdsale and WhitelistedCrowdsale 

contracts inherited by the MDTCrowdsale have the same function 
validPurchase(), which risks a multiple inheritance problem. 
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Figure 11: SWC-125 Incorrect Inheritance Order Source Code and Diagnostic 

Results 

 

6   Conclusion and Future Research 
 

The chaincode that writes smart contracts that run on the hyperledger 

fabric and the ethereum framework may have security weaknesses that are 

the cause of security vulnerabilities within the code. Due to the nature of 
blockchain, no one can modify the contract arbitrarily when the contract is 

completed and the block is created. Therefore, if the chaincode with the 

security weakness is contracted, it cannot be modified. Therefore, smart 

contracts that implement chaincode must be analyzed for security 
weaknesses before the contract is completed. 

In this paper, we define security weakness items to analyze the security 

weakness of chaincode in the hyperledger fabric and the ethereum 
framework, and examines some of the defined security weaknesses through 

AST analysis.  Security weakness diagnosis through AST analysis can be 

analyzed before the smart contract is uploaded to the chain, so that the 
security weakness can be analyzed in advance and corrected before 

uploading in the chain. By analyzing the security weaknesses of the 

chaincode, it can ensure safety and prevent the risk of hacking. In addition, 

the smart contract can be executed safely and efficient operation can be 
expected. 
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Currently, in the case of hyperledger fabric, only two items of Map 

Struct Iteration and Used Goroutine can be inspected, and in the case of 

ethereum, only three items can be inspected. As for items that could not be 
tested, AST analysis alone has limitations in testing, so we plan to test the 

remaining items that cannot be diagnosed by applying CFG (Control Flow 

Graph) analysis and DUChain (Definition Use Chain) analysis techniques in 
the future. 
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