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Abstract 
 
Trend in the technology is changing and its demand also increases. The 
Conventional computing platform was not too much efficient to solve all the 

problems and which was also very costly. Today everywhere is challenges of 

the data processing and fast access to the services are demanded. For this 

cloud is invented and it is providing service to user as per requirements on 
the basis of pay and use of resources principle. Fog computing is an 

extension of cloud computing. Their demand is incorporated in IoT. Fog 

computing is collections of various fog nodes and these nodes are associated 
with the cloud. It provides fast access and low latency. It also provides some 

service to end-user such as application, compute, data and storage capacity. 

This paper presents fog computing architecture, different type’s 
characteristics it holds. It also discussesvarious issues, challenges and 

application of fog computing. 
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1 Introduction 
 

Fog computing is a new area of research in the computing field and it is 

nothing but extended versions of cloud computing. This term was introduced 

by Cisco System and the major purpose of this computing is to transfer data 

through wireless media to distributed devices which are in the Internet of 

Things (IOT) in easy way [1].  
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Formally, fog computing [2] defined as an extension of the cloud 

computing to the edge of the network, which is a highly virtualized 

platformof resource pool that provides computation, storage, and networking 
services to nearby end users 

It offers an attractive combination of computational power, storage 

capability, networking facilities at the edge of the network [3]. There are two 
major goals of fog computing such as to increase efficiency and decrease the 

amount of data transfer. This can be used in cloud for three stage processes 

such as data processing, data analysis and storage of data [4].   
In fog computing huge number of heterogeneous and physical wireless 

devices are connected simultaneously and without any interruption of the 

third party which carries out the storage and task processing. It provides to 

store a particular amount of data [5].  There are some enormous features [6] 
of fog computing which are bandwidth, low latency, location awareness and 

mobility of things. The basic architecture of fog computing as shown in 

figure x which is divided into three levels such as top level, middle level and 
bottom level. The top level is associated with cloud computing [7] which 

consists of various computing resources and it is provided to the middle level 

that is fog computing platform. Multiple fogs are associated with single 

cloud and it worked as intermediate between the cloud and end user/ devices. 
The bottom level is end users/ devices which have various forms such as 

mobile, laptop, desktop etc. Whenever, they need any kind of resources and 

it interacts with their associated fog rather than entire cloud. This can be 
reduced the load on the cloud and also reduced the processing time. 

 
Figure 1: Basic Architecture of Fog [8] 

 

This paper is divided into eight sections. Section1 gives the brief 

introduction of fog computing and its basic architecture. The Core 

architecture of fog computing is explained in Section 2. Characteristics, 

limitations and challenges are discussed in Section 3,4 and 5.  Two types of 
issues such as general and privacy- security issues are discussed in detail in 

Section 6. Fog computing applications are briefly explained in Section 7 and 

finally at the end of paper come with conclusion part in Section 8. 
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2 Architecture of Fog Computing 
 
This section will discuss the basic architecture of fog computing and its 

block diagram. The architecture is classified into three layers [4] such as 

Heterogeneous Physical Resource, Fog Abstraction and Fog Service 

Orchestration layers as shown in figure 2 [4]. The details of these layers as 
follows: 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Layer Architecture of Fog Computing [4] 
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1. Heterogeneous Physical Resources:This layer having different 

types of resources from high speed links that connecting enterprise data 

centers wirelessly using wireless technology such as 3G/4G, LTE, Wi-Fi etc. 
Also, it contains physical devices. 

2. Fog Abstraction Layer:It is programmable interface for resource 

management and controlling the resources. This layer consists of various 
resources such as memory, CPU, storage and network.  These resources are 

controlled and monitored by the API of this layer. 

3. Fog Service Orchestration Layer:It acts as controller usually 
controls dynamic and policy -based lifecycle which managing large number 

of nodes.   

 

3 Characteristics of Fog Computing 

This section discusses some characteristics [4,9] of the fog computing in 

different dimensions which are as follows: 

 
 
 
 
 
 
 
 
 
 
 

 

 
 

 

 
Figure 3: Fog Computing Characteristics 
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Table 1: Fog Computing Characteristics 

 
 

4 Limitations of Fog Computing. 
 
There are following some limitations [10] of fog computing such as: 

1. Regression of the data will be reduced overcome the network 

and it also decreases the congestion. 
2. It destructs the bottlenecks which rose in the centralized 

computing system. 

3. It enhanced the security of the hide/encrypted data which nearest 

to the end-user. 
4. It can’t protect the actual data from the attackers. 

5. Securitywas failed to protect the data. 

6. Doesn’t provide any security for unauthorized access. 
 

5 Challenges of Fog Computing 

 

The challenges [11, 8] of the fog computing is shown in  figure 4 and    

their brief description as follows: 
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Figure 4: Challenges of Fog Computing 

 

1. Synchronization: The cloud is available somewhere in the data 

centers and by the time push all the data to the cloud get it cross it there the 
last opportunity which could have present to damage if have taking large 

amount of time pushing the data into the cloud and then taking action. 

2. Management :There are multiple distributed architectures are 
working in cloud computing which means millions of devices are connected 

by the network so it needs to make instinctive and very useful tools and 

structure for developing. It is also helping to distributed network and 
heterogeneous devices to make agreeable applications to different platforms. 

3. Standardization :In Fog, there is no process to developing and 

implementing technical standards so there is need to invent new standardize 

technique to reduce availability to host of other software devices. 
4. Discovery: If the program will execute on devices it requires 

some granted a central host to organize an upstream backup it there are the 

huge number of devices are connected so it’s hard to discover. 
5. Programmability:  It is one challenge in which to make the right 

abstraction the presence of the droplet which is a small unit of data function 

in different places/devices). Therefore, it is difficult way for programmer to 
deals with different issues. 
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6. Reduce Time delay: The time that takes in between layer of fog 

computing architecture and pushing the data into the cloud and then 

performing the action in very huge time. 
7. Scalability: Address the scenario and can easily expand to 

changing requirements. 

 

6 Issues of Fog Computing 

 

Every computing paradigm having some issues which needs to solve is a 
research challenges. Similarly, fog computing consists of some issues.These 

are classified into two major parts such as security-privacy issues [3,12]  and 

general issues[12] as depicted in figure 5 and their brief explanation in table 
2 as follows: 

 
Figure 5: Fog Computing Issues 

Issues Brief Descriptions 
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1.Fog  Networking 

 It supports heterogeneous platform. 

 Major challenges are managing, maintaining, and connection of various nodes 
in IoT and provide services to it. 

 

2.Quality of Services(QoS) 

 

 It is metric of fog computing which is used to measure the performance. 

 It is classified into four categories such as Connectivity, Reliability, 

Capacity and Delay.  

 

3.Interfacing and 

Programming Model 

 It is very challenging for developer to incorporate the application program on 

fog computing environment due to the diversity of the application programs. 

 

 

4.Computation Offloading 

 Computation Offloading is related to deployments of resources to computing 

platform. 

 It requires more storage capacity and battery power.  

 Major challenge is dynamic environment in fog computing platform. 
 Dynamic raise in following situations such as :Network Access, Nodes, 

Resources  

5.Provisioning and Resource 

management 

 The problem in fog computing is dynamic change in bandwidth, storage, 

computation and latency. 

 An application aware provisioning is help to provide service mobility.  
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1.Trust 

 It is very complex due to it is greater than security.  

 It must be between the two parties for communications. 

 Challenges in trust are how to be persistent, unique and distinct identity. 

2.Authentication  It is one of the major issues in all computing platform.  

 Authentication issue can occurs at various level of security at fog nodes. 

 

3.Network Security 

 Due to fog computing presently rely on wireless networking. 

 Wireless security is more important in fog computing infrastructure. 

 SDN can be applied and but still it is challenged in fog computing platform. 

 

4.Secure Data Storage 

 Ensuring data integrity of stored data in fog node are important because of out 

sourcing of data. 

 It could be lost or incorrectly modified. 

 Major challenges are to provide low latency, dynamic operation 

interoperability between two platforms such as fog and cloud.  

5.Secure and Private data 

computation 

 Using fog computing the discloser of information such as data, usage, location 

are big concern. Their challenges are also big concern in fog computing. 
  Another privacy are  data privacy ,usage privacy and location privacy. 

 

7 Application  

Fog computing is play very important role in the diversity of areas with 

the advancement of technologies. These are some enormous applications [13, 

14] of fog computing as depicted in figure 6 and their brief description in the 

table 3. 

 
Figure 6: Fog Computing Applications 
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Table 2  Issues in Fog Computing 

Issues Brief Descriptions 
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1.Fog  Networking 

 It supports heterogeneous platform. 

 Major challenges are managing, maintaining, and connection of various nodes 

in IoT and provide services to it. 

 

2.Quality of Services(QoS) 

 

 It is metric of fog computing which is used to measure the performance. 

 It is classified into four categories such as Connectivity, Reliability, 

Capacity and Delay.  

 

3.Interfacing and 

Programming Model 

 It is very challenging for developer to incorporate the application program on 

fog computing environment due to the diversity of the application programs. 

 
 

4.Computation Offloading 

 Computation Offloading is related to deployments of resources to computing 
platform. 

 It requires more storage capacity and battery power.  

 Major challenge is dynamic environment in fog computing platform. 

 Dynamic raise in following situations such as :Network Access, Nodes, 

Resources  

5.Provisioning and Resource 

management 

 The problem in fog computing is dynamic change in bandwidth, storage, 

computation and latency. 

 An application aware provisioning is help to provide service mobility.  
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1.Trust 

 It is very complex due to it is greater than security.  

 It must be between the two parties for communications. 

 Challenges in trust are how to be persistent, unique and distinct identity. 

2.Authentication  It is one of the major issues in all computing platform.  

 Authentication issue can occurs at various level of security at fog nodes. 

 

3.Network Security 

 Due to fog computing presently rely on wireless networking. 

 Wireless security is more important in fog computing infrastructure. 
 SDN can be applied and but still it is challenged in fog computing platform. 

 

4.Secure Data Storage 

 Ensuring data integrity of stored data in fog node are important because of out 

sourcing of data. 

 It could be lost or incorrectly modified. 

 Major challenges are to provide low latency, dynamic operation 

interoperability between two platforms such as fog and cloud.  

5.Secure and Private data 

computation 

 Using fog computing the discloser of information such as data, usage, location 

are big concern. Their challenges are also big concern in fog computing. 

  Another privacy are  data privacy ,usage privacy and location privacy. 

 

8 Conclusion  

       Fog computing is new trend of computing and extended of cloud 

computing. It is widely used in cloud computing Internet of Things (IoT). It 
provides costless as compared to cloud computing, to reduce processing time 

and low latency.  Dynamic operations are performed in fog computing but it 

is still challenge. This paper presented various silent features of fog 

computing. It is also discussed two types of issues such as general and 
privacy-security.  
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Various real life applications of fog computing such as traffic system, 

AR, connected car and many more are discussed. Major characteristics and 

limitations of fog computing are discussed. This computing platform is very 
useful for the emerging network where required fast processing with less 

delay in  the information. 
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