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Abstract 
 
The Android working framework is the most well known and most utilized 

stage in today‟s world and it is supported by Google. As it is so much in 

demand, it has caught the eye of cyber criminals also and they have started 
introducing malicious applications which are present in Google Play store 

without the knowledge of users. In this paper, the proposed methodology is 

using Genetic Selection algorithm to reduce the features for classifying and 
reducing the time required to process the model. After reducing the features, 

the data is split into training and test sets and the accuracy is then observed. 

First the model is tested with simple SVM (Support Vector Machine) and 
NN (Neural Networks) algorithms and later it is then tested with SVM and 

NN with Genetic Selection algorithm with the reduced features and the 

complexity of the classifiers is lessened by a major difference. 

 
Keywords: Malware Detection, Neural Network, SVM, Genetic Algorithm, 

Confusion Matrix. 
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1 Introduction 
 

Android Applications are easily available on the play store and users can 

download most of the applications for free which gives the hackers or the 
malware coders to introduce various malware applications in the play store. 

As the Android market is an easy target, millions of people can be affected 

by using these applications and maybe get their personal information leaked 
on the internet like address, phone number, bank statements, location and 

various other things which could affect people‟s personal lives and could 

result in getting robbed. 

There should be some measures which should be taken into account to 
approve an application to get uploaded to the play store as to safeguard it 

from the unethical hackers. Different factors should be considered from 

which an application could be declared as if they can be used by the general 
public, as for example the permissions which are given to the application like 

API call signatures, Onserviceconnected, API call signature bindService 

which can be extracted from the code and then used as features. If the 
permission is good, we can assign it 1 and if not then we can assign it as 0. 

 

2 Literature Review 
 

[1] An examination of Android malware utilizing cross breed techniques 

Android malware is across the board in spite of the  exertion gave by Google 

so as to keep it from the official application advertise, Play Store. Two 

procedures in particular static and dynamic investigation are usually used to 
identify vindictive applications in the Android biological system. Both of 

these methods have their own focal points and impediments. In this paper, 

we propose a novel half breed Android malware examination approach 
specifically mad4a which utilizes the benefits of both static and dynamic 

investigation procedures. The point of this examination is uncovering some 

obscure attributes of Android malware using different investigation 

strategies. As the consequence of static and dynamic examination on the 
generally utilized Android application informational collections, 

computerized specialists are educated about some disparaged attributes of 

Android malware 
[2] Identifying Android Malwares by Mining Statically Registered 

Broadcast Receivers. Android has an enormous offer in the portable 

applications advertise which makes it alluring for both noxious and great 
designers. Online applications markets, in spite of their screening methods, 

despite everything concede vindictive applications that could be downloaded 

erroneously by versatile clients. Distinguishing Android malwares has been 

concentrated by numerous analysts utilizing various methodologies and 
procedures. Most by far of them however were centered around utilizing the 

mentioned consents that are announced in the AndroidManifest.xml records. 
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 Various scientists have considered different parts of the Android 

applications other than the authorizations, for example, bundle data, 

exercises, and procedure name. A few analysts brought up Android 
Broadcast recipients' segments yet it was not examined altogether like 

different segments. In this paper, we are leading an experimental 

examination to research the use examples of the Broadcast collectors 

segment by malignant and benevolent Android applications. 
Notwithstanding preparing the AndroidManifest.xml records, the source 

code of malware tests, specifically the onReceive() are physically broke 

down. We likewise propose an information mining malware recognition 
system dependent on the statically enrolled Broadcast beneficiaries. Our 

exploration shows that Android Broadcast recipients are seriously utilized by 

malware contrasted with considerate applications. Our Java code 
examination shows that malware tests completely use Broadcast recipients 

contrasted with benevolent applications. At last, our examinations 

demonstrated that utilizing the Broadcast recipients with consents improves 

the malwares expectation exactness Detecting versatile malignant risk to 
country security by static investigation. Late years have seen the noteworthy 

increment in the fame of cell phones. This prominence has been gone with a 

similarly disturbing ascent in versatile malware. As of late discharged 
portable malware focusing on Android gadgets have been found to explicitly 

concentrate on root endeavors to acquire root-level access and execute 

guidelines from a remote server. Along these lines, this sort of portable 

malware presents a huge danger to Homeland Security. This is conceivable 
in light of the fact that cell phones can fill in as zombie gadgets which are 

then constrained by programmers' by means of a C&C server. In this paper, 

we examine the characterizing attributes characteristic in versatile malware 
and show portable assault situations which are achievable against Homeland 

Security. We likewise propose a static investigation instrument, 

DroidAnalyzer, which distinguishes possible vulnerabilities of Android 
applications and the nearness of root abuses. At that point, we break down 

different versatile malware tests and focusing on applications, for example, 

banking, flight following and booking, home and office observing 

applications to analyze expected vulnerabilities by applying DroidAnalyzer. 
[3] SAMADroid: A Hybrid Detection Model for Android. In this paper, a 

novel 3-level half and half Android malware location model is proposed 

named as SAMADroid. It is a crossover between three levels for malware 
examination and location: I) Static and Dynamic Analysis; ii) Local and 

Remote Host; iii) Machine Learning Intelligence. In the static examination 

stage, tests are performed for include choice, so as to get the highlights which 
can give greatest and helpful data about the application conduct. For this 

reason for existing, Drebin's capabilities are utilized, with little 

modifications.  
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Drebin is a static examination malware recognition system which 

distinguishes malwares with high precision, in spite of the fact that it needs 

unique investigation and can't recognize encoded and progressively stacked 
malignant code [3]. For dynamic investigation, framework calls are followed 

at run-time. Distinctive AI calculations are applied and their exhibition is 

contrasted with get the most precise AI strategy. 
The proposed plot is intended to beat the asset effectiveness issue of the 

current enemy of malware frameworks. Our commitment incorporates 

numerous folds. We altogether research the vast majority of the current 
antivirus programs that demonstration against malwares to secure Android 

frameworks and arrange them based on their recognition strategies. We give 

a simple and brief perspective on the current malware location and assurance 

components and reason their advantages and constraints. We built up a novel 
3-level half and half malware recognition model for Android working 

frameworks that can give high location precision by joining the advantages 

of three unique levels and guarantee the asset proficiency. Through 
SAMADroid, we give clarifications to Android clients about the conduct of 

the application. This element of SAMADroid causes the Android clients to 

get mindful of the conduct of various applications. 
 

3 System Overview 
 

In this paper we are using two Machine Learning algorithms like Support 
Vector Machine and Neural Networks System Applications will contain 

more than 100 features, and machine learning will take more time to build  

the model so we need to optimize (reduce data-set column size) features, so 
the author is using a genetic algorithm. Genetic algorithm will choose 

important features from the data-set to train models and remove un-important 

features. Due to this process data-set size will be reduced ad training models 

will be generated faster. In this paper for the comparison we are losing some 
accuracy after applying genetic algorithms but we are able to reduce model 

training execution time. 
 

3.1 Proposed System 
 

There are two game plans of Android Applications or APK‟S used 

explicitly : Mal-ware and Good-ware which are made sense of in order to 

remove features, for instance, approvals required by an application and the 
count of App sections, for instance, Content Provider, Activity, or Services 

gave by the application, and so forth. Such features after their extraction are 

used as feature vectors having class names such as Malware [4] and 
Goodware portrayed by 0 and 1 in CSV position exclusively. 
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This CSV got is then dealt with to the Genetic Algorithm [5] in order to 

lessen the dimensionality of the rundown of abilities by a noteworthy degree, 

set to pick the most developed course of action of features. The redesigned 
combination thus presently used to get ready two AI classifiers specifically 

Neural Network and SVM (Support Vector Machine). In the framework 

proposed by this strategy from Fig. 1, all the static highlights required are 

obtained from AndroidManifest.xml. AndroidManifest.xml resembles a 
disclosure which contains all the indispensable data that is required by any 

Android stage about thegadgets or the applications. One tremendous 

mechanical gathering named Androguard has been utilized so as to dismantle 
APKs to get the static highlights required. 

 
Figure 1:Framework of proposed method 

 

4 Methodology 
 
4.1 Genetic Algorithm 

 
Following are the stages followed by the Genetic Selection Algorithm [6] 

as shown in Fig. 2 in classifying the data and producing the result. 
1) An underlying arrangement of populaces which are created 

haphazardly is characterized so as to begin the calculation. 

2) A wellness score is doled out which is determined by the characterized 
wellness work for a hereditary calculation. 
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3) Choice of guardians is applied which suggests that a chromosome 

having a decent wellness score ought to be given a high ground over others 

so as to create the up and coming age of posterity. 
4) A hybrid and transformation is performed on in this manner acquired 

offspring‟s 

Stages 3 to 5 are reiterated iteratively until the get together is met and the 
fittest chromosome from people, that is, the perfect segment subset is gotten. 

 

 
Figure 2:Flowchart of Genetic Selection Algorithm 

 

4.2 Support Vector Machine (SVM) Algorithm 
 
The goal of this SVM algorithm would be to locate a hyper plane [7] 

within a N-dimensional distance (in which N represents the amount of items) 

that clearly simplifies the information factors. To distinguish the provided 

types of info issues, you‟ll find several potential hyper planes the developer 
might select from. The goal is always to discover a plane with the maximum 

perimeter, that is, the most distance among data elements of those 2 specified 

types. Assessing the perimeter space stipulates some difference that 
prospective data issues might be categorized with greater confidence. 

Hyper planes are alternative bounds which help clarify the info factors. 

Data factors lying around either of both sides of this hyper plane might be 

connected with the specified groups. In addition, the measurements of the 
hyper plane are dependent on the amount of capabilities.  
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In case the enter signals are two, then your hyper plane can be actually a 

lineup. In case the input signals are , then your hyper plane is considered a 

two-way airplane. It will become hard to assume in the event the functions 
surpass 3. Assist vectors are information points which can be near the hyper 

plane and change the overall liquidity and position of their hyper plane. 

Utilizing these service vectors we place the distances from this classifier 

whilst the max. Preventing the service vectors can alter the job of this hyper 
plane. 

 

4.3 Neural Networks Algorithm  
 
The human psyche has more than 100 million connected neurons. A 

well-designed app has only a small part of that. It should be considered how 
amazing the NN for this number of connected neurons can be. Neurons use 

this connected structure to transmit information to each other using electrical 

signals and objects. Ignoring the mechanism that may create the impression 

that the neurons are completely related, the two neurons literally do whatever 
it takes to not interact. They are contacted by a small wire to open the 

Synfall. Each neuron has path information and at that time can "interact" 

with up to 50,000 unique neurons to exchange data. In the event that the 
relationship between the two neurons is sufficient (explained later) the 

information will be transferred starting from one neuron to the next. 

Alone, each neuron no longer breathes. Gather up to 100 billion of them 

and let them speak, at which point the program eventually becomes bizarre. 
The average neuron would consist of the 4 components seen in Fig. 3. 

 

 
Figure 3:Components of a neuron 

 
Dendrites, Soma, Axon and Synapse. Dendrites accumulate inputs from 

different neurons and when a specific stimulus arrives they produce indirect 

reactions (a signal to different neurons by Axon).Fig. 4 shows basic NN 
[8][9] address design. They are built from data, yield and in any single layer 

are stacked. Each center point from the input layer is related to the center 

point from the hidden layer and all centers from the hidden layer are related 

to the center point in the yield layer. There is usually a certain weight 
associated with every encounter. 
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Figure 4:Basic Neural Network 

 

5 Implementation 
 
5.1 Upload Android Dataset 

 
In a single app there could be more than 100 permissions (examples of 

permissions are transact, API call signature, onServiceConnected, API call 

signature, bindService, API call signature, attachInterface, SEND_SMS, 

Manifest permission, Ljava.lang.Class.getCanonicalName, API call signature 

etc.) which we need to extract from code and then generate a features dataset, 
if app has proper permission then we will put value 1 in the features data and 

if not then we will value 0. Based on those features, the dataset app will be 

marked as malware or good ware. 

 
5.2 Generate Train & Test Model 

 
Machine Learning is a sub-field of software engineering that enables the 

PC to learn without being unequivocally modified. For this to occur, a 

machine should be "prepared" by expressly taking care of its information that 

has the right answers connected. The Training Data will assist the machine 
with connecting the examples in the information to the correct answer. When 

prepared thusly, a machine would now be able to offer test data that has no 

responses. The machine will at that point anticipate the appropriate responses 
dependent on the preparation it got. Most information researchers separate 

their information (with answers, that is recorded information) into three 

segments: Training Data, Cross-Validation Data and Test Data. The 

preparation information is utilized to ensure the machine perceives designs in 
the information, the Cross-Validation Data is utilized to guarantee better 

exactness and productivity of the calculation used to prepare the machine, 

and the Test Data is used to see how well the machine can predict new 
answers subject to its planning. Here, 80% data used for training and 20% 

data for testing. 
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5.3 Preprocessing 

 
Data Preprocessing is the step that helps the users to transform or change 

data into such states that are easy to render and can be easily used to apply 

the various features available under ML concepts. In the data preprocessing 

the main objective is to prepare the data set by ensuring that the data set in 

question can be used in order to implement the various algorithms to get the 
result in form of various bar charts that help us in comparing the percentage 

of accuracy of the particular given algorithm against the given set of data and 

also acts as an indicator to understand which algorithm stands with the 
highest accuracy. 

The data which was gathered can include missing qualities that may 

bring about irregularity. To acquire better outcomes information has to be 
preprocessed in order to improve the viability of their calculation. 

Information cleanup of relations, data expelled a couple of highlights which 

has no essentialness about the conduct of the parcel moves. 

Information combination, information misfortune and information 
adjustment would be likewise to be suitable to sys-tem joins informational 

index. For clear investigation, the data will be paid off to a base number of 

records. 
 

5.4 Run SVM & Neural Network Algorithm 
 

 
Figure 5:Code Snippet for SVM with Genetic Algorithm 
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Figure 6:Code Snippet for NN with Genetic Algorithm 

 

5.5 Display Accuracy and Time Execution Graph 
 
The Accuracy and Time Execution of the algorithms are calculated. 

These graphs are the outputs that are basically generated by the algorithms 
using the Confusion Matrix. The values obtained after running the algorithms 

are fed into the Confusion Matrix, for every algorithm executed the values 

are plotted into the matrix with X, Y co- ordinates. Likewise for all the four 
algorithms executed the values are stored independently without any 

redundant data. These values are later called at the time of plotting the graph. 

 

6 Result 
 
Fig 6. Shows that 98% accuracy has been achieved  for SVM and now 

click on „Run SVM with Genetic Algorithm‟ button to choose optimize 

features and then run SVM on optimize features to get accuracy. From Fig. 7, 

it is clear that SVM with Genetic algorithm got 93% accuracy. Genetic with 
SVM accuracy is less but its execution time will be less which we can see at 

the time of comparison graph. 
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6.1 Producing statistics of SVM and NN Algorithms using 
Genetic Selection Method 

 

 
Figure 6: Running Support Vector Machine with Genetic Algorithm 

 

 
Figure 7: RunningNeural Networks Algorithm with Genetic Algorithm 

 

6.2 Graphs 
 
In the graph from Fig. 7, x-axis represents algorithm name and y-axis 

represents accuracy and in all SVM got high accuracy. 
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Figure 8: Accuracy Graph 

 

 
Figure 9: Time Execution Graph  

 

7 Conclusion 
 
Thinking about the open source nature and ubiquity, there are expanding 

dangers presented to Android stages, spreading primarily through noxious 

applications or malwares, and henceforth there is a fundamental prerequisite 
to structure and build up a system to distinguish these malwares with 

precision. In contrast with the mark based methodology which requires 

normal update of mark databases, AI based methodologies, for example, 
Support Vector Machine (SVM) and Neutral Network Systems (NN) were 

seen as increasingly successful. The proposed system endeavored to build up 

a compelling AI based methodology for Android Malware discovery utilizing 
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Genetic Algorithm to get the most improved element subset for unfair 

element choice, which can be utilized to change AI calculations in the best 

way. It has been shut from the experimentation that a decent request 
precision of over 94% is kept up using SVM and NN classifiers while 

working on lower estimation feature set, along these lines reducing the 

planning multifaceted nature of the classifiers. The proposed framework for 

Malware identification has an additional favorable position of security and 
pre-handling. From the test outcomes it has likewise been inferred that 

utilizing Genetic calculation, AI calculations are setting aside significantly 

less effort to build up a model. This proposed framework can be utilized as a 
source of perspective in dissecting other AI calculations in blend with 

Genetic Algorithms. 

 

8 Future Enhancements 
 
There is an enormous extent of future work with respect to this task. 

Further work should be possible so as to upgrade the usefulness, this should 

be possible by utilizing a bigger dataset for improved outcomes and 

furthermore by breaking down the impact on other AI calculations accessible 
out there which are utilized related to Genetic Algorithms. Future 

improvement is conceivable and is likewise fundamental in order to give 

extra added security in order to separate malware from good ware. 
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