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Abstract 
 
Insider threats are occurring across all the organizations and it is causing a 

great damage to the business.Some of the threats like stealing confidential 
data or secrets related to business activities.Insider threat can happen when 

any employ misuse the access and also due to negligence that means he is 

leaving the system without locking.It also occurs because of the personal 
benefits of the employs and also competition between the different 

organization.Insider threats can be stopped by implementing programs 

related to insider threats and also some strategies for preventing threats.In 

Insider threat program every employ must participate and they should get 
awareness regarding the privacy at work.We can also prevent them by having 

policies,procedures,security controls etc.In this paper,we discussed all the 

existing machine learning algorithms used for Insider threat detection.We 
also discussed on tools,products used for Insider threat detection. 
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1 Introduction 
 

1.1 Definition 
 

An Insider is an individual who is a former or present employee in an 
Organization and had legitimate access to company resources. Insider threats 

are observed as a significant security concern in the Organization. The term 

Insider can be characterized in various ways[12]: 
Admittance to the system[13]: an insider can be characterized as an 

authentic user[22] who has approved access to the system. 

Activity-based definition[13]: "Admittance to the system" characterizes 

who insiders are but activity-based report characterizes what insiders do. 
Bishop and Gates[43] describe an insider, The one who disregards security 

policies. 

Intention based definition[13]: Haiden and Lt Gen Michael V. [44] 
defined four categories of Insiders. They are traitor, zealot, browser and 

benevolent Insider. Zealot emphatically accepts rightness ought to be made 

Insider the Organization; The people who are very curious in nature comes 
under browser. The people who have an intension to damage the 

Organization comes under Traitor. 

 

1.2 Types of Insiders 
 

There are two different types of Insiders: Malicious Insider, Non-

Malicious Insider. Malicious Insiders are those who deliberately abuse 
legitimate access for their benefits. Non-Malicious Insiders are those who 

intentionally break the security policies of the Organization without the 

intension to harm it. 
 

1.3 Characteristics of Insiders 
 

It is hard to distinguish insiders as they are having authentic access to the 
Organization's data. 

a) Those who access the organization server in non-working hours using 

a virtual private network for their benefits. 
b) Sending e-mails to non-corporate address.  

c) Accessing client's data or machines of different workers without 

approval [45]. 
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1.4 Recent Incidents of Insider Threats 
 

As per the  Reports[1], Out of 874 cases, 191 were due to malicious 
employs, 568 were due to the negligence of employees. There is a rapid 

increase in insider threats from year to year. In 2018 there are $8.72 million, 

and it is increased to $11.45 million in 2020 at an average cost. 

Organizations need to conduct an Insider Threat Management program. Such 
a plan would guarantee that the Organization should react if anything occurs 

and limit the general effect on the Business [15]. 

CISCO: A deployed a piece of code from his Google Cloud project 
account, which caused 456 virtual machines for the WebEx Teams 

application to be deleted. WebEx Teams is a popular collaboration office 

software from Cisco. The application provides video conferencing, video 
messaging, file sharing, and other collaboration tools. [47] 

Tesla: A malevolent insider disrupted systems and sent restrictive 

information to outsiders.An ex-employee of the tesla company has done 

massive damage to the Organization by leaking the code of the products and 
also export data to outsiders. But it is not clear that which data has sent to 

outsiders. There was another incident in Tesla which was also done by an ex-

employee that there was a fire in electric vehicle creation processing plant in 
California which was pre-planned for damaging the image of the 

company[23]. 

Facebook: As per the NBC News Facebook has fired a Security  

Engineer who has taken advantage of his position by accessing the 
information of women and started to stalk her. 

Coca-Cola:  The Coca-Cola Company announced that there was a data 

breach that has affected 8000 employees. An ex-employee took the personal 
data of the employs and left the company. 

Suntrust Bank: A malevolent insider has stolen personal information 

which also contains account details of 1.5 million to handover to a criminal 
organization[16]. 

 

1.5 Research Centers Working for Mitigating Insider Threat 
 
1.5.1 CERT 
 

The SEI's mission is to help the nation's barrier by moving the science, 
advances, and practices expected to make sure about, make, work, and 

backing programming frameworks that are imaginative, moderate, 

dependable and continuing.  
Insiders can represent a significant danger to the Organization. They can 

bypass vast numbers of our safety efforts utilizing their insight into and 

access to our restrictive frameworks.  
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CERT analysts devise techniques to assist us with forestalling and 

recognize insider dangers and react should an insider purposefully or 

accidentally cause mischief to our primary resources. 
Organizations do hard work to develop robust insider danger programs since 

insiders present extraordinary difficulties to Cybersecurity. They examine 

approaches to diminish insider dangers and create devices for breaking down 
danger pointers in sociotechnical systems [18]. 

 

1.5.2 ODIN Lab 
 

The Online Data Interactions Lab is about information like Databases, 

query compilers, information structures, calculations, frameworks, execution, 

and representation. They are keen on everything to do with storing, accessing 
and interpreting data. Their definitive objective is to make information 

available, justifiable, and understandable to anybody and everybody. 

Probably the greatest danger is the security of a database that originates 
from inside: Users who have been allowed access to information utilizing it 

in a vindictive or ill-conceived way. Frequently this is just a question of 

common sense; Their goal is to develop new types of statistical signatures for 

a client or job's conduct as they get to a database. Utilizing those signatures, 
they can recognize non-standard behaviour that could be proof of destructive 

action[19]. 

 

1.5.3 CDSE 
 

The Center for Development of Security Excellence (CDSE) offers 
development, delivery and trade of security information to guarantee a high-

performing workforce equipped for tending to our nation's security 

challenges. It also develops frameworks to control Insider threats. Utilizing 

creative devices and conveyance techniques, CDSE keeps on helping DoD 
regular folks, temporary workers, and more to support their security 

obligations with its security courses, affirmations, and assets.  

The Organizations arefacing many issues which have affected the 
working of Business for example, incapable of directing business exercises 

because of network or system being down, loss of client records or unable to 

continue production activities due to software or system being destroyed. 
Other impacts resulted due to negative media attention, sharing private 

information like Business strategies, sharing of credentials, publishing 

confidential information of customers on public Platform. Indeed, even 

people are being hurt like overwhelming dangers change of proof to involve 
managers or collaborators dishonestly, and exposure of individual or private 

data. 
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2 Literature Survey 
 

Wei Jiang et al. [39] proposed a model on user behaviour by combining 
the conduct of a user in a time frame, also describing user features and 

afterwards identifying Internal attacks. The elements of the user behaviour 

are separated from the audit log. In this model, three algorithms like 

XGBoost, SVM, Random forest, are used individually and compared their 
performances according to the F-Measure. They used r6.2 dataset, which 

contains 4,000 user's behavioural actions. This dataset includes various files 

like Login.csv, device.csv, email.csv, web access, file.csv etc. The estimation 
of F-Measure of XGBoost is superior to the Random Forest Algorithm and 

SVM. 

Junhong Kim et.al.[41] presented a model to identify malicious 
behaviour. They used r6.2 dataset, and from that dataset, they built three 

datasets, they are daily activities of a user, contents of e-mail, e-mail 

communication history for weekly of a user. Here they used four anomaly 

detection algorithms like Gauss, Parzen, PCA, KMC  on each data set created 
and also used the combination of the algorithm to detect anomalies. The 

results show that the model works well for the datasets, which are imbalance, 

and there are few insider threats. 
Joakim et.al.[40] presented a model using machine learning algorithm 

called Isolation Forest to identify harmful Insider. It finds the disruptive 

features in real-time. They have used logon.csv file features. Those features 

are beneficial, which has proven statistically. The results show that by 
examining the representatives' login and logout times, can recognize 76% of 

all insider dangers while just dishonestly arrange 7% of the expected 

instance. The review rate, which shows how complete the outcomes are, is 
76%. (Less) 

Duc C. Le et al. [31] presented a model based on machine learning for 

insider detection. They used Artificial Neural Networks, Logistic Regression, 
Random forest and compared the performances. They used datasets of r5.1 

and r6.2  for detecting the Insiders. In this model, Artificial Neural Networks 

and Random forest have an effective performance. 

A. Michael and J.H.P. Eloff [4] proposed a machine learning approach. 
They used an Enron e-mail dataset to find the insiders. They used different 

supervised algorithms like SVM, Decision Tree, Logistic Regression, 

Multinomial Naïve Bayes, Naïve Bayes and compared the performances. It 
was found that the Decision tree gave the best results with an accuracy of  

92%. 

Gamachchi et al. [5] presented a model which is based on a graphing 
approach to separate malevolent insiders. The Graph-based approach extracts 

the properties of graph and subgraph based on the activities of a user and 

features based on the time to produce input for Isolation Forest.  
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It computes abnormality scores to isolate the peculiar behaviour of a user 

from normal behaviour, without ordinary profiling behaviour. 

Diana Haider et al. [6] introduced a framework for detecting anomalies 
using two components called one-class modelling and progressive update 

component. They evaluated the framework using One-class Support Vector 

Machine (OCSVM) or Isolation forest. Isolation Forest has a better F-
measure and lowers false positive rate when compared to OCSVM. 

Kandias et al. [8] presented a model which is based on different machine 

learning algorithms called Naive Bayes, logistic regression on the dataset and 
calculated recall, accuracy, F-score and precision. Among all these 

algorithms, Logistic Regression has the most elevated score of 81% for 

Accuracy and F-Score.  

Rashid et al. [3] utilized hidden Markov models to realize what ordinary 
behaviour is and afterwards use them to identify deviations from typical 

behaviour. The outcomes show that this technique has effectively placed 

insider danger. However, it overlooks the particular activity of every user 
behaviour, bringing about defective identification rate. 

Zhang et al. [10] utilized Deep Belief Networks (DBN) to become 

familiar with the practices of insiders and along these lines, identify the 

insiders. There are Four stages which were utilized in this system: log 
assortment and preprocessing of logs which change the information into the 

standard numerical structure, profound learning of insider characteristics and 

afterwards log order. They incorporated and standardized the behaviour logs 
utilizing 1\N code discretization strategy, used Restricted Boltzmann 

Machine (RBM) cycles. 

Tuor et al. [11] utilized Deep Neural Network (DNN) to identify the 
anomaly from the Network logs. The anomalies are predicted using Long 

Short Term Memory( LSTM ). The  LSTM model has good performance 

when compared with the different algorithms like PCA, Isolation forest, one-

class SVM. 
Andropov et al.[24] proposed a model for recognizing and characterizing 

the anomalies in a network. They used the artificial neural network to 

describe the possible anomalies and their characteristics by analyzing the 
data. They have used multilayer perceptron and trained with the reverse 

propagation algorithm. The results of this model have a high rate of 

successful identifications of anomalies after various cycles. 
Punithavathani et al. [25] presented a system called an Insider Attack 

Detection System (IADS) using supervised k-Nearest Neighbours (k-NN) to 

detect insider dangers in critical networks. IADS comprises of two engines. 

Using those engines it confirms the identification of pernicious risks, IADS 
utilizes the computational insight to cross-check the malicious patterns with 

the network characteristics. 
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Mohamed Medhat Gaber and Diana Haidar [37] presented a  streaming 

anomaly detection approach called Ensemble of Random subspace Anomaly 

detectors In Data Streams (E-RAIDS), for detecting the insiders. The main 
aim of this model is to identify the behaviour which is all-threat while 

lessening the high number of false alerts. 

Meng et al.[26] demonstrated the utilization of blockchain to enhance the 

efficiency of Intrusion Detection Systems (IDS). It is used to handle some 
uncertain difficulties related to IDS like Overhead traffic restricted taking 

care of limit, constrained signature coverage, inaccurate profile 

establishment, gigantic bogus cautions and absence of audit. The major 
limitation of this framework is the high pace of false positives. 

Suraj Nellikar et al. [27] introduced a framework to detect Insider using a 

data mining algorithm, i.e., a Support vector machine. In this framework, the 
simulator, namely Scalable Simulation Framework (SSF), is built. This 

simulator uses behaviour files to predict whether the user is an insider or 

regular user and also creates access information using Markov Chains. 

Though it is relatively memory efficient, SVM does not perform very well 
for the large datasets. 

Moustafa et al.[28] utilized the Dirichlet Multinomial Mixtures (DMM) 

to implement the anomaly detection model. DMM is beneficial in detecting 
anomalies. There are few other mixture models like  Beta Mixture Model 

(BMM), Gaussian Mixture Models (GMM). The DMM does a better job of 

detecting anomaly when compared with GMM and BMM. 

Gavai et al.[29] applied distinctive machine learning techniques on the 
data which is generated during organization activities for anomaly and 

weakling detection. In this paper, they used a supervised and unsupervised 

approach for detecting the insiders on the generated data. They acquired a 
ROC score of 0.77 for the unsupervised methodology and classification 

accuracy of 73.4% for the supervised methodology. They likewise assemble 

a perception dashboard that empowers administrators and HR workforce to 
rapidly recognize representatives with high danger chance scores which 

allows taking enable them to take proper measures and reduce the risk. 

Senator et al.[30]  surveyed all the anomaly detection techniques in 

machine learning for identifying insider dangers in the mimicked corporate 
PC usage exercises. They consolidated structural and semantic information to 

recognize malevolent insider exercises autonomously created by red groups. 

They proposed a visual language for indicating components, for example, 
algorithms, input information, features and their associations, that are 

essential for describing an abnormality. 

A.Nur Zincir-Heywood and Duc C. Le [31] evaluated several 
unsupervised and supervised learning algorithms like Decision Tree, Self-

Organizing Map and Hidden Markov model. They performed insider 

detection on r4.2 dataset. Results show that SOM performs better when 

compared with HMM and DT. 
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Obinna Igbe and Tarek Saadawi [32] portray a framework for detecting 

insiders that utilize ensembles using multiple occurrences of an artificial 

immune system (AIS) algorithm called the negative selection algorithm 
(NSA). They performed the prediction on CERT dataset. The framework was 

able to distinguish evil client exercises and characterize them as either 

harmful or not. The results show that it has an accuracy of 89%. 
Nance et al. [36] has presented the use of bipartite charts for 

distinguishing and picturing the Insider danger. Even though this 

methodology is very valuable for determining insider danger, it has the 
disadvantage of a high bogus positive rate. 

Sallam et al. [33] has presented a technique for recognizing fleeting insider 

dangers in relational databases. This strategy repeatedly tracks when clients 

access a database and identify peculiar exercises executed by fleeting 
insiders. 

Lian et al.[34] has proposed a model which is related to recursive 

correlation function to find out the malicious activities by comparing them 
between the user's historical behaviour pattern and present behaviour pattern. 

This approach uses a self adaptive pruning algorithm for improving 

efficiency. It also uses the top-k abnormal scoring algorithm to improve 

accuracy. The results show that it guarantees accuracy. 
Camina et al. [35] has introduced a detection system for masqueraders 

using SVM and k-NN, which was tested on the WUIL dataset. The Results of 

this system shows that KNN performs better than SVM. 
 

3 Existing Solutions 
 

3.1 Traditional Security Solutions 
 
3.1.1 SIEM 
 

Security information and event management(SIEM) consolidates SIM 

(security information management) and SEM (security event management) 
which is utilized for recognizing the threat, anomalies, cyber assault from the 

gigs of data with the help of correlation rule in real-time and on historical 

data. SIEM gathers data from numerous sources and identifies deviations in 

the data and take suitable actions. For example, when an issue is perceived, a 
SIEM may log extra information, produce an alert, and teach other security 

controls to prevent a development's headway. 

 

3.1.2 Intrusion Detection Prevention System 
 

Intrusion Detection System: An Intrusion can be defined as either an 
attempt to gain entry/access directed against a system or network by 

legitimate parties.  
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An IDS is a network burglar alarm system where it will screen a system 

or network for malicious traffic in real-time. An IDS monitors but does not 

stop the intrusion. 
Intrusion Prevention System: An IPS take immediate actions when an 

attack occurs. It notifies an administrator by sending an alert to an 

administrator console or notifies by sending an e-mail or a message. An 

administrator must decide to require further action or false positive. 
Table- I shows the comparison of SIEM and IDPS solutions. 

 

Table I: Comparison of SIEM and IDPS 

SIEM IDPS 

Allows users to take preventive actions against cyberattacks. IDS only detect and reports events and IPS takes actions. 

SIEM has the ability to detect and act on a security event IDS identifies an attack whereas IPS prevents an attack. 

It processes Network traffic, Servers, domain controllers and 
Logs 

It processes log data. 

The Custom rule base is maintained and updated manually.  IDS/IPS provides with a list of signatures that will be 
consequently refreshed regularly. 

End clients ranging from administrators to clients for looking 
through information. 

Staff will be signed into IDS/IPS  regularly for the 
administrative purposes 

 

3.2 Machine Learning Approaches 
 

There are different machine learning approaches for detecting Insiders. 

The standard procedure adopted for designing any machine learning model 

includes data preprocessing and building an ML model. A sample approach 
is listed down in Figure 1 for detecting Insiders. Few methods of ML models 

are Sequence-based, Behaviour-based, reinforcement-based and ensemble-

based approaches.  

 

 
Figure 1: Detection of an Insider using Machine Learning 
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3.2.1 Sequence-Based 
 

A Sequence-based methodology can be characterized as an insider 
danger as a lot of practices (for example, activities, orders) executed in a 

request of time by a malignant insider. It models the normal baseline of a 

user as successions [2]. It takes in the benchmark model from the sequences 
which are now and again executed, with the end goal that succession is a lot 

of practices implemented in a particular order [2]. After that, a set of 

behaviours, which doesn't seem to be the typically learned sequences are 
recognized as anomalous, and they are referred to as Insider threats [3]. 

 

3.2.2 Behavior-Based 
 
        A Behavior-based methodology identifies whether the behaviour 

(instance) is anomalous or ordinary. An instance is characterized as a lot of 

highlights which are removed from the logs of clients. Consequently, 
malicious behaviour is an element vector whose highlights qualities deviate 

off from the expected baseline [3]. In the component space, this may show up 

as examples that are found away from the ordinary cases [3]. 

Though there are different approaches for detecting the insiders, Machine 
learning plays a vital role in detecting the Insider because it needs less 

supervision. Machine learning can classify the data at speed and 

effectiveness where human can't. Though there is a large amount of data, 
machine learning can detect anomalies by optimizing the models, so that we 

can respond to threats faster and better. 

 

3.2.3 Reinforcement Learning 
 

Reinforcement learning is an area of machine learning. Here the agents 

learns to achieve goals by taking suitable actions. Nowadays, Reinforcement 
learning is also used to detect the insiders for optimizing the results. There 

are few models which were implemented using Reinforcement Learning. 

Seul-Gi Choi and Sung-Bae Cho[21] proposed a database intrusion detection 
system that can be used to detect the insiders using Evolutionary Learning 

and Reinforcement Learning. The proposed model contains two phases 

called Evaluation Network and Action Network. The Evaluation Network 
controls the direction in which the action network learns, and the action 

network keeps on developing based on feedback from the evaluation network 

to detect irregular queries. The two networks are developed and 

strengthened, making it simpler to identify anomalous queries. 
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3.4.4 Ensemble Method 
 

Ensemble method is also called as a classifier combination method. 
These are meta-algorithms which combine multiple. These methods promise 

higher accuracy, which means higher consistency by avoiding overfitting. It 

also reduces bias-variance errors.The popular ensemble methods are: 

Bootstrap Aggregation (Bagging): Different models of the same learning 
algorithm is trained with subsets of datasets randomly picked from the 

training dataset.  

Boosting: In Boosting various models are built-in parallel on different 
samples, and then the other models vote to give the final model, and hence 

prediction takes place[46]. 

 

4 Market Leading Vendors 
 

4.1 Empow 
  

Empow's i-SIEM provides a merchant agnostic solution. Empow's 

security language is lined up with the MITRE ATT&CK™ framework and 

used it to assist us shielding our venture all the more viably. There are the 
procedures which represent attacker intension, I-SIEM offers pre-constructed 

protection methodologies that perceive and sort out known and obscure 

dangers.  
i-SIEM is put at the top of the company's existing network infrastructure and 

makes interpretations and response to each issue after an investigation.  The 

Platform has predefined security use cases, which are on the whole adaptable 
[17]. 

 

4.2 Norton 
 

Norton Core shields customer's very own information and data from a 

wide range of assaults, including malware; software explicitly intended to 

obtain entrance or harm to a PC; phishing and contaminated sites; botnets; 
possibly undesirable projects; and other tricks that target consumers. Norton 

Core was created to address the disturbing pattern of IoT assaults, for 

example, VPNFilter, the malware that as of late infected significant part of a 
million switches over 50 nations [20]. 

 

4.3 Securonix 
 

Securonix has a solution for Insider Threat Detection and Management 

platform. Apart from detection, it also performs continuous monitoring and 

reporting. They also provide quick, measurable threat intelligence and 
present insights into highest risk users. [38] 
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Table 2 : Approaches Comparison 

 

Author Algorithms used Best 

Algorithm 
Technique Dataset 

used 
Accuracy 

Duc C. Le et 

al. [31]  

Artificial Neural 

Networks, Logistic 

Regression, Random 

forest 

 RF & ANN Random search CV r5.1 

r6.2 

 

A. Michael 
and J.H.P. 

Eloff [4] 

 Multinomial Naïve 
Bayes, Naïve Bayes, 

Decision Tree, 

Logistic Regression, 

SVM 

Decision 
tree 

Decision Tree Enron email 
dataset 

92% 

Obinna Igbe 
and Tarek 

Saadawi[32] 

Negative selection 
algorithms 

Negative 
selection 

algorithms 

Artificial Immune 
System 

r4.2 89% 

Joakim et.al. 
[40] 

Isolation Forest  Encoding techniques r4.2 77% 

Wei Jiang 
et.al.[39] 

XGBoost, SVM, 
Random forest   

XGBoost Smote r6.2 99.6% 

Zhang et al. 
[10] 

Deep Belief Networks Deep Belief  Adaptive 
Optimization DBN 

CERT 
Dataset 

97.8% 

Diana Haider 

et al. [6] 

One Class Support 

Vector Machine, 

Isolation forest 

Isolation 

forest 

User Behavior 

Profiles 

r5.2  

Tuor et al. 
[11] 

DNN, RNN, One-
class SVM, PCA and 

Isolation forest. 

DNN,RNN Random Forest, 
Hyperparameter 

search for NN 

r6.2 96% 

Andropov et 
al.[24] 

Artificial Neural 
Network 

Back 
propagation 

algorithm 

Gradient descent Local ISP 
data 

96% 

Rashid et al. 
[9] 

Markov model Hidden 
Markov 

model 

Baum-Welch 
Algorithm for 

finding parameters 

R4.2 85% 

Punithvani et 
al.[25] 

KNN Classifier KNN 
Classifier 

Dempster–Shafer 
theory. 

logs  

Gamachchi 

et.al.[5] 

Decision Tree Isolation 

Forest 

Graph based 

approach 

R4.2 81% 

Kandias et al. 
[8] 

Naive Bayes, Logistic 
Regression, SVM 

Logistic 
Regression 

Dictionary-based 

comment 
classification and an 

assumption-free flat 

data comment/user 

classification. 

YouTube’s 
REST-based 

API  

81% 
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5 Comparative Study 
 

Table 2 depicts the comparison of all machine learning models, and also 

the best algorithm concluded in each model. We have also included the 

datasets adopted and also the techniques used in the proposed models. 
Researchers have adopted various datasets, but CERT dataset was proven to 

be the widely used dataset for Insider threat detection. CERT contains 

different synthetic insider threat data samples along with the insider threat 
use cases. The approach which is used for the generation of the synthetic 

dataset is described by Glasser et. Al [42] the datasets were created utilizing 

situations containing deceiver occurrences, just as different problems, 

including malicious exercises. The dataset includes a set of files like file.csv, 
http.csv, device.csv, email.csv, logon.csv, pyshometric.csv etc. Insider threat 

Scenarios are modelled based upon the above parameters, and proposed 

solutions for achieving the best performance. 
 

 

6 Conclusion and Future Work 
 

The objective of this work is to provide a knowledge related to Insider 

threats and the proposed approaches to detect insiders and also have 
emphasized on the widely adopted algorithms used for detecting Insider's 

with the perspective of a Machine Learning setup. Market-leading products 

and tools were also highlighted that provide security. This paper has also 

compared the approaches adopted and the accuracy achieved by the 
researchers. The future directions in the space of detecting Insider threats 

will be to apply Machine Learning solutions to minimize the loss in terms of 

trust, reputation and revenue. Readers' can experiment with the approaches 
that were proposed to improve the performance measure. In our future work, 

we will present a unique ensemble-based machine learning methodology to 

tackle Insider threats by using CERT dataset. 
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