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Abstract 
 
With the increase in the growth of the Internet, web applications such as net 
banking, online shopping, social networking and email communications have 

become central and essential part of our everyday life. Web pages are no 

longer static; they contain dynamic content from diverse sources that may be 

trusted or untrusted. Providing a good security for the web application and its 
user becomes hard, expensive, time consuming and quite confusing. 

However, mitigating the attacks to secure the web application has become 

very essential and one of the primary liability of the web developers and 
researchers. Securing the web applications becomes paramount and it is an 

intricate process with the current technologies since they are very complex to 

understand, implement and maintain. Thus, the main goal of this research is 

to reduce the attack by minimizing the amount of time needed to create and 
maintain the approach. An Interoperability calibration technique called “Dual 

Delegation Model(DDM)” to protect the web applications from session 

attacks has been implemented on client-side and on the server-side. This 
DDM could be added to the client and server as delegates, does the security 

checks, and manages the sessions by monitoring the communications 

between client and the server. 
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1 Introduction 
 

The innovation of computers and Internet access have changed the 

method of communication. It also changed the perspectives of people in the 
way they work and think. People who do not know to use computers become 

illiterates. However, many traditional businesses understand that with 

computers and internet, work can be done faster and cheaper. However, the 

computer users must be able to use computers efficiently. Thus, with the 
hasty technological development, more and more people rely every day on 

the internet and web for all their secondary activities and in some cases for 

primary activities too. Consequently, the web applications along with the 
computer applications have penetrated into various classes of fields such as 

research, teaching learning, commerce, trade and communication. In general, 

web applications are thoughtfully designed for user‟s expediency and so it 

deals with sensitive personal and confidential information. Most web 
applications store the user information on their servers. Due to this, the web 

applications are vulnerable to dangerous attack. The most common 

vulnerabilities of web applications are SQL Interpolation, Code Inclusion, 
File Inclusion, Cross-Site Scripting, Buffer Overflow Attack, Weak Session 

Management, Cross-Site Request Forgery, Security Misconfiguration, 

Broken Authentication and Session Management. These vulnerabilities are 
enumerated in the OWASP‟s Top 10 project, a leading organization in the 

field of web application security [1]. The main cause for all these 

vulnerabilities is the trust between the web users and the web application 

developers. Anonymously, the users of a web application trust the developer 
and their application that it contains no security breaches. Unfortunately, 

many times, the web developer might be unaware about the security holes in 

their developed application. Much web programmers concentrate on web 
development and not on providing security for the user. In addition, the users 

of a web application believe that the developer of the application will take 

the necessary security precautions. Figure 1. shows a typical three-tier 
system architecture of a web application. The entities are, a web browser on 

the client machine: an application to exhibit the HTML and other web pages, 

a web application server: a server that stores several interrelated web pages 

of a particular application and undertakes other business logic, a database 
server and content provider server: a server that provides various content and 

stored data related to the specified web page. The web developer may 

ruminate such precautions to be too challenging or too expensive, leaving the 
user, unshielded. The web application server receives input from the user. 

Then, it accumulates the content and data from content server and database 

server for the respective web page.  
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Finally, the application server provides the web page with accumulated 

contents to the browser as a response. However, in reality, the web browser 
also embeds the data to the received web page. 

 
Figure 1: Three-Tier System Architecture of a Web Application 

 

The rest of the paper is organized as follows. The various formalize 

related web securing applications are analyzed in the section 2. In Section 3, 

we briefly described the Dual Delegation model and their functionalities. We 
present experimental results on few datasets in Section 4. Conclusions are 

given in Section 5. 

 

2 Related Works 
 

Originally, HTML pages are the actual files saved on a web server that 

provides the files to many potential browsers. Maintaining a full web site, 

which comprises of several web pages, would be quite time consuming if the 
pages are to be updated manually. However, several security holes are 

vulnerable to web server and web applications. There exist certain ways to 

inject the code and content into web pages. If the input is not validated 

properly, the malicious script commands or SQL commands can be 
conceivably inserted or injected into a web page. After the successful 

insertion of code or command into a page, it has its own control and can do 

various malevolent actions [2]. When web developers try to code their web 
application, they must focus on user‟s session management and 

authentication. Deteriorating to keep attention on them would allow 

programmers to introduce several vulnerabilities in web applications without 

their knowledge. When the authentication functions associated with an 
application are not employed appropriately, it not only let the invader to hack 

passwords or session ID's, but also allow them to abuse other implementation 

defects using other user authorizations. YouTube and Twitter are two 
examples of web applications that had such vulnerabilities in the past [3].  
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If vulnerability occurs in very famous websites, a lot of visitors‟ 
information will be hacked and results in successful completion of harmful 

activities against the user, since many people transfer money using Internet 

banking, send credit card numbers to online shops and even more. Thus, 

mechanisms are needed to ensure security for internet users and to provide 
the safe networking environment. Specifically, managing the web session is 

much more important to preserve the users‟ integrity and privacy over the 

internet [4]. The variant of DoS attack is DDoS. Instead of retaining a single 
internet connection, it consumes several computers with internet connection 

to deplete the server resources. The presence of DDoS attack was identified 

in June 1998 and this is considered as the first occurrence of this attack in 
web history [5]. As the data in the cloud is available to the legitimate users at 

any time and since it can be accessed from anywhere, the rate of attack is 

increasing every year. Even several DDoS attack tools are presently available 

to simulate a huge number of packets as a request to the victim server 
simultaneously, because of which, it provides inaccessible service to the 

legitimate users. However, due to the improvement in technology, botnets are 

introduced to commence the DDoS attacks. 
According to HP [6, 7] security reports, approximately 71% of web 

applications agonize from a command execution, code or command insertion 

vulnerabilities. Extensively exposed hacker groups nudge holes in large 

corporations and government organizations for their personal profit or as a 
challenge and by thinking the lack of security as funny [8]. According to 

Imperva‟s technical report (2011), on average, websites are attacked 27 times 

per hour or about once every two minutes, but this can go up to 25,000 
attacks per hour (Web Application Attack Report 2011). In 2011, hackers 

stole 1 million usernames and passwords from Sony [9]. In 2012, hackers 

stole 24,000 Bitcoins from Bit Floor, a major Bitcoin exchange [10]. Much 
web programmers concentrate on development work and not on the security 

of the web user [11]. Additionally, among the web programmers, 28.4% of 

web page creators have not completed a college or university degree and 

47.3% claim that their education has little or no relevance to their jobs [12]. 
While, the web users assume that security will be the concern of 

programmers, unfortunately most of the web programming experts are 

unaware of these security breaches [13]. Web applications are habitually 
susceptible to attack than traditional applications due to introduction of 

business on the web. Particularly, these web applications face a variety of 

new and unique threats related to injections. It is simple to compromise an 
application than protecting it. As a result, securing the web applications 

becomes paramount and it is an intricate process with the current 

technologies, since they are very complex to understand, Implement and 

maintain thus, the main goal is to reduce the attack by minimizing the 
amount of time needed to create and maintain the approach. In addition, 

these policies must be simple, functional and should make the attack harder. 
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Moreover, to enable users to protect themselves against various attacks 

regardless of the web applications being secure, a server side technique alone 
is not sufficient. A client-side tool offering protection against these attacks is 

also needed. Thus, a security policy that provides additional security while 

retaining their simple nature has been proposed.  
Mitigating these web attacks is one way to make the web more secure. 

Generally, mitigation technologies, provide security to the web by making 

attacks considerably more difficult and complex for the attacker, but require 

minimal work for the developer. However, many people feel that only large 
and complex methodology is necessary for web security, simplicity is the 

main and primary requirement over web security implementation for the 

programmers [14]. Naturally, such simple solutions could be faster and easier 
to use, as well as more sustainable and manageable. Thus, the central 

objective of this proposed work is to protect the web application along with 

its user from several attacks[15]. A framework has been created which 
comprises of dual delegation models that mitigates several classes of 

vulnerabilities against web and it is based on existing web structures, the 

detailed architecture is depicted in the Figure 2. 

 
Figure 2: Detailed Framework of the Proposed Work 

 

3 Dual Delegation Model 
 

Many web applications available today have methods for managing the 

sessions, which bind itself with a particular user based on user 

authentication[16]. However, it is also possible for the adversary to exploit 
sessions in order to impersonate the original user. Many solutions have been 

proposed over the years, which use either server side solutions or client side 

solutions. However, each method is lacking or not effective, in mitigating 
session-based attacks. 

This work provides the information about securing the application from 

„Session Fixation Attack‟. Thus, a framework has been proposed that uses a 
dual solution to detect and prevent Session Fixation and Session Hijacking 

vulnerability on the client and the web server.  
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The following are the main concepts implemented in the proposed 
mechanism to protect web applications and their clients from session fixation 

attack: 

1. Client and server can communicate only through proxies and not 

directly. 
2. Always the client proxy forwards the first request from the client 

to the server proxy, only if it does not have any Session ID. 

3. The server generates a Session ID whereas the server proxy 
generates a temporary Login ID and stores in the database in addition to 

forwarding them to the client. 

4. The client proxy stores the ID pair and forwards the response by 
removing the temporary Login ID. 

5. The client proxy is also responsible for sending these ID pairs 

over a secured channel like HTTPS and not using in secured channel such as 

<meta> tags or scripts. 
6. If the client requests the server for the second time with the 

received Session ID, then the client proxy checks whether the value is 

available in the database and appends the temporary Login ID before 
forwarding it to the server.  

7. Server proxy checks for the ID pair in the database and if it 

matches, it forwards it to the server.  

8. It changes the temporary Login ID each time when the user 
authentication is made successfully. 

The framework for the proposed Dual Delegation Model is depicted in 

Figure 3 and Figure 4. Figure 3. shows the server proxy is working structure. 
The Figure 4 shows the working principle of client proxy. To secure the 

Session ID from attackers, it must hold some properties that include 

unpredictable, unique and unobtainable type to the attacker with limited 
lifetime. 

 

 
Figure 3: Configuration of Server Proxy on receiving the first request 
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Figure 4: Configuration of Client Proxy on sending the subsequent request 

 

Both the server proxy and the client proxy contain a Session ID database 

to verify the details of the user‟s session. However, instead of storing the 
Session ID and temporary Login ID, other details such as data and time can 

also be stored along with them. The structure of the database those stores a 

Session ID and other details are given in Table1. All the incoming Session 

ID will be compared with the values in the database. The data will be 
forwarded to the client or server through proxies only if the ID is valid. 

Initially, the client sends a first request to the client proxy, which forwards to 

server proxy. Since there is no Session ID associated with this request, it will 
be forwarded to the server. The server then generates the session ID and 

sends this as a response through server proxy. The server proxy generates a 

temporary Login ID for the request, associates this with Session ID and 
stores both in its database. In addition, it forwards it to the client. The client 

proxy receives the ID pair, stores this value in its database for further 

communication and then allow it to reach the client by removing the 

temporary Login ID. Whenever the client sends a request with the Session 
ID, the client proxy will check the value in its database. The client proxy will 

allow the request only if the Session ID matches with the one in the database. 

Thus, it does not allow the first request with a Session ID. Also, before 
forwarding the request, it appends the current temporary Login ID that 

matches with the Session ID in the database. 

 

3.1 Extending the Solution for Session Hijacking Attack 
 

The temporary Login ID is similar to Proxy Session Identifier (PID), 

However, successful and intellectual creation of temporary Login ID could 
even protect Session Hijacking attack. If the temporary Login ID is generated 

based on the allocated Session ID and unique address of the user, then even if 

the session is hijacked, and even if the attacker requests the page with the 
hijacked Session ID, the unique address would not be same for the attacker 

and the user, as a result, the request will be discarded. The code to generate a 

temporary Login ID is given in the Table 1. 
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Table 1: Sample PHP Code to create temporary Login ID 

<?PHP 
public function create_Lid() 

{ 

static $logid = ''; 

$uid = uniqid("", true); //Generates ID based on micro time 
$sdata = session_id(); 

$sdata .= $_SERVER['REQUEST_TIME']; 

$sdata .= $_SERVER['HTTP_USER_AGENT']; 

$sdata .= $_SERVER['LOCAL_ADDR']; 

$sdata .= $_SERVER['LOCAL_PORT']; 

$sdata .= $_SERVER['REMOTE_ADDR']; 

$sdata .= $_SERVER['REMOTE_PORT']; 

$logidid = strtoupper(hash('ripemd128', $uid . md5($sdata))); 

return $logid; 

} 

?> 

 

Thus, each time when the server proxy receives a request with Session 
ID, it calculates temporary Login ID and it checks with the value stored in 

the database for that Session ID. The request will be allowed only if there is a 

match. Thus, the temporary Login ID can be generated to improve the 
performance, which is shown in the table 2. 

   
Table 2: Sample values of generated Session ID and temporary Login ID 

Session ID Temporary Login ID 

74ta4dpl0kh8m58neqcpd0 F41DA1470293EE1101F 

4dpl0khorhedd6gamn53tkf B17042F727E03D7849F96 

81enp0n09k1bheoa613tkol A8A757779C88DDBD2B1 

 

4 Experimental Result and Analysis 
 

The experiments are performed to analyses the performance of the 

system by implementing the proposed framework. The two parameters are 
used to analyses the performance of the system. One is the timing delay 

made by the proposed method for generating, storing and comparing the 

temporary Login ID with the one in the database. Another parameter is the 
accuracy in identifying the untrusted request. 

To identify the timing delay with the proposed dual delegation model, 

the timers are included with and without the proxies. The response time is 
calculated on the client side with different login. The result is shown in Table 

3. From the Table 3, it is clear that the average delay in the response without 

Dual Delegation Model is 4.72 seconds and with Dual Delegation Model is 

6.498 seconds.  
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Thus, the increase in the timing delay of response is approximately 1.58 

seconds, which is negligible when compared to the effect of session fixation 
and hijacking attacks. Figure 5. Shows the comparison in response time using 

a bar graph. 
Table 3: Comparison with Response Time for DDM 

Sl.No 

Response Time 

without DDM (in  

seconds) 

Response Time 

with DDM (in 

seconds) 

Difference in 

Response Time (in 

seconds) 

1 4.59 6.79 2.2 

2 4.98 6.3 1.32 

3 5.23 6.14 0.91 

4 5.08 7.01 1.93 

5 4.71 6.25 1.54 

Average 4.918 6.498 1.58 

 

   
Figure 5: Comparison on Timing Delay with Response Time for DDM 

 

The comparison is also made on the execution time or time delay in 

processing the request for the proposed model with the existing solutions. 
The time delay in execution is shown in Table 4. Figure 6 shows the 

comparison with execution time delay among various solutions. 

 
Table 4: Comparison on Time Delay in various security measures against DDM 

Time Delay in Existing Solutions 

Protection Proxy (in 
Seconds) 

Serene (in 
Seconds) 

 Session Security 
(in Seconds) 

Proposed  
DDM Model 

1.1 2.59 2.11 1.89 

1.1 2.32 1.72 1.97 

1.3 2.31 1.66 1.65 

1.6 2.44 1.76 1.98 

1.4 2.56 1.96 2.06 

0.31 1.49 0.78 0.89 

0.5 1.08 0.47 0.58 

0.6 1.47 1.11 1.07 
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Figure 6: Comparison graph with execution time delay for DDM 

 
The second set is prepared based on the classification given by the 

proposed system. If the system allows the Session ID to transmit, true T 

denotes it and if it disallows the Session ID, it is denoted by false F. Given a 
positive instance and if it classified as true, then it gets counted as True 

Positive (TP); if the instance is instead positive and is classified as false, then 

it gets counted as a False Positive (FP). Similarly, False Negative (FN) and 

True Negative (TN) can be evaluated. In this test, 50 instances are used as 
classifiers for evaluating predictions made by the proposed system. 

Based on this, the precision and accuracy have been calculated. Precision 

is calculated based on how many of the predicted attacks are relevant to the 
original attacks and the formula is given in Equation (1). Accuracy is the 

overall correctness of the predictions made as given in Equation (2). 

                                                  (1) 

                                                             (2) 

 The comparison of the proposed Dual Delegation Model (DDM) has 

been made with the existing methods that were proposed to prevent from 

session attacks. The behavior of the system with respect to the benign request 

along with the attempted session attacks is monitored. Table 5 shows the 
precision and accuracy of the proposed DDM method and existing methods. 

The experiment has been performed by varying the number of instances. The 

precision and accuracy of the proposed and existing method is given as a 
graphical representation in shown in the Figure 7. 
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Table 5: Comparison of Precision and Accuracy for DDM 
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25 18 3 1.00 1.00 0.67 0.81 0.33 0.5 0.38 0.75 

50 38 5 0.83 0.95 0.57 0.9 0.67 0.92 0.49 0.87 

75 71 7 0.87 0.98 0.62 0.91 0.92 0.57 0.93 0.88 

100 90 9 0.9 0.99 0.66 0.92 0.58 0.91 0.49 0.89 

 

 
Figure 7: Comparison of Precision for DDM 

 

5 Conclusion 
 

Many of the top web applications are potentially vulnerable to a number 

of security attacks. The Proposed work presents a general idea about various 

critical risks in web application and proposes a framework to protect both the 
web application and the web user. This thesis describes the characteristics of 

the web, vulnerabilities in web and the need for web application security. It 

also provides the contextual study about web followed by the overview of 
basic web attacks and its counter measures. The proposed model that protects 

web applications from various critical risks has been explained and the 

analysis has been made for each work.  
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A dual delegation framework has been proposed, to find the session 
fixation attack and it can be extended to prevent from session hijacking 

attack. It separates and inserts the proxies for client and server. A simple web 

server and client has been implemented to check the performance of the 

proposed method. Thus, from the experimental results, it is proved that it 
requires minimal effort and it is robust to attacks. 

 

References 
 

[1]Ahamed, B. B., & Hariharan, S.,”Integration of Sound Signature 

Authentication System”, International Journal of Security and Its 
Applications, Vol.6, no.4, pp. 77-86,2012. 

[2]Ahamed, B. B., & Ramkumar, T. “An intelligent web search framework 

for performing efficient retrieval of data”, Computers & Electrical 
Engineering, Vol.56, pp.289-299,2016. 

[3]Ahamed, B. B., & Yuvaraj, D. ,” Dynamic Secure Power Management 

System in Mobile Wireless Sensor Network”, International Conference 
on Intelligent Computing & Optimization, pp. 549-558,2019. 

[4]Alanazi, S. T., Anbar, M., Karuppayah, S., Al-Ani, A. K., & Sanjalawe, 

Y. K.,” Detection techniques for DDoS attacks in cloud environment”, 

Intelligent and Interactive Computing, pp. 337-354,2019.  
[5]B. Ahamed, R. M. S. Najimaldeen and Y. Duraisamy, "Enhancement 

Framework of Semantic Query Expansion Using Mapped Ontology," 

2020 International Conference on Computer Science and Software 
Engineering (CSASE), pp. 56-60, 2020.  

[6]Calzavara, S., Rabitti, A., & Bugliesi, M. “Sub-session hijacking on the 

web: Root causes and prevention”,Journal of Computer Security, Vol.27, 

no.2, pp.233-257,2019. 
[7]Cui, Y., Cui, J., & Hu, J. “A Survey on XSS Attack Detection and 

Prevention in Web Applications”,Proceedings of the 2020 12th 

International Conference on Machine Learning and Computing, pp.443-
449,2020. 

[8]Gupta, S., & Gupta, B. B. “Evaluation and monitoring of XSS defensive 

solutions: a survey, open research issues and future directions”, Journal 
of Ambient Intelligence and Humanized Computing, Vol.10, no.11, 

pp.4377-4405,2019. 

[9]Li, Jinfeng. "Vulnerabilities Mapping based on OWASP-SANS: A Survey 

for Static Application Security Testing (SAST)",    Annals of Emerging 
Technologies in Computing (AETiC),  Vol. 4, No. 3, pp. 1-8,  2020. 

[10]Mezei, R. A., Guimaraes, M., & Chen, X. ,”Introducing Cybersecurity 

Concepts in Non-Security Courses through a POGIL Activity: A Pilot 
Study”, Proceedings of the 51st ACM Technical Symposium on 

Computer Science Education, pp. 1290-1290,2020. 

 
 

 



                                                                                                                  
 

 

 
Calibration Techniques for Securing Web Application in Dual Delegation 

Interoperability Network Model with Green Communication 6693 

 

[11]Negi, Priyanka, Anupama Mishra, and Brij B. Gupta. "Enhanced CBF 

packet filtering method to detect DDoS attack in cloud computing 
environment", arXiv:1304.7073,2013. 

[12]Srinivasan, K., Mubarakali, A., Alqahtani, A. S., & Kumar, A. D. ,”A 

Survey on the Impact of DDoS Attacks in Cloud Computing: Prevention, 
Detection and Mitigation Techniques”, Intelligent Communication 

Technologies and Virtual Mobile Networks, pp. 252-270,2019. 

[13]Staicu, C. A., & Pradel, M., “Leaky images: Targeted privacy attacks in 

the web”, 28th {USENIX} Security Symposium ({USENIX- Security 
19),  pp. 923-939,2019. 

[14]Usha, G., Kannimuthu, S., Mahendiran, P. D., Shanker, A. K., & 

Venugopal, D.,” Static analysis method for detecting cross site scripting 
vulnerabilities”, International Journal of Information and Computer 

Security, Vol.13, no.1,pp.32-47,2020. 

[15]Dwivedi, V., Yadav, H., & Jain, A., “SQLAS: tool to detect and prevent 
attacks in PHP web applications”, International Journal of Security 

Privacy and Trust Management (IJSPTM), Vol. 4, no.1,2015. 

[16]Wang, J. H., Fan, X., Jackson, C. E., Howell, J. R., & Xu, Z.U.S. 

,”Patent No. 10,019,570”, Washington, DC: U.S. Patent and Trademark 
Office, 2018. 

 

Biographies 

 
Bilal Hikmat Rasheed is working in Department of Computer Science, 

Cihan University-Duhok, Kurdistan Region Iraq. 
 

 
B. Bazeer Ahamed is working in Department of IT, University of 
Technology and Applied Sciences- Al Musanna, Sultanate of Oman. 

 

 


