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Abstract 
 
Futuristic Internet architecture is gradually shifting towards Content Centric 

Network (CCN) in which focus is on content dissemination rather than the 
source of its origin. It suits IoT driven applications which are based upon 

push-pull type, receiver driven communication. With an enormous 

deployment of IoT systems leveraging CCN, security has emerged as a major 
challenge.  Widely used IoT Application-level Protocols like Message Queue 

Telemetry Transport (MQTT) and Constrained application Protocol rely on 

transport layer security as they lack inherent security measures. Several 

security vulnerabilities could be mitigated with the incorporation of Mutual 
authentication between the Gateway node (Broker), Publisher and the 

Subscriber. This paper illustrates a low-cost signature based Mutual Entity 

authentication protocol for IoT applications using Elliptical curve 
cryptography integrated with CCN. The formal verification of the protocol 

has been carried out with the help of the Scyther tool which validates our 

scheme against different security attacks. Finally, we examine the security 

and functionality properties of the protocol with other relevant existing 
schemes. 

 
Key words: Internet of Things (IoT); Content-centric network (CCN); 

Elliptical curve cryptography; Mutual authentication; Scyther.  
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1 Introduction 
 

The IoT encompasses a network of interconnected physical devices like 

sensors, embedded systems, mobile devices, etc., deployed for the exchange 

of information over the internet. With the IoT based systems diversifying its 
reach including the ones as part of the Cyber Physical System (CPS), security 

emerges as a major challenge [1].The IoT platform comprises of three major 

entities, namely Publisher, Gateway node (GWN) and the Subscriber. Sensor 

nodes collects data from the environment and forward it to the gateway node. 
The GWN drives the data communication security and access to data 

collected is given to the legitimate subscriber who consequently sends 

commands to the publishers through the gateway node. 
 

1.1 Entity Authentication 
 

Entity Authentication is an affirmation about the identities of the 

communicating agents which in the context of IoT would be Publisher, 

Gateway Node and the Subscriber.  It assumes significance as the lack of it 

would be exploited by the adversary to impersonate both as a source or a 
destination to inject malicious messages or to receive un-authorized 

messages.  It differs from message authentication which ensures that the data 

has come from the legitimate sender and has not been altered during the 
transmission. While message authentication can happen offline, entity 

authentication requires online active participation of the entities which want 

to get mutually authenticated before sending or receiving data. Therefore, an 

appropriate mutual authentication mechanism is required to validate the 
subscriber and the publisher with the GWN.  

 

1.2 Content Centric Network 
 

The Internet has progressively shifted from the shared resources to data 

sharing models. To satisfy the rising need of data exchange, there is a new 
approach known as the Content centric network which puts the information 

as a focal point of its architectural design and the location of the content is 

decoupled from its identity. The security in CCN is based on content. 

Typically, the Content centric network has 4 forms of network entities such 
as the consumer, publisher, the content provider, and network routers. 

Content Centric Network makes use of a human-readable hierarchical 

content naming method that identifies information uniquely across the 
network. The Content sources are the limited buffer used by the CCN router 

to cache popular content for future purposes. The consumer creates the first 

CCN packet known as the Interest packet for content request and the 
publisher creates a Content packet to submit content.  
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The Manifest packet is another CCN packet created for communication 

across control information. The general structure of the CCN packet format 

is shown in Figure 1.The procedure to retrieve the content in CCN is outlined 
as follows:  

 The consumer who needs to access a specific content segment 

forwards an Interest packet to the network using user equipment’s current 

interfaces. The Interest packet incorporates a Content centric name that 

identifies the content that the consumer has to retrieve. 

 The CCN router receives the packet of Interest and checks 

whether the content requested is available in its Content source. If it is found, 

the CCN router will consume the interest packet and forwards the content 

requested to the specific consumer. If not, the Interest name is enlisted in its 
pending interest table, and then the Interest packet is forwarded to the content 

provider as per its forwarding information base.  

 The content provider will supply the content to the publisher that 

publishes the content packet in the Content Centric Network.  

 Finally, following the reverse Interest path, the content requested 

is sent to the consumer.  The content caching mechanism is used by the CCN 

at intermediate routers to decrease the network latency and replace Internet 

Protocol-based routing with name-based routing.  

As CCN facilitates the seamless distribution of content over the internet, 
the tremendous need for content sharing in the IoT framework can be easily 

supported. The Elliptical curve Digital Signature Algorithm [2] is 

incorporated in the IoT-based CCN framework for authentication and 
security purposes [3]. 

 
Figure 1: Content centric packet format 

 

The rest of the paper is outlined as follows: The Section 2 illustrates a 

literature survey of the proposed scheme. The Section 3 covers Lightweight 
and Elliptical Curve Digital Signature Scheme based Authentication Protocol 

for the IoT in the Content Centric Network. In Section 4, the security 

analysis of the scheme is discussed. The formal security verification and 

simulation is done with the help of Scyther tool in Section 5.In Section 6, the 
comparison of the security properties of the protocol has been done with the 

other relevant schemes. Lastly, the paper is concluded in Section 7.  
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2 Literature Survey 
 

This section presents a concise summary of the various authentication 

and key exchange protocols for WSNs and Internet of Things that have been 

done previously and tabulated in table 1. 
Table 1: summary of the various authentication and key exchange protocols 

Year Authors Authentication Scheme Gaps 

2017[4] Qi et al. An efficient 2-party authentication key 

exchange protocol for mobile users. 

This protocol cannot withstand user 

impersonation attack, anonymity attack, offline 

password guessing attack, and is insecure 

against mutual authentication and the session 

key agreement. 

2018[5] Park et al. Authentication key agreement scheme for two-

party that is efficient based on the smart card 

for the mobile environment. 

The registration phase of this scheme requires 

a secure channel and a      large maintenance 

cost for the smart card.  

2018[6] Adhikari et al. A secure and light weight Elliptical curve based 

IoT communication framework for the Content 

centric network. 

This scheme requires a secure channel for the 

registration phase.     

2019[7] Zhou et al.  A secure and lightweight authentication scheme 

for IoT devices in the cloud framework. 

This scheme cannot withstand offline-guessing 

attack, session breach attack and mutual 

authentication.  

2019 [8] Pelaez et al.  A Lightweight mutual authentication and key 

exchange protocol for the IoT in the cloud 

framework. 

This scheme is prone to different attacks like 

impersonation attack, man in the middle attack, 

mutual authentication and replay attack. 

2020[9] Lara et al. A lightweight mutual authentication scheme for 

IoT devices in Industrial IoT. 

A secure channel is needed for the registration 

phase. 

 

3 Proposed Scheme 
 

A Lightweight and Elliptical Curve Digital Signature Scheme based mutual 

authentication protocol for IoT in Content Centric Network is proposed to 
enhance security. The framework for IoT communication in CCN showing 

the connection of the gateway node with the publisher and the subscriber in 

the Content centric network environment has been illustrated in Figure 2. 

 
Figure 2: An IoT communication framework for CCN. 
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In the proposed protocol, an Interest packet is required to send the 

content request, a content packet to send content and a manifest packet for 

exchange of access control information among the publisher, GWN and 
subscriber. The proposed protocol includes: System initialization phase, 

signature generation and verification phase, Mutual Authentication and 

session key agreement phase. The details of each phase of the protocol is 

illustrated in the following subsections. The description of the notations to be 
used in the proposed protocol is presented in Table 1. 

Table 1: Notations and their description 

Notations Description 

GWN Gateway node 

h(.) A secure one-way hash function 

p Large prime number 

Zp A finite field 

Ep(x,y) Elliptic curve 

G Generator point of order n 

IDu Identity of the subscriber 

IDi Identity of the publisher 

s Random number is chosen by the GWN that acts 

as a private key 

Pb The public key of GWN 

ri The private key of the subscriber 

Pu The public key of the subscriber 

rj The private key of the publisher 

Pi The public key of the publisher 

si Signature of the subscriber 

sj Signature of the publisher 

SK Session key between the subscriber and publisher 

R1 A random number is chosen by the subscriber 

R2 A random number is chosen by the publisher 

 

3.1 System Initialization Phase 
 

An elliptic curve Ep (x, y) over Zp  having a prime order p, Generator 

point (G) and a secure one- way hash function h where h: {0,1}
*
 -> Zp

*
 is 

selected by GWN. The Gateway node randomly chooses a secret s ∈ Ep(x, y) 

and the public key is computed as Pb = s.G. Thus, the gateway node 

broadcasts the security parameters as {Ep (x, y), p, G, Pb, h} in the content 
centric network within which the IoT system operates. 

 

3.2 Signature Generation Phase 
 

GWN selects a random number s as a private key between the range 1 to 

n-1 and calculates its public key Pb=s.G. For the subscriber, the GWN selects 

a random number ri and the public key for the subscriber is calculated as Pu =  
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ri.G. GWN then calculates a signature for the subscriber using a signature 

function si (ri, IDu, s). For the publisher, the GWN choses a random number 

rj ∈ 1< rj < n-1and calculates the public key for the publisher Pi= rj.G. GWN 
then calculates a signature for publisher using the signature function sj (rj, 

IDi, s). 

 

3.2.1 Signature of Subscriber 
 

si= ri 
-1

[ri.h (IDu) + s] 
The signature si and the public certificate of GWN (Pb) are preloaded in the 

subscriber, and the public certificate of the subscriber (Pu) is made global to 

the network. 

 

3.2.2 Signature of Publisher 
 

sj= rj 
-1

[rj.h(IDi) + s] 
The signature sj and public certificate of GWN (Pb) are preloaded in the 

publisher, and public certificate of the publisher (Pi) is made global to the 

network. 

 

3.3 Signature Verification Phase 
 

The signature verification phase is performed by the subscriber and the 
publisher to check whether the signature si and sj have been generated and 

loaded into the subscriber and the publisher properly. The node uses its Node 

identification, public certificate, and the public certificate of the GWN to 
authenticate the correctness of its signature. 

 

3.3.1 Subscriber Verification 
 
si= ri 

-1
[ri.h(IDu) + s]           ….(1) 

                  ri = si
-1

[ri.h(IDu) + s]                                  Multiply both sides by 

Generator G 
Gri = Gsi

-1
[ri.h (IDu) + s]                                                                      …… (2) 

      =si
-1

.Gri.h (IDu) + si
-1

.G.s       where Gri is the public certificate of 

subscriber and G.s is the public certificate of GWN. 

      =si
-1

.h (IDu). The public certificate of the subscriber + si
-1

. The public 
certificate of the GWN. 

The subscriber verifies the signature si given in equation (1) by 

calculating the Right Hand Side value of equation (2) and then compare it 
with Left Hand Side. If the equation given in (2) is satisfied then the 

signature value si of the subscriber is verified. 
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3.3.2 Publisher Verification  
 

sj= rj 
-1

[rj.h(IDi) + s]                                                         ….(3) 
rj = sj

-1
[rj.h(IDi) + s]                                  Multiply both sides by Generator G 

Grj = Gsj
-1

[rj.h (IDi) + s]                                                   … (4) 

=sj
-1

.Grj.h (IDi) + sj
-1

.G.s     where Grj is the public certificate of 

publisher and G.s is the public certificate of GWN. 
=sj

 -1
.h (IDi). The public certificate of the publisher + sj

-1
. The public 

certificate of the GWN.    

The publisher verifies the signature sj given in equation (3) by 
calculating the Right Hand Side value of equation (4) and then compare it 

with Left Hand Side. If the equation given in (4) is satisfied then the 

signature value sj of publisher is verified. 
 

3.4 Mutual Authentication and Session Key Exchange Step 
 

There is a mutual authentication between subscriber and GWN and 
finally, a secret session key is agreed between the subscriber and GWN. The 

mutual Authentication and Session key Exchange Step of proposed protocol 

is given below:  
Mutual Authentication and Session key Agreement Phase: 
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4 Informal Security Analysis 
 

In this section, an informal security analysis is done to ensure that the 

scheme is secure and resilient against different types of cryptographic 
attacks. 

 

4.1 Node Capture 
 

Important security material such as the private key is not accessible to 

the respective nodes as it has been embedded in the signature of the node 
which is hard-wired. Therefore, any attempt to retrieve the private key by a 

process of node capturing by an adversary is not possible. The extraction of 

private key from the signature would be Elliptical Curve Discrete Logarithm 

Problem. 
 

4.2 Confidentiality 
 

Since there is an insecure channel for communication, an attacker can 

alter the data between the nodes. Therefore, it is important to assure that the 

data is kept confidential. This scheme is secure against confidentiality 

property because the secret key, content, session keys are encrypted or 
masked using one way hash function or digital signature. 

 

4.3 Mutual Authentication 
 

Another important network security parameter is Mutual Authentication 

in which the source and the destination have to authenticate each other. In the 
proposed scheme, after receiving the message request {Interest, Manifest, si  
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(GR2+riG), siG, GR1} from the subscriber, the GWN will verify si 

(GR2+riG) = (si.G).R2+ si (G.ri). The GWN computes the RHS of the above 

equation. The GWN can calculate (si.G).R2 as GWN knows R2.  
si (G.ri) = ri 

-1
[ri.h (IDu) + s] (G.ri) 

            =Gri. h(IDu) + G.s is signature dependent of subscriber in addition to 

the public certificate of subscriber (riG) and GWN (G.s). If LHS=RHS, the 

GWN authenticates subscriber. Similarly, the GWN sends {Content, H 
(Content), Rg, E (SK (Content)), GR2} to subscriber. The subscriber 

calculates Session key SK= R1. Rg using Rg. The subscriber decrypts the 

content as D (SK ESK (Content)). The subscriber then computes the hash of 
decrypted content as Hash (Content) and tests whether computed Hash 

(Content) = received Hash (Content). If so, the GWN is authenticated, the 

Session key is established and the content received is approved. Hence, 
mutual authentication is ensured between the subscriber and the GWN.                                                                             

 

4.4 Man-in-the-Middle Attack  
 

When there is a communication among nodes, an attacker captures the 

message, alters it and forwards it for its own purpose. This scheme resists 

man-in-the- middle attack since mutual authentication occurs between the 
subscriber and the gateway. The exchange of nonces R1 and R2 in the form 

of points on the curve providing ECDLP hardness, between the 

communicating parties ensures mutual entity authentication and therefore 

thwart this attack. 
 

4.5 Replay Attack  
 

In a replay attack, adversary capture network packets from a genuine 

node and later resends it to the intended recipient impersonating himself as a 

legitimate user. The random numbers R1 and R2 chosen by subscriber and 
GWN are changed during each session. Thus, the scheme adopts a dynamic 

random mechanism to assure the information freshness of messages and 

resists the replay attack. 

 

4.6 Known Session Key Attack 
 

In this attack, the information of the earlier SK reveals the SK of the next 
sessions. In this scheme, an attacker cannot calculate SK= R1.R2.G.s as it is 

calculated using randomly chosen numbers R1 and R2 that are changed by 

the subscriber and the GWN in each session. Thus, this scheme withstands 
the known session key attack. The SK could be derived from the x 

component of Session Key, which is a point on the curve. 
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4.7 Perfect Forward Secrecy 
 

Another network security parameter is perfect forward secrecy which 
assures that the session keys are secure even though the long term secret keys 

are compromised. In this scheme, session key is computed as SK=R1.R2.G.s 

using ephemeral random numbers R1 and R2 chosen by the subscriber and 
the GWN for each session. Even if subscriber long term secret key is 

compromised, an adversary is not able to calculate the previous session key 

because of the ephemeral random numbers. Thus, our scheme provides 
perfect forward secrecy. 

 

4.8 Brute Force Attack 
 

In this attack, an attacker tries to guess all the possible keys. In this 

scheme, the session key is a point on the elliptic curve and is computed as 

SK=R1.R2.G.s using three secret random numbers R1 and R2 and s from Zp
*
 

chosen by the subscriber and GWN for each session. It is computationally 

not feasible for an adversary to predict the SK without knowing three secret 

numbers due to the hardness of the ECDLP. Hence, our protocol is secure 

against brute force attack. 
 

4.9 Impersonation Attack  
 

The impersonation attack is another network security attack in which an 

adversary impersonates himself as the identity of the legal user for gaining 

access to confidential data. In the proposed scheme, to impersonate a 
subscriber in the authentication phase, an attacker has to calculate si 

(GR2+riG), siG, GR1. It is computationally not feasible for an attacker to 

guess all these parameters. Hence, our protocol can resist impersonation 

attack. 
 

4.10 Anonymity  
 

In our scheme, an adversary cannot obtain the identity IDu because the 

subscriber does not send the identity IDu through public channels. The GWN 

calculates a signature for the subscriber using signature function si (ri, IDu, 
s). Thus, our scheme withstands anonymity attack. 
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5 Formal Security Verification and Simulation Using 
Scyther Tool                                                                                                               
 

In this section, the proposed protocol is simulated with the help of a well-

known Scyther tool. The Scyther is an automatic tool for the formal analysis 
of authentication protocols to test that the network security protocol is 

resilient against various types of attacks. 

As an input, Scyther takes a security protocol description that allows for 

specification of security properties known as claim events and output outline 
report and graph for each type of attack [11]. The proposed scheme is written 

in Security Protocol Description Language (SPDL).  

The scheme specification defines the sequences of roles of the 
subscriber, the Gateway node and the publisher. Each role includes event 

sequences such as send, receive, claim events and declarations. The security 

characterization result and the security verification result of our scheme using 
the Scyther tool is shown in Figure 3 and Figure 4. The results show that 

there were no attacks achieved on any of the claims given in our proposed 

scheme.  

 
Figure 3: Security characterization result. 

 
 

Figure 4: Security verification result using the Scyther tool. 
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6 Performance Analysis Based Upon Security And 
Functionality Features 
 

The comparison of security and functionality properties of the proposed 
scheme with other relevant schemes is shown in Table 3. From the table 

given below, it is visible that the existing protocols are prone to different 

types of attacks. The scheme is resilient and secure when compared to other 
relevant protocols and provides more security. 

 
Table 3: Comparison of Security and Functionality properties of the proposed 

scheme with other relevant schemes 

Security Features Qi et al[4] Park et al[5] Adhikari et al [6] Zhou et al 

[7] 

Pelaez et al[8] Lara et al [9] Proposed 

protocol 

Mutual 

authentication 

No Yes Yes No No Yes Yes 

Forward Secrecy Yes Yes Yes No No Yes Yes 

Man in the middle 
attack  

Yes Yes Yes No No  Yes Yes 

Operates fully on an 

insecure channel 

No  No No No No No Yes 

Resists replay attack No Yes Yes No  No  Yes Yes 

Resilient  

to impersonation 

attack  

No  Yes Yes No No Yes Yes 

Known session key No  Yes  Yes  No  No  Yes Yes 

 

Anonymity No Yes No Yes No Yes Yes 

Usage of ECC Yes Yes Yes No No No Yes 

Usage of Elliptical 

Digital Signature 

No No No No No No Yes 

 

7 Conclusion 
 

       In this paper, a lightweight mutual authentication protocol for the 

Internet of things in Content Centric Network (CCN) is proposed. The 

protocol is based upon Elliptical Curve Cryptography Digital Signature using 
a novel signature scheme. The proposed protocol can be operated in an 

insecure channel and a comprehensive security analysis guarantees that it is 

secure against numerous cryptography attacks. The notable feature of the 
proposed scheme is that the nodes are not able to access important security 

material like private keys as it is embedded in signatures from which its 

retrieval is safeguarded by the hardness offered by ECDLP. Each node can 

ascertain the correctness of its signature and verification at the time of its 
deployment by making use of its public certificates.  
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Furthermore, the formal verification of the scheme is done with the help 

of the Scyther tool. Finally, we examine the performance comparison with 

other relevant existing schemes and it is proven that the scheme meets 
mutual entity authentication requirements to thwart some of the commonly 

known attacks that an IoT could be vulnerable to in an in-secured 

environment.  
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