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Abstract 
 
The internet is an interconnected network of all the system distributed across 
worldwide. This kind of phenomenon allows diverse kinds of users to access 

any information reside in these connected systems. This facilitates dishonest 

users to establish their mischievous activity to the legitimate users. So in this 
paper, a deep learning model such as deep neural network (DNN) is used to 

discriminate dishonest users from the normal users based on the recorded or 

previous logsnetwork traffic from the system. The performance of the model 

is evaluated using the quality measures such as accuracy, validation 
accuracy, loss and validation loss. The designed model achieves 91.8% of 

accuracy rate with 0.257 of losses. 

 
Key words: Anomaly detection, dishonest user, deep neural network, 

trustworthiness, security. 

 

1 Introduction 
 

The rapid development in the internet technology improves all the fields 

such as defense, medical, industries, automobile etc. It stands as a major 
source for information sharing to all the users spread across the 

globe.Meanwhile, this development gives pathway to the hacker or dishonest 

users to launch their mischievous activity such as phishing, eavesdropping, 
Denial of Service, flooding, Data Theft and web spamming. This shows that  
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there is an emergency to design an efficient dishonest behavior detection 

system is highly recommended for the online network.Most commonly the 

design of predicting the activities of mischievoustechniques faces two 
difficulties and they are mentioned below: 

1. There are a lot of difficulties to generate the genuine rating from 

the internet users. If it is generated also, it is not possible to compare with 
any genuine data. 

2. The behaviors of the dishonest users wereattacked by the defense 

system. 
To overcome these aforementioned challenges, the main contribution of 

this work was focused on to evaluate the designed model using real time as 

well as highly acknowledged dataset.Secondly to classify the untrustworthy 

user behavior from trustworthy users using deep learning technique. 
Nowadays deep learning techniques seeks higher attention rather than 

machine learning techniques. Deep learning techniques tend to handlehigh 

dimensional datasets in an efficient manner. Since deep learning techniques 
havea number of hidden layers, it is easily capable of achieving higher 

accuracy rate than the traditional machine learning techniques. In this work, 

the most commonly used deep learning technique for classification namely 

deep neural network is deployed. 
The organization of the paper can be given as the section 2 describes 

about the relevant work done in the area of predicting the behavior of internet 

users. Section 3 explores about the steps involved in the proposed solution. 
Section 4 demonstrates the results and implementation of the proposed model 

along with its inference. Section 5 tells about the conclusion of this paper. 

 

2 Literature Survey 
 

In this section, the existing solution which addresses issues of dishonest 
behavior detection in online networking.Javier et al [1] proposed a design to 

detect dishonest behavior in on-line network by incorporating a graph based 

ranking techniques.Here author concerned about web spam detection and 
building of trust model for social networking, so two kinds of graph has 

according to his problem statement.Yang et al[2] proposed a model to detect 

the unfair rating system in order to increase reliable rating system, so they 

establish online rating challenge to achieve this goal.Author designed a 
signal based unfair rating detecting system.Davinson et al [3] suggested a 

model to address the internet issue so called phishing for online user’s 

security. Author utilized the psychological method to handle this issue 
because always individual human’s behavior play vital role to protect them 

selves from attack emerged fromdishonest users evolve in the web space.  

Iltaf et al [4] identified a new methodology fordetecting the dishonest 
recommendation using indirect trust computation. In order to segregate the 

dishonest recommendation, authors has incorporated dissimilarity  
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measurement between any two subsets and this designed solution has 

evaluate against three simulated attacks which are commonly faced by 

recommendation systems.Ruth et al [5] suggested a modelusing protection 
motivation theory within the class of social cognitive theories to enhance the 

protection of online social network.Yuhong et al [6] presented a model to 

protect the online reputations systems from collusion behavior. The Author 

has designed a rating Challenge has deployed to extract unfair feedback 
rating data from the internetusers. This designedsystem wasundergoing many 

experiments using real attack data. This method has more capability to 

capture collusion behaviors, hence it is essentially degraded the influence of 
the mischievous attackers.Rami et al[7] performed a brief study on the 

effectiveness of an attack on the anonymity of Internet users by a group of 

collaborating eavesdroppers even though those networks were protected in a 
centralized manner.Aggeliki et al [8] suggested many recommendations for 

online security which concentrated on decision making regarding single end 

user rather than group users.Author introducescreative ideas in depth 

knowledge in information security interms of security decision making and 
establishes many ideas towards network protection for on-line users.Ganguli 

et al [9] presented a graph based methodology to a form friend suggestion 

recommender system based on the extracted user attributes and their history 
records in online social networks.Howe et al [10] reviews the parameters that 

influence the decision which taken by the home users relevant to the risky 

behavior. Author discussed about the many types of threats, perception of 

risky behavior and attitude of the home user towards security 
interventions.G.Poonkuzhali et al [11] proposed a quantitative based 

approach based on two way rectangular representation and trust rating using 

signed approach for retrieving related web contents.At the end of this survey, 
it can conclude that incorporation of the deep learning to detect dishonest 

users is not deployed in any of the above literature surveys.  

 

3 Framework of the Proposed Model 
 

Figure 1 illustrates about the overall system architecture of the proposed 
model and each stageinvolved in the proposed methodology are data 

preprocessingandclassification stage. These stages are described below  

 
Figure 1: Architecture of Proposed Model 
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3.1 Data Preprocessing 
 

The values of the dataset are normalized by Min-Max normalization 
technique to ease the process of classification. 

                                                  (1) 

Using Eq. (1) min-max normalization has been calculated for all values 
in the dataset to scale in the range of [0 1].Whereas max, min are considered 

to be initial value and the variables max’, min’ are considered as newly 

calculated instance. This stage improves the accuracy of classification 
process using deep learning technique. 

 

3.2 Classification Stage 
 

In this stage, the instances of untrustworthy users are discriminated from 

the trustworthy users using deep neural network.The deep neural network is a 

variant of a feedforward network with an input layer and the output layer. 
There will be many hidden layers in between input and output layers. The 

number of hidden layers can be tuned according to the performance of the 

algorithm. DNN(deep neural network) accomplishes its task by incorporating 
the required mathematical function on the given hidden layers. The 

relationship involves among these layers can be linear or nonlinear based on 

the application it gets varies.This algorithm allocates different weights for 

each layer used in DNN. The value of the weight is said to be dynamic 
because this value keeps on changes until the algorithm derive a meaningful 

pattern from the input layer. Likewise here honest and dishonest internet 

users were classified using DNN based on their rating given for them. The 
figure 2 shows the architecture of DNN used for this classification purpose, 

whereas it explores about the change of parameters flows at each layer. In 

this architecture, the number of neurons given to input layer is 4 and for 

output layer is 1. 
 

Table 1: Hyperparameters of DNN 

Hyperparameters Values 

Number of Hidden layers 10 

Epochs 12 

Batch Size 50 

Loss Function Binary cross entropy 

Optimizer Adam 

Activation function Input and Hidden Layer- Relu 

Output Layer-Sigmoid 

Metrics Accuracy,Loss 
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Table 1 demonstrates about the tuned values for hyperparametersgiven 

for the DNN. Based on many experiments and analysis, these 

hyperparameters were selected for this deep learning classifier. Some of the 
above mentioned parameters are explained below: 

 

3.2.1 Binary Cross Entropy 
 

Cross Entropy is a loss function used to measure the efficiency of 

classification model in terms of probability values. If the predicted value is 

close to correct label then the loss value will be less or else its loss value will 
be more.Binary cross entropy is especially for binary classification where 

number of classes or label is 2. 

 
Figure 2: Architecture of DNN 



                                                                                                                  
 

 

 
 

 

 
5039 P.Gnanasambandan et.al 

 

3.2.2 Adam Optimizer 
 

Adam is an optimization algorithm which is frequently used in deep 
learning techniques to tune the weight for each layer in an optimized 

way.This technique is an replacement for traditional technique like stochastic 

gradient descent (SGD). It overcomes the former technique in many ways, so 
adam is opting for this classification model. 

 

3.2.3 Relu Activation Function 
 

Rectified Linear Unit (Relu) has been an activation function always very 

familiar deep learning techniques because of its monotonic nature interms of 

its function and derivative. 
 

3.2.4 Sigmoid Activation Function 
 

This activation function is always used to flatten the values of the vector 

in the range of 0 to 1.So this function is feasible to classify the data into two 

categories for binary classification at the output layer. 

 

4 Result and Discussion 
  

This model is implemented in the python 3.7 software environment using 

the package keras with tensorflow as backend on the i3 core 2.30GHz 

processor in windows 8.1(64-bit) operating system.  

 

4.1 Dataset Description 
 

This dataset is specially designed to track the behavior of all the internet 
users by analyzing the activities on the on-line network on the basis of the 

below described input parameters. This dataset can be evaluated against three 

attacks namely Ballot Stuffing (BS), Bad mouthing(BM), and Random 
opinion (RO).The aforementioned input attributes are listed below: 

 CT (Counting Trust):This count shows the number of 

trustworthy transactions  

 CU (Counting Un-trust): This count shows the number of many 

untrustworthy transactions  

 LT (Last Time): It is used to take into account on the date at 

which the last experience in a specific context took place. 

 TC (Transactions Context): This parameter shows the type of 

transaction has been done.  

 TS (Trust Score): It is the score that a user gives a rating score to 

another user at the end of each direct communication. 
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Figure 3: Value distribution of input attribute a)CT  b)CU  c)LT 

In figure 3 ,the value distribution which lies between 1 to 4 of input 

attribute Counting Trust(CT) , Counting unTrust(CU) and Last time(LT) was 

visualized. For this classification purpose, an output attribute was added 
manually named as a class such that the instances are which are indicated as 

trustworthy fair and trustworthy unfair was labelled 0(honest users) , whereas 

the instances are which are indicated as untrustworthy fair and untrustworthy 

unfair was labelled 1(dishonest users) 

 
Figure 4: Training Vs Testing Accuracy 
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Figure 5: Training Vs Testing Loss 

 

4.2 Evaluation 
 

The performance metrics used to evaluate the classifier are described 

below with the help of following parameters: 

 True positive(TP) is the number of  dishonest users correctly 

detected as dishonest  

 True negative(TN) is the number of honest users correctly 

detected as the honest ones 

 False Positive (FP) is the number of honest users wrongly 

detected as dishonest users 

 False Negative(FN) is the number of dishonest users wrongly 

detected as honest users 

 

4.2.1 Accuracy and Validation Accuracy 
 

The accuracy of the model can be defined as the total number of 

correctly classified instances in the given dataset. Equation (2) is used to 

calculate the accuracy of the classifier.Validation accuracy is the accuracy 
generated at the time of testing. 

                                                                       (2) 

 

 
 

 



                                                                                                                  
 

 

 
 

 
Predicting the Trustworthiness of Internet Users using Deep Neural Network in 

Green IT World 5042 

 

4.2.2 Loss and Validation Loss 
  

Loss is the measure of wrong detection done by the classifier whereas 
validation loss is same as loss but it measured at the time of testing period. 

The figure 4 illustrates how the quality metric accuracy has been for 12 

epochs on both testing and training stage. In the same way, figure 5 explores 

the values of loss function for 12 epochs on both testing and training stage. 
Both of figures 4 & 5 has the two curves were tending to have approximately 

same kind of distribution. This shows that this proposed model was not 

neither overfitting nor underfitting. 
 

5 Conclusion 
  

By implementing the deep learning architecture, the discrimination of 

dishonest internet users from the normal users. Always deep learning 

techniques tend to give more accuracy than the traditional machine learning 
techniques. Since this model is based on deep learning, it does not require 

any feature extraction techniques separately. To the best of our knowledge, 

this work has stood as an initiative to deploy deep learning technique for this 

problem statement. This work can be further extended by testing this model 
with some even more efficient and huge amount of dataset to test its 

reliability. 
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