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Abstract 
 
Cyber bullying is a sort of bullying or harassment done by sending or 
forwarding messages of an intimidating or harassing nature using electronic 

communication. Social networking services like WhatsApp, Twitter and 

Instagram are used for cyber bullying. The misuse of these social networking 
services has given rise to many forms of violence and aggression that occurs 

online. This issue has been affecting the people past many years, especially 

the youngsters. Cyber bullying prediction promotes a safe environment in 
social media. Social media platforms act as a medium for the attackers to 

attack their victims easily. Through machine learning, the language pattern of 

the attackers or the bullies can be detected. From this it can be predicted if 

the language pattern used is a bullying text or a non-bullying text. The data 
which is collected from Twitter contains bullying content and non-bullying 

content. After going through various approaches like the Support Vector 

Machine (SVM) and Naïve Bayes, Convolutional Neural Networks was 
found to be the best approach. The CNN approach helps to achieve greater 

accuracy compared to the other approaches and also helps to reduce noise in 

the data and to reduce data sparsity. 
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1 Introduction 
 

Social media services are a means of great tools to connect with people 

all over the globe [1]. These social technologies have become responsible for 

bringing an enormous change in user data, social networks [2]. But these 
social media platforms also act as a platform for the attackers to misuse it 

and to find unethical ways to use it. It has been observed that people, mainly 

adults and teenagers, are exploring various paths to harass each other using 

the social media platforms. In the study conducted by Symantec, close to 
25% of parents are unaware that their children are involved in cyberbullying 

incidents [3]. 

Cyberbullying is a serious health problem [4] as it can be easily 
committed misbehavior irrespective of the geographical location and without 

even confronting the victims directly. Bullies only require willingness and a 

medium to perform the misbehavior [5]. Cyberbullying has increased the 
threat of children and adults being attacked by threatening or harassing 

incidents which includes abusive behavior, depression and suicidal 

tendencies [6]. Victims are reachable 24/7 on social media and this makes it 

easier for bullies to track or follow their victims. 
Studies have demonstrated that online platforms show increased activity 

of bullying attacks, which is the main cause for concern. Cyberbullying will 

cause a negative impact on the victim. The negative impacts can be 
performance degradation in academics, low self-esteem, psychological and 

physical health deterioration, depression, fear, sadness some serious cases 

may also lead to suicidal attempts. The victims find it difficult to stop the 

spread of such activities. 
The key factor to protect the victims from such effects is early detection 

of cyber bullying. Successful detection depends on effectively collecting the 

social media posts of the different users and running the posts through the 
predictive model to detect the bullying content and to ensure that if there is a 

presence of bullying content the post is deleted [7]. To Handle this problem, 

cyberbullying messages are detected by data collection and feature 
engineering. This will help prevention of such attacks from occurring as the 

system can respond faster. To handle this problem, a machine learning 

approach is proposed. The contribution made is twofold: first Tokenizer is 

performed and second, the classifier is applied on the obtained result of step 
one. 

This paper deals with the topics like survey from existing papers, 

methodology of the proposed work, execution of the task, results achieved 
after implementation and the conclusion of the work. 
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2 Related Work 

 
There are various ways to build the cyberbullying prediction model. 

Semiu Salawu and Yulan He has developed a model that utilizes NLP and 

ML algorithms to find the nature of a bullying textual content. As in 
cyberbullying detection process starts with having a dataset from the social 

media platforms, the collected dataset undergoes pre-processing which 

checks the quality of data and passes the data to the classifier. The major 

drawback of this approach is that the explicit variable is having a 
classification in the test dataset and this is not observed in the training 

dataset, hence the model is assigned zero probability which makes it difficult 

to make the prediction.The work on identification of cyberbullying is carried 
out by a very small number of research teams. The features from the dataset 

are extracted after preprocessing and cleaning phase and then it is passed on 

to the learning algorithm. It is composed of an algorithm for detecting the 
behavior of the users. The knowledge is given as a Fuzzy Rule set. This 

model isn't a suitable method as it may not find the optimal solution to all 

cases of the problem.A recent paper describes similar work done by Cynthia 

Van Hee, where two cores were used for collection of data from the social 
networking sites. The annotators were asked to perform the detection of the 

fine-grained text messages connected to cyberbullying and these messages 

through Support Vector Machine. The classifier was optimized for feature 
type and hyperparameter combinations. SVM is not suitable for handling 

massive amounts of data and is subjected to more noise. 

 

3 Datasets 
 

This section describes the collecting and labelling of the dataset that is 
used in this model. 

 

3.1 Dataset Collection 
 

The data collection is taken from different social media texts, especially 

Twitter. Twitter is a social networking platform on which the users interact 

and post with various people all round the world. Twitter uses the Short 
Message Service or the mobile application services. The labels for the texts 

are 0 and 1. Where 0 indicates non-bullying and 1 indicates bullying. 

 

3.2 Dataset Annotation 
 

The dataset used consists of two fields, the texts and the labels. The texts 

indicate the posts from various users and the label is the indicator of the 
presence of bullying content or not. The dataset is of size 64141 and with a 

batch size of 32. 
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3.3 Types of Cyber Bullying 
 

Cyberbullying contents are divided into various forms such as implicit 
and explicit forms, direct and indirect forms and verbal and nonverbal forms, 

flaming, trolling and denigration. The actors involved in the model are the 

victims, users, bullies or the attackers. 
 

4 Proposed Work 
 

The algorithm used for building the proposed cyberbullying prediction 

model is convolutional neural network (CNN). Here each neuron of one layer 

is connected to every neuron of the next layer and is hence referred to as 
fully connected networks. Convolutional neural networks are a part of 

artificial neural networks.   

 

4.1 Convolutional Layer 
 

Convolutional layer comprises a bundle of convolutional kernels wherein 

each and every neuron will behave as a kernel. It is the input layer. This is 
the very basic unit of CNN. The user-specified parameters enter this network 

through this layer. A convolutional layer should have the following: width 

and height are used to define this layer number of entry and exit channels. 
Convolutional layer accepts the input and the output is sent to the very next 

layer. Every convolutional neural act on the data for its respective portion of 

the sensory space. The tokens from each comment from the cleaned dataset 

are passed as input to this layer. 
 

4.2 Rectified Linear Unit (Relu) Layer 
 

Saturation problem is dealt with, several proposals of non-saturated 

activations. One such non-saturated activations is Rectified Linear Unit - 

(ReLU). The activation function that is most popularly used in neural 
networks is the ReLU layer. It converts negative values to zero. ReLU 

increases the decision functions’s nonlinear properties and thereby that of the 

entire network. ReLU is quick to evaluate. Introducing nonlinearity to a 

system that has just been computing several linear operations during the 
previous convolution layers is the main purpose of this layer. ReLU 

layers work far better and train a lot faster without causing much change in 

the accuracy values. 
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4.3 Pooling Layer 
 

Convolutional neural networks consist of global or local pooling layers. 
The data size is reduced by combining the neuron clusters outputs at one 

layer into a single neuron in the next layer. The entire convolutional layer 

neurons are acted upon in the Global Pooling step.  The maximum value 
from each of a cluster of neurons at prior layers are used in Max pooling. 

Average values from each of a cluster of neurons are used in Average 

Pooling in prior layers. For implementing pooling many nonlinear functions 
are used and max pooling is the most popular. Reduction of the number of 

parameters, spatial size of the representation, amount of computation in the 

network, memory footprint and for control overfitting, pooling layers can be 

used and are found to be beneficial in the above applications. Inserting 
pooling layers between successive convolutional layers in CNN is very 

common. To the output of each of the convolutional neural network layers 

global max pooling is applied. The pooling layer is useful in reducing the 
resolution of the features. It makes the features robust against noise and 

distortion. 

 

4.4 Fully Connected Layer 
 

Here, every neuron in one layer is connected to every other neuron in 

another layer. High-level reasoning is done after many convolutional and 
max pooling layers, through these fully connected layers. The three 

convolutional neural network layers are concatenated together. Their output 

is passed to the first densely connected neural network. The output sentiment 
is predicted by the second densely connected neural network as it contains 

only 2 classes. 

 

5 Methodology 
 

The proposed approach has been represented within Figure 1. It includes 
three stages viz., Pre-processing, feature extraction and lastly, classification. 

 

5.1 Tokenization 
 

In tokenization, the text is taken for input as complete sentences or 

paragraphs and the output obtained is separated words in the form of list. 

 

5.2 Lowering Text 
 

Here the separated words obtained in the form of list as output from 
tokenization is taken as input and each letter is then converted to lowercase. 

Ex. “THAT IS BEAUTIFUL” is converted to “that is beautiful”. 
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5.3 Cleaning 
 

Pre-processing holds this step as an important part. In this step, text is 
cleaned from encoding characters and stop words such as \t and \n. These 

stop words and encoding characters are not of much use to the classifier as 

they won’t give any meaningful information. 

 

5.4 Word Correction 
 

Here Microsoft Bing word correction API is used. It accepts a single 

word at a time and returns a JSON object. Step two in the Model that has 

been proposed is Feature extraction. Here the data which is in text format is 

converted to an appropriate form required to provide as input to machine 
learning algorithms. Initially input data features are extracted and then they 

are placed in a list. This list is a list of features.  

Classification step has been regarded as the last step of the approach that 
has been proposed. Here the features that are extracted are provided as input 

to the classification algorithm. The classification algorithm serves the 

purpose of training and testing the classifier which is finally used in the 

prediction step. Here both SVM classifier and Neural Network classifier are 
used.  

 
 

Figure 1: Flow Chart – Cyberbullying Prediction Model 

 

6 Result 
 

Classifiers Neural Network and SVM are used in the literature. The 
dataset is pre-processed and then the features extraction is done. Then the 

dataset is split in the ratio (0.8, 0.2) for training and testing. Performance 

measures taken to evaluate the classifiers include recall and precision, f-score 
and accuracy. Accuracy of Support Vector Machine and Neural Network has 

been summarized in Table 1. 
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Table 1: SVM and NN Accuracy 

Classifier 2-Gram 3-Gram 4-Gram Average 

SVM 89.42 % 89.9% 90.3 % 89.87% 

Neural Network 91.9 % 92.8% 91.6 % 91.76% 

 

After the dataset is preprocessed, the step as shown in Section III is 

followed and the features are extracted. 
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Figure 2: Accuracy - SVM and NN Comparison 

 

Along with accuracy, Table 2 summarizes the precision of Support 
Vector Machine and Neural Network classifiers and Table 3 shows their 

evaluation with respect to recall. Table 4 shows the evaluation of both of 

their (SVM and NN) f-scores. The two classifier’s f-score is represented in 
the different language model. 

 
Table 2: Recall of SVM and NN 

Classifier 2-Gram 3-Gram 4-Gram Average 

SVM 89.42 % 90.3 % 90.8 % 90.1 % 

Neural Network 91.6 % 91.5 % 92 % 91.7 % 
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Table 3: Precision of SVM and NN 

Classifier 2-Gram 3-Gram 4-Gram Average 

SVM 89.42 % 89.5 % 90 % 89.6 % 

Neural Network 93 % 92.5 % 91.7 % 92.4 % 

 

Table 4: F-score of SVM and NN 

Classifier 2-Gram 3-Gram 4-Gram Average 

SVM 89.42 % 89.8 % 90.3 % 89.8 % 

Neural Network 92.2% 91.9 % 91.8 % 91.9 % 

 

From the results of average accuracy of 91.76% and average f-score of 

91.9% it can be concluded that CNN performs better than SVM. The results 

show that the proposed CNN model outperforms compared to all other 
classifiers. It can be considered more accurate as compared to other 

approaches. Figure 4 gives the comparison between the proposed classifier 

and related classifier for accuracy. Figure 5 shows comparison between the 
proposed classifier and the related classifier in terms of F-Measure. 

 
Figure 3: Accuracy - Best Classifiers Comparison 

 

 
Figure 4: F-Measure - Best Classifier Comparison 
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7 Conclusion 
 

A Convolutional neural network consists of one or more convolutional 

layers. It is primarily used for image processing, classification, and 

segmentation. The steps that have been followed are feature extraction, 
preprocessing wherein tokenization is done and finally classification using 

the CNN prediction model. An accuracy of 91% is achieved using CNN 

model as compared to SVM and Random Forest model. This is mainly 

because CNN approaches provide more flexibility. Hence the conclusion is 
that CNN is the most appropriate algorithm for the application. 
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