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Abstract 
 
Video surveillance using CCTV are more popular these days and used for 

monitoring and safety purposes.  The purpose of CCTV is mainly for 

preventing threats by identifying strangers holding knife through face 

recognition [1].  Here we process the identification with automated detection 
and recognition of strange situations from the captured images of CCTV 

systems using proposed algorithm that gives an alert to the operator when a 

knife is detected. Hence, the design of knife detection and recognition 
algorithm based on visual descriptor, machine learning, and image descriptor 

and image classifiers. A major drawback in the existing system includes 

imposing excessive load to human operator by viewing more number of 
cameras to monitor all happenings in the specified camera range for the sake 

of identifying threats. To overcome this, our proposed system monitors only 

the footage of the happenings without any warning or alarming. For  

 
Journal of Green Engineering, Vol. 10_9, 5788–5802. 
© 2020 Alpha Publishers.All rights reserved 



                                                                                                                  
 

 

 

 

 

 

5789 Sushma S. Jagtap et.al 
 

implementation, object recognition technique is used which can 

automatically detect and recognize the dangerous situations involving knife 

images. Object recognition makes use of image descriptors and image 
classifiers for feature extraction and prediction respectively. The other 

drawback in the existing monitoring system with respect to human safety 

measures includes usage of controller with a GSM/GPS module interfaced in 

order to send alarm or message whenever a danger is detected. This has some 
shortcomings when message is delivered with long delay to intended 

recipient. This happening will lead to life threat for the human who got 

caught with the stranger. To overcome this issue, our work, focuses on 
automated knife detection and face recognition of dangerous situations 

involving knife and face images captured using CCTV systems in a real time 

environment to alert the human operator for rescuing the person at the 

earliest from strangers. 
 

Key words: CCTV, GSM, GPS, machine learning, object recognition, 

ANN. 

 

1 Introduction 
 

Image processing techniques are widely used in object recognition at 

risky environment for the sake of alerting the human operators to rescue the 

affected persons at the earliest. The proposed system includes module which 

captures footage. The image processing techniques are used to identify the 
threats and prevent them on a larger scale. In image processing, object 

recognition technique is used to automatically detect and recognize the 

dangerous situations involving the knife images [1] [3] [4]. Object 
recognition makes use of image descriptors and image classifiers for feature 

extraction and prediction respectively. To understand the image contents, we 

apply image classification techniques which includes computer vision and 
machine learning algorithms [2] extracting the features of image. It is to 

assign a label to an image to interpret contents of the image and returning to 

the user in human readable form. Machine learning is a concept of training 

the machine by using a predefined dataset. With respect to the output we re-
train the machine to prevent predictions which are not proper and allowing 

the machine to learn from its mistakes. By this method we can improve the 

performance of the machine. Deep learning is the broader term of machine 
learning which can be supervised based on results required. The advantage of 

deep learning algorithms is to learn high level features for domain expertise 

feature extraction. The time taken is much less and rate of accuracy is much 

high. The problem statements are easily solved by using various features 
extracted at no time. 
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2 Scope of the Proposed System 

 

Based on the shortcomings of the existing model, the cameras are used 
for video recording. The image processing techniques are used to identify the 

threats and prevent them on a larger scale. In image processing, object 

recognition technique is used to automatically detect and recognize the 
dangerous situations involving the knife images. Object recognition makes 

use of image descriptors and image classifiers for feature extraction and 

prediction respectively. 
 

3 System Design 
 

 
Fig. 1: Block diagram of the proposed system 

 
Our system detects the motion of the human beings, and transfers the 

message by means of videos, SMS and alerts base station and the 

surrounding. The passive infrared sensor detects the motion on nearby 

surroundings and the data’s are updated to the GSM as SMS. The image 
processing unit helps to identify whether it is human and updates the 

information to the control section. The water mechanism automatically turns 

ON and helps the humans inside the building. Camera is used for detecting a 
human with the help of video processing technique. Five important steps for 

image classification: Collect dataset of images, Training/Testing split, 

Feature Extraction, Train classifier, Evaluate Classifier. 
 

3.1 Training/Testing of the Dataset 
 

The dataset consists of 2 classes such as POSITIVE_ALL: Images with 
knife (3559 samples) and NEGATIVE_ALL: Images without knife (9340 

samples). Using the dataset, to train/test split combination is 75/25. We have 

also created our own dataset to train the machine. 
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3.2 Feature Extraction 
 

Feature extraction is the process by which the raw variables are reduced 
to manageable features. Haralick texture features are used to distinguish 

between different images. Haralick features are derived from Gray level co-

occurrence matrix (GLCM) [5]. This matrix records how many times two 
Gray-level pixels adjacent to each other appear in an image. From the above 

derived matrix, Haralick proposes 13 values extracted from GLCM to 

quantify texture. Additional 14 values can be computed, even though they are 
not often used due to computational instability. By utilizing the mahout as 

package you can use Haralick features in your application. Open CV and Sci 

kit- image do not have a direct method to compute Haralick texture features. 

GLCM can be constructed by looking at pairs of adjacent pixels and record 
the number of times these two values appear next to each other. It is not 

limited to recording the number of times a pixel value appears to the total of 

four GLCM matrices that can be used to compute Haralick features for each 
of GLCM’s. These obtained values are thus simply statistics computed form 

the GLCM used to characterize and represent contrast, correlation, 

dissimilarity, entropy, homogeneity and other desirable statistical properties. 

By computing these statistics of each of these GLCM’s we can get four 
feature vectors (one row per direction), each of 13-dimensionality (or 14- 

dimensionality, depending on whether or not you computed the final 14th 

statistic). The average of these directions to form a final feature vector of 13-
dimensionality are finally taken. To make the feature vector more robust in 

changes in rotation the averaging is performed. 

 

3.3 Image Classification 
 
3.3.1 Decision Tree 
 

Decision trees are very simple, yet highly powerful machine learning 

tools. The cost of building a tree is fairly low, while querying is even faster 

in O (log N) time due to one of the most powerful data structures in computer 
science – binary tree.Speed is very important for faster classification but, it’s 

better to put more effort and time to build an efficient classifier [7]. 

 

3.3.2 Random Forest 
 

Image Classification is to categorize all pixels in a digital image into one 

of several land cover classes. The method used for image classification is 
Random Forests [7]. Random forests is based on entity of decision trees 

method – instead of using a single classifier like decision tree, multiple 

classifiers are aggregated into one big meta-classifier. In this case, we’ll be 
constructing multiple decision trees into a forest to make predictions.  
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Fig.3: Implementation of Random Forest Classifier on the dataset 

 

3.4 Machine Learning 
 

To understand the image contents, we apply image classification 

algorithms to extract the features of the image. It is to assign a label to an 
image to interpret contents of the image and returning to the user in human 

readable form. Machine learning is a concept of training the machine by 

using a predefined dataset. With respect to the output we re-train the machine 
to prevent wrong predictions and allowing the machine to learn from its 

mistakes. By this method we can improve the performance of the machine. 

 

3.5 Artificial Neural Network (ANN) 
 

Let us consider a basic NN that performs a simple weighted summation 

of the inputs. The values X1, X2…..Xn are inputs to our NN. These inputs are 
raw pixel intensities or feature vector entries. Each X is connected to neurons 

via weight vectors W1, W2…..Wn. This is followed by accumulation and an 

activation function f is applied to sum to get an output value. The weights 

and the bias b transform the input signal linearly. The signal is not linearly 
transformed through activation and allows learning of arbitrarily complex 

transformation between input and output. In ANN [5] the weights are 

updated using Back propagation. After many iterations, the loss reaches a 
minimum value and its derivative becomes zero. 
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Fig.2: Mathematical model for Artificial Neural Network 

 
In this study, the least squares method is used to solve the over 

constrained linear system to obtain the coefficients of the fitting polynomial. 

This method is based on linear algebra. Let y be the nth degree polynomial of 

x: 

             (1) 

In the above equation  is the polynomial coefficient for varying pixel 

values to work over matrix form of the images of various objects. 
 

3.5.1 Neural Network Process 
 

The steps in the neural networks process are: 

1. Load Data 

2. Define Model 

3. Compile Model 
4. Fit Model 

5. Evaluate Model 

Load Data: 
While working with Machine learning that use a stochastic process, initialize 

the random number generator with a fixed value. Same code can be run again 

and again.  
Define Model: 

Models are sequence of layers. We add one layer at a time. Input layer must 

have right amount of inputs. 

Compile Model: 
Model is compiled after defining it. Compiling uses efficient numerical 

libraries such as Tensor Flow. The back end automatically chooses the best 

way for training and predicting on the hardware. 
Fit Model: 

Model is defined & compiled for efficient computation on some data. We fit 

or train our model on our loaded data calling the fit() function. The training 
process runs for a fixed number of iterations called epochs. 
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Evaluate Model: 

We have trained our NN on the dataset, now we can evaluate our network 

performance on same dataset. 
Ideally, we can separate our dataset into training and testing sets for 

training and evaluation of the model. 

Evaluation is done through the use of evaluation() function. This will 

generate a prediction for each input and output pair and collect scores 
including accuracy. 

 

4 Results and Discussion 
 

The data samples [6] collected were trained using machine learning for 

the feature extraction and image classification. The pre-defined dataset which 
consists of images of knife and other objects are trained and classified using 

two different classifiers. The accuracy for decision tree classifier was 

compared with that of the random forest classifier in which the later gave 
better accuracy percentage when compared to the former type. Similarly the 

same procedure were followed and applied over the real time images of knife 

and other objects which gave better results as that of the predefined dataset. 

 The real time video implementation of other objects and knife are 
recorded to classify between various objects that are trained using Artificial 

Neural Network (ANN). Artificial neural network is a computation system 

which contains a labeled directed graph structure where each node performs 
some computation. To train a Neural Network, we show it several thousand 

examples of the classes (e.g. Ball, Egg, Other) we want it to learn. This kind 

of training is called Supervised Learning because we provide the Neural 
Network an image of a class and explicitly tell it that it is an image from that 

class. 

 The collection of dataset consists of images showing other regular 

objects and images of knives which are classified based on random forest 
classification. The pre-defined images are first trained and classified using 

decision tree algorithm to find the precision accuracy for both knife images 

and other images. In fig.4, using an open cv programming platform training 
of predefined images of other objects are trained and classified to find the 

precision accuracy which gives 84% of accurate results stating that the image 

does not have any knife present in it rather the precision of knife is just found 
to be 56% only. 
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Fig.4: Results based on Pre-Defined Dataset for other images using Decision Tree 

Classifier 

Similarly in fig.5, the precision accuracy for the knife detected images 
are 86% when a knife is detected and classified using decision tree algorithm. 

 
Fig.5: Results based on Pre-Defined Dataset for knife images using Decision Tree 

Classifier 

In fig.6, using random forest classifier the pre-defined dataset is trained 

and classified for other images where the knife is not found which gives 

better precision accuracy when compared with decision tree classifier. 

 
Fig.6: Results based on Pre-Defined Dataset for other images using Random forest 

Classifier 
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In fig.7, we can see that the precision accuracy based on random forest 

classification for knife detected images are comparatively high to that of 

decision tree classifier giving 91% which is giving an average accuracy of 
80%. 

 
Fig.7 : Results based on Pre-Defined Dataset for knife images using Random Forest 

Classifier 

When the above techniques were implemented on a real time dataset by 
detecting various images of knife and other surrounding objects gives a most 

developed results with much higher accuracy. Implementation of the 

classifiers on real time data gives higher efficiency. In below fig.8, a real 
time data of other objects and knife objects are classified using decision tree 

algorithm which gives an average accuracy of 97% when compared to the 

pre-defined dataset. This is appreciable and helps in implementation of the 

techniques in real time world. 

 
Fig.8: Results based on Real time Dataset for other images using Decision Tree 

Classifier 

In fig.8 and fig.9 the other objects and knife objects are made to detect 

using the camera. They are differentiated and detected as categories based on 

presence of knife or not using decision tree algorithm. As soon as the knife is 
detected the value of precision accuracy towards detecting the knife image is 

increased and informs the user whether there is presence of any sharp objects 

such as knife. The same procedure is followed using random forest classifier. 
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Fig.9: Results based on Real time Dataset for knife images using Decision Tree 

Classifier 

 
Fig.10: Results using Real time Dataset for other images using Random Forest 

Classifier 

In fig.10 and fig.11 using the random forest classifier it almost shows a 

precision accuracy for the objects detected as 99% which nearly the total 

accuracy that none other classifier can achieve for detecting knife objects. 

 
Fig.11: Results using Real time Dataset for knife images using Random Forest 

Classifier 
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Now the random forest classifier gives us better results on captured 

images by the camera and shows the results of accuracy for knife and other 

objects. But in our day to day life at the situation of any danger that is 
detected an image cannot be captured then and there to be sent to the control 

room for the people to reach and give helping hand. So a real time video 

capturing is must and needed to detect risk situations. 

 

 
Fig.12: Results using Real time video for other objects using Decision Tree 

Classifier 

 

In fig.12 and fig.13, a real time video is captured and trained in the 
artificial neural network algorithm using decision tree classifier to classify 

between the objects whether any knife is present or not. The real time video 

capturing system also gives the similar accuracy as that of the images and the 
precision reaches the similar accuracy when using an image. 

 
Fig.13: Results using Real time video for knife using Decision Tree Classifier 
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Fig.14: Results using Real time video for other objects using Random Forest 

Classifier 

In fig.14 and fig.15, random forest classifier is used to classify the real 

time video for knife and other objects which also reaches the maximum 

efficiency as that of an image as 99%. 

 
Fig.15: Results using Real time video for knife using Random Forest Classifier 

 

5 Conclusion 
 

Thus object recognition technique was used to automatically detect and 
recognize the dangerous situations involving knife images [8] [9]. Similarly 

object recognition makes use of image descriptors and image classifiers for 

feature extraction and prediction respectively. Image features were extracted 

and classified based on the requirement to detect the knife in dangerous 
situations. The precision accuracy of the classifiers are compared for knife 

images and other object images in a pre-defined dataset, a real time captured 

dataset and for the captured real time videos. When compared to the pre-
defined dataset the real time dataset and video images gave a better accuracy. 

The random forest classifier gives the best precision accuracy of nearly 100% 

when compared to decision tree classifier which give 84% only.  
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Therefore to detect the knife objects in real time danger situations 

random forest classifier is best suited and it is a faster neural network 

classifier to train an recognize the images as per requirement. 
Table 1: Precision accuracy for various images in pre-defined dataset, real 

timeimage and video using decision tree and random forest classifiers. 

Classification Technique Pre-Defined 

Dataset 

Real Time Image Real Time Video 

Precision 

Accuracy 

Other 

objects 

Knife Other 

objects 

Knife Other 

objects 

Knife 

Decision Tree 81% 84% 86% 88% 83% 95% 

Random Forest 84% 91% 98% 99% 88% 99% 

 

6 Future Work 
 

The other Machine Learning algorithms that can be used to classify are 

Support Vector Machine and Logistic Regression which gives better 
accuracy when compared to the present work algorithms. The other 

Training/Testing Split Combinations that can be considered are 60 / 40, 70 / 

30 and 80 / 20. The implementation using Neural Networks can also be done 
and verified for better accurate results with different combination training 

splits.  
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