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Abstract 
 

The hyperledger fabric is a modular blockchain framework used by private 

companies to develop blockchain-based products, solutions, and applications 

using plug-and-play components. Smart contracts running in this framework 

are created by implementing chaincode for IT Development. When 

implementing the chaincode, there may be a security weakness that is the 

root cause of the security vulnerability in the code. If the chaincode with the 

security weakness is completed and a block is created, the chaincode with the 

inherent security weakness creates a security threat because the contract 

cannot be modified arbitrarily.The hyperledger fabric is a modular 

blockchain framework used by private companies to develop blockchain-

based products, solutions, and applications using plug-and-play components. 

Smart contracts running in this framework are created by implementing 

chaincode. When implementing the chaincode, there may be a security 

weakness that is the root cause of the security vulnerability in the code. If the 

chaincode with the security weakness is completed and a block is created, the 

chaincode with the inherent security weakness creates a security threat 

because the contract cannot be modified arbitrarily. 
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1 Introduction 
 
 Software security weakness refers to a basis cause that can occur as 

vulnerability after logical errors, bugs, mistakes, etc., which can become 

defects in software development. Software developed with security 

weaknesses can be a target for hackers and cause serious security threats. 

Therefore, developed software needs to be analyzed for security weaknesses 

before deployment. Software security weakness analysis is a process of 

inspecting the security weaknesses inherent in the developed source code to 

remove security threats by finding and removing the security weaknesses 

inherent in the software in advance [1-4].  

 The chaincode that create smart contracts operating in the hyperledger 

fabric framework may have security weaknesses that are the root cause of 

security vulnerabilities in the code when implementing the interface. Due to 

the characteristics of the block chain, when a contract is completed and a 

block is created, no one can arbitrarily modify the contract, so if a chaincode 

with security weaknesses is contracted, it cannot be modified and creates a 

security threat. Therefore, the smart contract that implements the chaincode 

must be analyzed for security weakness before the contract is completed [5-

6]. 

 In this paper, we define the framework dependency security agreement 

items of the chaincode that runs in the hyperledger fabric framework, and 

studies the security weakness detector that detects the defined security 

weakness items. This detector detects whether the items defined in the 

chaincode are embedded using analysis techniques such as AST (Abstract 

Syntax Tree) pattern analysis, bottom up analysis, taint analysis, and 

symbolic execution. 

 

2 Related Studies 

 

2.1 Hyperledger Fabric Frameworks 
 
 The hyperledger fabric [7-8] is a licensed blockchain network provided 

by IBM and Digital Asset, a platform for developing blockchain solutions 

and applications. It provides a modular architecture that represents the role 

between nodes in a blockchain network, the execution of smart 

contracts(fabric's chaincode), and the configurable consensus and 

membership services. The hyperledger fabric blockchain networks execute 

chaincode, access ledger data, approve transactions, and interface with 

applications.  

 Since chaincode running on the hyperledger fabric network cannot be 

arbitrarily modified when the contract is completed, it can develop into 

security vulnerability when the chaincode with security weakness is 

executed. Therefore, in order to solve this problem, it is necessary to  
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diagnose security weakness items using static analysis methods that can be 

analyzed before software execution. 

 

2.2 Software Security Weakness Analysis 
 
 Software security weakness analysis is an analysis technique that 

diagnoses whether the security weakness, which is the root cause of security 

vulnerability, exists inside the software, and proactively detects and removes 

potential vulnerabilities such as software defects and errors to proactively 

eliminate the possibility of security threats such as hacking [9-10]. Security 

weakness analysis method is divided into static analysis and dynamic 

analysis. 

 Static analysis is usually done by code review and is performed during 

the implementation phase of the security development life cycle. The ideal 

static analysis is to find software defects automatically. However, this 

increases time and resource costs. This helps security analysts find security 

weaknesses in their areas of interest, rather than automatically finding them 

[11-12].  

 Unlike static analysis, dynamic analysis does not have access to the 

source code, and vulnerability scanning and penetration testing are used as 

dynamic analysis methods to find security weaknesses in running 

applications. 

 

2.3 Control Flow Graph 
  
 The control flow graph [13] represents all the paths that can be passed 

during program execution using graph notation. In the control flow graph, 

each node in the graph represents a basic block, a piece of forward code with 

no jump or jump target. In the graph, the edges connecting nodes and nodes 

are used to represent branches in the control flow. In most control flow 

graphs, there are two specially designated blocks: an entry block into which 

control enters the flow graph, and an exit block through which all control 

flows exit.  

 Control flow graphs are used for optimization and static analysis tools. 

Reachability analysis is a graph analysis that is useful for optimization. If a 

subgraph is not connected in a subgraph including an input block, it can be 

analyzed that the corresponding subgraph cannot be reached during program 

execution. Next, the loop analysis analyzes the control flow region from the 

loop head to the loop tail to analyze the infinite loop and loop complexity 

during program execution. 

 

 

 
 



 

 
 

 

 

 

 

2.4 Definition Use Chain 
 
 A definition-use chain is a data structure consisting of definition D and 

all usage Us that can be reached in that definition [14]. The definition-use 

chain is created using a static code analysis method called data flow analysis. 

It also is a prerequisite for optimization, and is used for continuous 

propagation and removing common sub-expressions. In addition, the 

definition-use chain can be used for data flow analysis, taint analysis, 

symbolic execution, and data dependency analysis to analyze security threats 

inherent in the program. 

 

2.5 Taint Analysis 
  
 The basic concept of taint analysis [15] is to analyze that a second 

variable is also contaminated if that variable is used in an expression that 

assigns a second variable because all variables that can be modified by 

external users pose a potential security risk. The taint analysis tool can make 

a list of variables affected by external inputs and proceed with the taint 

examination. If a dangerous instruction is executed using one of these 

variables, the taint analysis checker warns that the program is using a 

potentially dangerous contaminated variable.  

 

2.6 Symbolic Execution 
  
 Symbolic execution is a technique that tests whether particular software 

can violate certain attributes [16]. For example, you can test whether division 

by zero is not performed, and whether a NULL pointer dereferences occurs. 

In general, some properties, heuristics and approximate analysis can be 

useful in a variety of fields, including security applications.  

 Symbolic execution can simultaneously traverse multiple paths that a 

program can take from different inputs. The key idea is that the program 

takes symbolic input values, not specific values. The execution is executed 

by a symbol execution engine maintained for each discovered control flow 

path. The execution engine requires the following conditions. 

(1) Boolean formula describing the conditions that are met if the path 

branches to the execution path 

(2) A symbolic representation or value of a symbol memory store that 

maps variables. 

 In general, the symbolic execution engine is based on the satisfiability 

modulo theories (SMT) solver [13], which analyzes whether there is a 

property violation along each search path and whether the path is executable. 
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3Chaincode Security Weakness Detectors 
 

 The chaincode security weakness detector detects security weaknesses 

through intermediate code generation for analysis graph generation, analysis 

graph generation, and security weakness detection. Figure 1 shows the 

structure of the chaincode security weakness detector. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Figure 1Structure of the Chaincode Security Weakness Detector 
 

3.1 Hyperledger Fabric Chaincode Security Weakness Item 
Definition 
 

 Table 1 is a list of chaincode security weakness items proposed in this 

paper. 

 The security weakness of the hyperledger fabric can be considered in 

three aspects: language, library and framework. In this paper, we define 

security weakness items in terms of framework. 
 

 

 

 

 

 

 



 

 
 

 

 

 

Table 1Hyperledger Fabric chaincode Security Weakness Items 

 

Chaincode Weakness CWE List 

Random Number Generation 
Incorrect Calculation 

(CWE-ID: 682) 

Global/Field Declaration 
Incorrect Calculation 

(CWE-ID: 682) 

Unchecked Input Arguments 
Improper Input Validation 

(CWE-ID: 20) 

Unhandled Error 
Improper Input Validation 

(CWE-ID: 20) 

Used Go routine 

Cleartext Transmission of Sensitive 

Information 

(CWE-ID:319) 

Phantom Reads 
Improper Input Validation 

(CWE-ID: 20) 

Read your Write 
Improper Input Validation 

(CWE-ID: 20) 

Range Query Risk 
Improper Input Validation 

(CWE-ID: 20) 

Cross Channel Chaincode 

Invocation 

Incorrect Calculation 

(CWE-ID:682) 

Map Structure Iteration 

Improper Validation of  

Array Index 

(CWE-ID:129) 

 

 

  

3.2 Intermediate Code Generation 
 

 To check the chaincode security weakness items, it is necessary to create 

a control flow graph and a chain of definitions. The source code level is not 

easy to generate an analysis graph because the code logic is not clear and the 

complexity is high. Therefore, the chaincode security weakness detector in 

this paper converts the chaincode into the intermediate code, SIL (Smart 

Intermediate Language) [17-18], to generate the analysis graph. Intermediate  
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code has a clearer code logic and less complexity than the source code, 

making it easier to create control flow graphs and chains of definition usage. 

 Also, if the intermediate code is extensible and can be converted to the 

same intermediate code even if the target language is different, the security 

weakness detector can be extended by reusing the control flow graph and 

definition-use chain generator and security weakness analyzer. The 

intermediate code generator consists of a symbol table generator that stores 

symbol information through AST (Abstract Syntax Tree) traversal and an 

intermediate code generator that generates intermediate codes using symbol 

information. 

 

3.2.1 Symbol Table Generator  
 

 The symbol table generator stores symbol information necessary for AST 

analysis and intermediate code generation. Figure 2 shows the table 

relationship. 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 2 Symbol Table Relationship 

 

 Symbol names, types, etc., which are the basic information of variables, 

are stored in the symbol table, pointing information in abstract table in case 

of pointer type such as pointer, map, slice, array, etc., member information in 

case of struct, and finally in the function table in case of function type. 

Parameter and return type information. 

 
3.2.2 Intermediate Code Generator  
 

 The intermediate code generator traverses the AST (abstract syntax tree) 

and converts the source code to the intermediate code format, SIL (Smart 

Intermediate Language). Figure 3 shows the structure of the intermediate 

code generator. 
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Figure 3 Intermediate Code Generator 

 

 The intermediate code generator converts the source code to SIL using 

information from symbol tables, string pools, and literal tables. The code 

generation process is divided into operator processing and symbol 

processing. 

 First, the operator processing is performed when the code generation 

visits the operator node. Using the type system of Golang, a language that 

writes chaincode, determines the type of operator intermediate code and 

generates intermediate code using a code matrix that maps this type 

information to intermediate code. Next, symbol processing generates an 

intermediate code using the base, offset, address, and value information of 

the symbols stored in the symbol table. 

 

3.3 Analysis Graph Generation 
 

 Control flow analysis and variable flow analysis techniques should be 

used for security weakness detection. Since the control flow is represented by 

a control flow graph, a control flow graph must be generated for control flow 

analysis. Because variable flow is defined by the definition and use of 

variables, a variable definition-use chain must be created for variable flow 

analysis. 

 

3.3.1 Control Flow Graph Generator 
 

 The control flow graph generator generates a control flow graph with the 

input of the intermediate code generated by the intermediate code generator. 

Figure 4 shows the structure of the control flow graph generator. 
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 The block generator bundles the intermediate code according to the block 

generation criterion to generate blocks constituting the control flow graph. 

The control flow block is composed of a basic block, a branch block, a return 

block, and a call block. The generation criteria are as follows. 

 

1. Based on the label code where the control branch starts, the previous 

instructions are grouped into one basic block. At this time, the next block 

number of the generated block, that is, the block number containing the 

label code is stored in the label map. 

2. Based on the branch code, the previous code set is generated as one block, 

and the branch code is generated as a branch block. 

3. When the return instruction indicating the end of the function is 

encountered, the previous instructions are created as one basic block, and 

the return instruction is generated as a return block. 

4. When a function call instruction is encountered, the previous instructions 

are created as one basic block, and the function call instruction is 

generated as a call block. 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 4Control Flow Graph Generator 

 

 Figure 5 shows an example in which SIL code is divided into block units 

according to block generation criteria. The generated blocks are connected to 

the control flow by the block linker. 

 The block linker connects blocks generated by the block generator 

according to the control flow using a label map. The method is as follows. 

1. In case of basic block and call block, find and connect the block with the 

next block number of the block. 

2. In the case of a branch block, a block having a block number 

corresponding to a branch target label is found and connected using a label 

map. 

 
 



 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 5 Example of Block Generation 

 

3. In the case of a false branch and a true branch block, the block having the 

next block number of the block is connected to the unconditional branch 

block when the condition is not satisfied. 

 

3.3.2 Definition-Use Chain Generator 
 

 The definition-use chain generator generates a definition-use chain of 

variables used in the block while traversing the control flow graph generated 

by the control flow graph generator. The definition-use chain is largely 

divided into basic variables and address variables. 

 First, creating a definition-use chain for basic variable chains the pairs of 

the lod and str instructions in the intermediate code when visiting the basic 

block. In SIL, the intermediate language, the lod command is a command to 

get the value to use the variable with the offset, and the str command is the 

command to store the values calculated so far in the variable with the offset. 

Therefore, the definition-use chain of the basic variable consists of the line 

number of the str command corresponding to the definition of the variable 

and the set of lod commands corresponding to the use. Figure 6 shows an 

example of generating a chain of basic variables. 
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Figure 6 Example of a Basic Variables Chain 

 

 In Figure 6, the swap function parameters a and b are converted to 

intermediate code with base 1 and offset 0 and 4, respectively, and local 

variables c and d have base 1 and offset 8 and 12, respectively. Variables a 

and b are initialized by receiving input from the user, so if you look at the 

control flow graph, you can see that str is called on line 2 for a and b for line 

1. Therefore, at this time, the definitions of variables a and b are determined 

by lines 2 and 1. 

 In line 2, b is used to initialize the variable c. At this time, the third line 

of the control flow graph is added to the use of b, and the definition of the 

variable c is determined by the fourth line. Likewise, in line 3 of source code, 

d is initialized using a. At this time, line 5 of the control flow graph is added 

to the use of a, and the definition of d is determined as line 6. 

 Finally, in line 5, variables c and d are returned. Lines 7 and 8 of the 

control flow graph lod variables c and d for return are added to the use of 

variables c and d, and chain generation of the basic variable is completed. 

 Next, for the definition-use chain generation for the address variable, the 

intermediate code generation chains the line number pair of the ldi and sti 

instructions. The ldi and sti commands do not know which variables are used 

and defined because there is no offset in the command information. For this 

reason, the lda command to get the address is called first. Using the offset 

information of this lda command, it is determined which address variable is 

used and defined. Figure 7 is an example of generating an address variable 

chain. 

 

 
 



 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 7Example of an Address Variables Chain 

 

 In Figure 7, the array  is initialized in line 7 and line 8. The address 

variable  is converted into an intermediate code whose base is 1 offset 0, so 

when the lda instruction is detected in the control flow graph block to 

generate the definition-use chain, it stores the information of the address 

variable. After that, when the sti command appears, the definition of the 

address variable is specified as a line number of the sti command. If the ldi 

command appears, the line number of the ldi command is added to the use of 

the address variable. Therefore, the definition of variable a initialized in line 

7 is determined by line 7 of the control flow graph. Similarly, the definition 

of variable a initialized in line 8 is determined by line 14 of the control flow 

graph. Also, the control flow graph line numbers 22 and 28 corresponding to 

the value a used in line 9 are added to the variable a usage list, respectively. 

 

3.4 Chaincode Security Weakness Detection 
 

 The chaincode security weakness analyzer analyzes security weakness 

items defined in Section 3.1 through AST pattern analysis and analysis 

techniques using the generated definition-use chain and control flow graph. 

Table 2 shows the analysis techniques for each security weakness. In table 2, 

O and X indicate whether the corresponding analysis technique is used for 

each security weakness analysis. 
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Table 2 Analysis Techniques for Security Weakness 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

3.4.1 Global and Fields Declaration Analysis 
 

 Fields or global variables in chaincode objects remain a global state. Be 

careful because variables that maintain a global state cannot guarantee data 

consistency between peers when used as a parameter of the state change 

function PutState or GetState function. Figure 8 is an example of global and 

fields declaration.  

In Figure 8, the first example calls the PutState function with the global 

variable as the parameter, and the second example calls the PutState 

function with the field as the parameter of the field of the chaincode object 

BadChaincode. To check for this security weakness, the analyzer checks 

whether a variable that maintains a global state is used as a parameter of the 

PutState or GetState function. 

The process is as follows. 

1. When traversing the control flow graph and analyzing the intermediate 

code when visiting the basic block, the number of function calls is 

analyzed. SIL has an ldp command indicating that the parameter is loaded 

when the parameter is loaded before the function call. The analyzer 

predicts how many function calls will appear in the future through the 

number of ldp commands. 

2. In step 1, if it is determined that a function call exists, it is analyzed 

whether the loaded parameter is a global variable or a field of a chaincode 

object. At this time, the analysis origin is set as a defined point in order to 

analyze the parameters loaded by analyzing the definition-use chain. 

Weakness 

Analysis technology 

AST pattern 

analysis 

Bottom up 

 analysis 

DU Chain  

analysis 

Call chain 

analysis 

Symbolic  

execution 

Map Structure  

Iteration 
O X X X X 

Used Goroutine O X X X X 

Global/Field  

Declaration 
X O O X X 

Unchecked Input  

Arguments 
X O O X X 

Unhandled Error X O O X X 

Random Number  

Generation 
O X X O X 

Read your Write X O O O O 



 

 
 

 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

Figure 8 Example of Global and Fields Declaration 

 

  

3. Based on the parameter definition point, analyze the list of variables used 

through bottom up analysis. 

4. Check whether the variables used for parameter assignment are global 

variables or fields of a chaincode object. In this process, the process of 

bottom up analysis of the variables used in parameter assignment as a 

starting point is repeated until the first variable assignment appears. 

5. When analysis is completed to the end of the variable assignment flow, 

analyze whether the global variable or the field of the chaincode object is 

used in the variable used to assign the parameter. 

6. When it is confirmed that the parameter is a variable that maintains the 

global state, the call block is analyzed to see if the parameter target 

function is a state change function.  

 Figure 9 is an example of analyzing whether global variables are used for 

variable assignment through bottom up analysis. 

 What we are looking for in Figure 9 is whether the global variable global 

is used for the assignment of a variable a. The variable a and global have 

base and offset information as shown in the table in Figure 9. Looking at the 

bottom up analysis process, it can be confirmed that the global variable is  
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used for allocation by analyzing the SIL code from the str command, which 

is the allocation point of a (base: 1, offset: 0). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Figure 9 Analysis Process of Variables Assignment 

 

3.4.2 Unchecked Input Arguments Analysis 
 

 When writing unchecked and validated arguments when writing 

chaincode, it is possible to retrieve or execute values with different results 

than intended. This can lead to non-deterministic behavior within the 

chaincode, which can lead to errors or exposure to security risks. Figure 10 

shows an example source code for unchecked input arguments. 

 In Figure 10, variables args and result on lines 2 and 3 are unconfirmed 

variables that are not known what values have been initialized. Using these 

variables without verification can be a security risk. In this case, the analyzer 

sets the analysis time as a variable definition time through a definition-use 

chain analysis and checks whether it is initialized by an unverified function 

through bottom up analysis. Figure 11 shows the process of analyzing 

unidentified variables. 

 



 

 
 

 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 
Figure10 Example of Unchecked Input Arguments 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

 

 

 

Figure11 Analysis Process of Unchecked Variables 

 

 What we want to analyze in Figure 11 is whether the initialized variable 

is initialized with an unchecked value. If you look at the analysis process, 

you can see that it is analyzed by inverse analysis from the definition point of 

args (str.p 1 4) and initialized by an unverified function. 

 Also, the variable b in the example 4 line in Figure 10 is initialized by 

the result of the unchecked argument. We must judge that b is a variable that 

has not been initialized by the function, but has not been verified. In the case 

of line 4, the analyzer analyzes that the variable b is not identified through a 

taint analysis. 

The process is as follows. 

1. If an unidentified variable is analyzed through bottom up analysis, add the 

variable to the taint list. 

1: func (t BadChaincode) Invoke (stub shim.ChaincodeStubInterface) peer.Response {

2:    args := stub.GetStringArgs()

3:    result , err := stub.GetState(args[0])

4:    b := result

5:

6:    if err != nil {

7:       return shim.Error(err.Error ())

8:    }

9:

10:    return  shim.Success(b)

11: }
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2. It is checked whether a contaminated variable is used in the assignment of 

the variable used when the variable in the chaincode is used. 

3. If it is initialized by the taint variable in step 2, the variable is judged as an 

unconfirmed variable and is added to the taint list. 

 When analysis of unchecked variables is completed through the above 

steps, the analyzer traverses the control flow graph and analyzes whether 

there is a routine to verify when unchecked variables are used. If the 

validation routine does not exist, a notification is issued that the unchecked 

argument is used.  

The verification routine analysis is as follows. 

1. Analyze the definition-use chain to check whether the use of unidentified 

arguments is used in the if statement. 

2. 2. If an argument that is not checked in the if statement is used, it is 

determined that the variable is verified and the line is saved. 

3. If an argument that is not verified before the verification routine line is 

used, it is determined that a security weakness exists. 

 

3.4.3 Unhandled Errors Analysis 
 

 If error validation does not occur when an error return exists in a 

function in the chaincode, peer and network components may be stopped, 

resulting in non-deterministic behavior. Golang, a language that writes 

chaincodes, has a built-in type and has an error interface type. When a 

function returns an error, you must verify that the error is nil. Figure 12 is an 

example of unhandled errors. 

 

Figure 12 Unhandled Errors Analysis 



 

 
 

 

 

 

 

 In example 1 in Figure 12, the stub.GetState function used in line 3 is a 

function that has an error return as the second return type, but there is a 

security weakness because it does not allocate an error variable. Example 2 

assigns an error return to the err variable, but the process does not terminate 

even if an error exists because proper error validation is not performed. In 

this case, the security weakness analyzer analyzes the security weakness in 

the following process. 

1. Check whether an error return exists in the function return type through 

AST analysis. If there is an error return, analyze which return type is the 

error return. 

2. Analyze the case where an error return exists in the function's return type, 

but is not assigned to a variable. In this case, it corresponds to example 1  

 in figure 14, and it is judged that there is an unhandled errors security 

weakness without going to step 3. 

3. It is analyzed whether the defined variable is the variable assigned by 

returning an error. At this time, as in the case of unchecked input 

arguments security weakness analysis, the definition of the variable is set 

to the analysis point by using the definition-use chain, and it is checked 

whether the assignment of the variable is initialized by the function 

through the bottom up analysis. In the case of variables initialized by a 

function, it is checked whether the function used for initialization is a 

function that has an error return using the information collected during 

AST analysis. 

4. Analyze whether there is a validation routine for error variables while 

traversing the control flow graph. The process is as follows. First, the 

definition-use chain is analyzed to see if an error variable is used in the if 

condition expression. Next, it checks to see if error validation is being 

done within the if statement. In the case of the current analyzer, there are 

three cases of log.fatal that prints an error message inside the if statement 

and terminates the process, shim.error indicating that an error occurred in 

the chaincode, and process termination by calling the os.exit function. 

Otherwise, it is judged as empty error handling, and detects that a security 

weakness exists. 

 

3.4.4 Read Your Write Analysis 
 

 When performing a transaction that writes data to the ledger using the 

same key in one function in the chaincode and reads the value, incorrect data 

may be obtained due to the time required for the consensus process. Figure 

13 is an example of the read your write analysis. 

In figure 13, the variable key and key2 declared in line 2 and 7 have the 

same value, and key is used as the key of the PutState function that writes the 

value to the ledger, and key2 is used as the key of the GetState function that 

reads the value from the ledger, so there is a security weakness in the read  
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your write analysis. This security weakness is analyzed through a symbol 

execution technique using the smt solver go-z3.  

The process is as follows. 

   1. Analyze the function call chain to see if the GetState function is called 

after the PutStatefunction. If GetState is not called, the analysis is 

terminated. 

   2. Using the bottom up analysis, find the key parameter of the 

PutStatefunction. 

   3. Set the definition of key parameters as the time to generate the 

inspection expression by analyzing the definition-use chain. 

   4. Generate a smt formula for key parameter assignment. 

   5. Find the key parameter of the GetState function using bottom up 

analysis. 

   6. Generate a smt formula for assigning key variable of GetState function 

through steps 3 to 4. 

   7. The PutStatekey allocation formula and GetStatekey allocation formula 

check if the two keys can be the same when the two conditions are met 

 If the inspection formula is satisfied, it is determined that the key used in 

the PutState function and the key value used in the GetState function may be 

the same, and the analysis shows that the Read Your Write security weakness 

exists. 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 13 Example of Read Your Write 

 

4 Experimental Results and Analysis 
 

 The detection results of the chaincode security weakness detector using 

the security weakness items proposed in this paper are as follows. Each 

figure in order shows the detection result of security weakness items by 

Global/Fields Declaration, Unchecked Input Arguments, Unhandled Errors, 

Read your Write. 
 



 

 
 

 

 

 

 In Figure 14, the field variable of the chaincode object BadChaincode 

and the global variable global are assigned to the key and val variables in 

lines 20 and 22, respectively. Then, in line 24, there is a security weakness of 

global/fields declaration by using key and val as parameters of PutState 

function, which is a state change function. Therefore, the security weakness 

detector notifies the global/fields declaration security weakness in the line 

24. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 14Global/Fields Declaration Detection Result 

 

 In lines 12 and 13 in figure 15, variables args, result, and err are 

assigned as unchecked arguments. In line 14, variable b is also assigned an 

unconfirmed argument because the variable result assigned as an 

unconfirmed argument is used to allocate variable b. Therefore, if the 

unchecked input arguments security weakness exists in lines 13, 14, and 20 

where unverified arguments are used without verification, the detector 

reports that the security weakness was detected in lines 13, 14, and 20. 

 In line 16 of Figure 16 the GetState function returns the error type as the 

second return. However, when the error in line 18 is not nil, it outputs an 

error and does not terminate the process, resulting in empty error handling. 

Therefore, there is an unhandled error security weakness. The detector 

detects the presence of an unhandled error security vulnerability in line 18 

where the error is not handled. 
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Figure 15 Unchecked Input Arguments Detection Result 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 

 

Figure 16 Unhandled Errors Detection Result 

 

 In line 15 of figure 17 the data is written to the ledger by calling the 

PutState function, and in line 18, the data is read by calling the GetState 

function. At this time, the key variables used are key and key2, which are 

different variables, but because both variables have the same value as "key",  



 

 
 

 

 

 

 

 

there is a read your write security weakness. Therefore, looking at the result 

of the security weakness detection, it is reported that the security weakness 

exists in lines 15 and 18 using the same key to write and read data in the 

ledger. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 17 Read Your Write Detection Result 

 
5 Conclusion and Future Research 
 

 Chaincode, which is an interface for writing smart contracts that operate 

on the hyperledger fabric framework, may have security weaknesses that are 

the basis cause of security vulnerabilities in the code when implementing the 

interface. Due to the nature of the blockchain, when a contract is completed 

and a block is generated, it cannot be modified. Therefore, it is necessary to 

analyze in advance the possible security weaknesses in the chaincode. 

In this paper, we defined the framework-dependent security contract items of 

the chaincode operating in the hyperledger fabric framework, and designed 

and developed a security weakness detector to detect the defined security 

weaknesses. The security weakness detector in this paper converts the source 

code with unclear code logic and high complexity into intermediate code that 

is easy to generate graphs for security weakness analysis in order to generate 

the control flow graph and definition usage chain required for security 

weakness item inspection. Then, the generated graph was checked and 

detected using defined methods such as chain analysis, symbol execution, 

and bottom-up analysis to see if a defined security weakness exists. Such a 

chaincode security weakness detector can analyze security weaknesses in  
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advance and inform the user of the detection results, so it is possible to 

develop and execute a secure blockchain contract.  

 Currently, the detector is implemented to detect the defined security 

weakness items. In the future, we plan to increase the number of detection 

items by supplementing the detector, and build a secure blockchain execution 

system by applying the security weakness detection results to the virtual 

machine system. 
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