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Abstract  
 
Machine learning becomes a magical technique over the years, which is 

addressing almost every problem’s solution in every area. We know, 

Intrusion detection is one of these important areas, which should be 

addressed for its accuracy and efficiency improvements. Many researchers 

have done the work in intrusion detection and produced better outcomes, but 

still we are facing issues in appropriate detection of intruders in the 

organizations network and hence coming across disaster results. Also, those 

systems are failing in timeliness in detection in many cases, where by the 

time, the intruders are detected, the already of the much damage has been 

done by these intruders which is not accepted, as detection is post damage. 

Hence, keeping in mind the importance of detection of intruders for securing 

organizations network and assets accurately and efficienty, we are proposing 

the architecture which talks about the effective use of machine learning 

techniques in developing intrusion detection model. If used appropriately, 

machine learning techniques can generate unbelievable results in the 

intrusion detection models as stated in this work.  
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1 Introduction 

An intrusion detection system is the important area which needs the 

attention of researchers for improvements. We are still facing the situations 

where attacks are happening and we are losing the important assets in the 

hands of attackers. The security systems and layers that are available in our 

systems are good enough to identify the known attacks, which are uptil now 

happened in the past, but still we are seeing the new activities are happening 

from the attackers and they are coming up with new security cracking 

solutions to harm our systems. The major parameters that we need to 

improve in the Intrusion Detection Systems are Accuracy and efficiency. If 

we somehow manage to overcome these disadvantages of the intrusion 

detection system, then it can be a major evolution in the internet world. 

Intrusion detection system (IDS) is a monitoring system which continuously 

monitors the incoming traffic in the network & identifies the intruders in the 

network, if any. It is very much important to identify the intrusions before 

they harm our network systems. The major things in the IDS are how much 

efficiently and accurately, it is identifying the unwanted activities and  hence 

detecting the malicious nodes trying to enter the network. Intrusion detection 

methodologies are classified as three major categories: Signature-based 

Detection (SD), Anomaly-based Detection (AD) and Stateful Protocol 

Analysis (SPA)[1]. Signature-based attacks are Simplest and effective 

method to detect known attacks[1]. Anomaly-based Detection (AD) are 

Effective to detect new and unforeseen vulnerabilities[1]. Stateful Protocol 

Analysis (SPA) helps to know and trace the protocol states[1]. But, these IDS 

types have the disadvantages which are the major factors to be considered as 

the parameters of necessary improvement in IDS implementations. These 

parameters or disadvantages are the less accuracy, less efficiency and more 

resource utilization that, many researchers have tried in the past to work out 

with, but manage to get the better results up to some extent only and left the 

scope for improvement. Here, in this work, we are highlighting the 

methodology using machine learning techniques and the efficient as well as 

effective underlying infrastructure of the system (IDS) which helps us to 

overcome these major disadvantages to come up with one of the best IDS 

models required in today’s faster as well as vulnerable technology world.  

The proposed methodology uses popular machine learning techniques in 

two phases. The techniques are Support Vector Machine (SVM), k nearest 

neighour (kNN), Decision Tree (DT) and Naïve Bayes Classifier (NB). We 

are  using these four techniques and preparing a model for Intrusion detection 

system (IDS) which has enhanced accuracy and efficiency which can cope up 

with today’s faster communication. It is very important to detect and block 

the unwanted malicious node before it can harm our organization network  
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and assests. So, efficient or faster detection of the intrusion is very much 

important in the IDS model. Hence, we are proposing the parallelization of 

these techniques in two phases and that will be carried out with massively 

parallel underlying storage & processing infrastructure like HADOOP. 

Instead of sequential execution (normal execution) of methods like SVM, 

kNN, DT and NB, we can create multi node processing structure using 

HADOOP, which can execute parallel SVM, parallel kNN, parallel DT & 

parallel NB with massive parallelism reducing the time required for 

execution by huge amount and helping to efficiently detect the malicious 

activities. It is also important to detect the intruder as an intruder and not the 

normal user and vice versa. This is called as accuracy of the system. Hence, 

system should not only be faster detecting system, rather it should be 

maximally accurate system, so, accuracy is also very important parameter in 

the IDS model. So, to take care of accuracy we use the best resulting 

machine learning techniques like SVM, DT which provide high accuracy 

results in known attacks and the methods like kNN and naïve bayes with the 

help of SVM and DT provides best results for known as well as unkown 

attacks identification. These are the best techniques which gives the highly 

accurate results in machine learning models. SVM provides high accuracy 

rate and also less time consuming for the IDS model requirements[2][3]. DT 

also provides better accuracy, if appropriate algorithm is used for 

implementation of DT in IDS model[3]. kNN is one of the fastest algorithm 

in machine learning classification technique, which also helps to classify  the 

unknown input in the labelled outputs without explicit training 

requirements[4]. NB classifier, one of the best probability classification 

techniques, very much useful in the IDS models[5].  

Here, in this paper actual working model of the IDS systems proposed 

from the perception of improving the accuracy and efficiency of the system 

in comparison with the existing systems. This paper consists of the survey of 

important existing IDS systems implemented by the different researchers. By 

using this survey, the research gap is identified and proposed methodology 

along with the techniques used for preparing the model are elaborated. The 

implementation details are explained followed by the methodology. 
 

2   Literature Survey 
 

The survey is carried out to understand the working of the existing IDS 

systems in different network configurations dealing with different types of 

attacks. A lot of useful work has been done by the researchers in the area of 

Intrusion detection systems using machine learning techniques. It helps us to 

recognize the importance of different machine learning techniques to dvelop 

the better IDS systems by identifying and filling up the research gaps in the 

IDS past implementations using machine learning techniques wherever  
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possible. Following paragraph highlights few of the important innovation in 

IDS. 

In [6], Chuanlong Yin et al proposed and implemented the IDS system 

using deep learning approach with a method called as the Recurrent Neural 

Network (RNN). With NSL KDD dataset, the authors have obtained the 

83.28% and 81.29% accuracy for  Binary and Multiple Classification 

respectively while carrying out the testing phase. But, the disadvantage that 

the authors are mentioning is RNN takes longer time than the expected time 

requirements, which can not be ignored here. 

In [7], George Loukas et al discussed the implementation of Intrusion 

detection in vehicles on private clouds using Recurrent Neural Network and 

Multi layer perceptron. The accuracy results obtained for known as well as 

unknown attacks is good but here the accuracy is only concern focused and 

observed, whereas efficiency is the important  matter which is not 

considered. Also, in public clouds, this work cannot be applicable and 

security can be compromised.  

In [8], Iftikhar Ahmad et al carried out the survey to compare the 

performance of Support Vector Machine (SVM) linear, SVM (RBF), 

Random Forest (RF), Extreme Learning Machine (ELM). In this survey, 

athors have concluded that the ELM outperforms other methods for full 

dataset records in NSL KDD and SVM performs better than other methods 

for ½ dataset records. Though ELM performs better, but these are the 

accuracy statitics and not the efficiency records, where authors stated that, 

ELM takes more time than the normal performance time requirement. 

In [9] Ying Gao et al presented the IDS system implementation using 

ensemble learning (EL) and Fuzziness based approach, which is considered 

as a semi supervised learning approach. The authors have stated the 

comparative figures of accuracy in comparison with conventional machine 

learning techniques, still the accuracy is questioned and efficiency 

performance is unanswered parameter in the work which is carried out. 

In [10], Manjiri V. Kotpalliwar et al  have implemented the IDS systems 

for classification and validation of attacks using normal SVM technique. 

Classification is the correct categorization of the known sample and 

validation is recognition of samples as attack and the results obtained by 

authors are good, still as SVM used is the sequential approach, the 

performance speed is not as per the expected ideal speed requirements and 

hence efficiency is a matter of concerned. Also, only one method SVM is 

used, which is helpful in known attack input identification only, and fails to 

detect unknown attacks here. 

So, from the survey we could identify that, no method considers the 

improvements in the performance speed of the systems and accuracy 

validation is also required with whatever method we are using in the IDS 

model. Based on these gaps we are proposing the IDS model, which will  
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have accuracy validation phase to improve the accuracy and parallelization in 

machine learning techniques implementation and execution. 

 

3 Definitions and Techniques 
 
3.1 Support Vector Machine 

 

In SVM technique, we create the separation between the classes and their 

data points by drawing the hyperplane which uses support vector points for 

separation.  

 Hyperplane classifiers: In SVM while designing learning algorithms, we 

thus must come up with a capacity computational class of functions. The 

class of hyperplanes for SV classifiers 

 
corresponding to decision functions 

 
The hyperplane one with the maximal margin of separation between the 

two classes is called as optimal hyperplane[11]. These training patterns, 

called support vectors, carry all relevant information about the classification 

problem[12]. 

 

 3.2  Clustering(kNN) 
 

   Clustering is a machine learning technique used to group the similar data 

items into unlebelled clusters. kNN clustering algorithm helps us grouping of 

textual data coming from the network packets, which will be processed and 

monitored for identifying user behaviours [13]. Using number of samples and 

with majority of k samples vote classification of data accurately does make 

sense instead of few samples. In order to minimize the possibility of non 

bayes decision for classifying point x, we expect k to be large, but to get the 

accurate estimate of x of the posterior probabilitis of the true class of x, we 

expect k to be small [14, 15].  

 

              3.3 Decision Tree 
 

       Decision Tree classification is a data mining technique used for 

classification of data objects. In decision tree, a decision nodes are the 

internal nodes of the tree used to make decisions to reach the true class of the 

data object and The leaf nodes are the classes to which objects are 

classified[16]. There are many decision tree construction algorithms 

available like ID3, C4.5, CART etc. Decision Tree is one of the most popular 

techniques for classifying data correctly. Here the decision tree is used to  
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classify the incoming network traffic, if found intruder, into the attack type 

which will help us to take the necessary actions to protect our systems. 

 

3.4 Naïve Bayes Classifier 
 

  Naïve Bayesian classifier assumes independence among the predictors. It 

states that presence of any particular feature in any class is independent of 

other class [17]. The Naïve Bayes classifier is very fast classifier techniques, 

is its advantage in IDS system modeling. High dimensional feature space can 

be easily handled with the simplicity of this algorithm [18, 19]. 

In addition, with very small training data samples naive Bayesian classifier 

develops accurate parameter estimations as it calculates the pairs and 

attributes frequencies from the training datasets [20,21,22]. 

        Objectives 

The objectives of this research work are: 

1. Developing the hybrid IDS model using combination of different 

machine learning techniques. 

2. Achieving the ideal accuracy measures in hybrid IDS model by 

implementing it in two phases namely intrusion detection and accuracy 

validation. 

3. Implementing the efficient hybrid IDS which will be fatsest intrusion 

detection model using parallelization of machine learning techniques like 

parallel SVM, parallel kNN, parallel DT and parallel NB. 

These objectives are better describing the actual requirements that are to 

be implemented as a part of the IDS model. Third objective, we will be 

achieving with the help of HDFS architecture as underlying infrastructure of 

our system. Hadoop Distribution File System is the distributed and massively 

parallel architecture of data storage and data processing. This can help to 

achieve the desired performance of the IDS model to be implemented.  
 

     4 Proposed Methodology 
 

       The proposed system  works in two phases. The two phase system is for 

increasing the desired accuracy of the system. In IDS systems, we can not 

rely on the results generated by either of the techniques or single phase IDS, 

it should have a combination of machine learning techniques, where the 

results of the first phase intrusion detection should be verified by the second 

phase of the same IDS system. In this scenario also, IDS system is using two 

machine learning techniques in each phase. In each phase, one technique is 

detecting the known attack and second technique is there to detect unknown 

input category. In first phase, if we get unknown traffic input then it 

examines again in the second phase to test its correctness, this is how IDS 

systems validation phase is working as second phase of the IDS, which helps  
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to reduce false positives and false negatives to the greater extent. The fig. 1 

shows the architecture of the system using HADOOP infrastructure. The IDS 

Server name node is the name node in the HADOOP infrastructure which is 

responsible to manage the incoming network connections and distributing the 

traffic of incoming connections to the N number of IDS data and processing 

nodes which corresponds to the HADOOP data nodes. The working 

algorithm for the proposed methodology and the architecture in fig. 1.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Figure 1 Architecture of Intrusion Detection System using HADOOP and Machine 

Learning Techniques in two phases 
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          The figure 1 explains that, the IDS model works with two important 

node systems. First is the master node which accepts the input traffic and 

distributes it among the processing nodes, which are analyzing the traffic for 

detecting the attack. The master node keeps all the information of distributed 

traffic and the processing nodes. The architecture implements such thousands 

of master node in the IDS model and each master node is connected to 

thousands of processing nodes, which makes the system massively parallel 

data processing system. 

 

4.1 Algorithmic Steps for Intrusion Detection using HADOOP and 
Machine Learning Techniques 
 

1. Accepting Network traffic data from incoming traffic node: Client 

requesting connection. 

2. Distributing network traffic data to multiple IDS Data & Processing node. 

This task is to be accomplished by IDS Server name node, by maintaining 

metadata of how network traffic is distributed to multiple IDS data and 

processing nodes. 

3. In parallel, each IDS Data & Processing Node will carry out following 

steps for intrusion detection to the assigned network traffic: 

- Apply Phase I: Support Vector Machine (SVM) and k Nearest Neighbor 

(kNN) for Intrusion Detection [Performed by IDS Data & Processing 

Node] 
-If SVM and kNN detects incoming network traffic as normal traffic then 

IDS Server name node will allow the  connection establishment with the 

client 

-If SVM OR kNN detects incoming network traffic as anomaly traffic then 

Pass the incoming traffic for intrusion detection to Phase II of IDS. 

- Apply Phase II: Decision Tree (DT) and Naïve Byes (NB) to the incoming 

traffic coming from Phase I. [Performed by IDS Data & Processing Node] 

- If DT and NB detects incoming network traffic as normal traffic then IDS 

Server name node will allow the connection establishment with the client. 

-else IDS Server name node will block the connection and reject the request. 

 

 

5 Result and Discussion  
 

      The accuracy of the techniques used in the proposed IDS model is also 

tested individually by using the NSL KDD dataset. The results are as shown 

in table 1. The results are showing that, when the feature selection is used, 

the accuracy of the machine learning techniques is improved. Among the 

mentioned techniques the SVM gives the better accuracy of 93.28% followed 

by Decision Tree, Naïve Bayes and kNN. The table 1 explains the results 

obtained for all techniques of phase I and phase II. 
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Table 1 Machine learning techniques and accuracy using NSL 

KDD dataset 

 

Sr. 

No. 

Machine 

Learning 

Technique 

Accurac

y with 

NSL 

KDD 

No. of 

Attributes 

used 

1 SVM 93.28% 29 

2 kNN 85.19% 29 

3 
Decision 

Tree 
91.25% 29 

4 
Naïve 

Bayes 
89.15% 29 

 

  

NSL KDD dataset is used for implementation of the IDS model which 

has 43 attributes. To achieve the desired accuracy, it is important to apply the 

feature selection on NSL KDD dataset. Hence, we are selecting only the 

maximally relevant attributes as shown in graph fig. 2, which are 29 out of 

43 and other attributes are not considered for the imlemetation.  

The system model will be implemented using the R Programming and 

RHadoop integration to execute all the mentioned machine learning 

techniques in parallel and distributed environment to execute the IDS 

efficiently. The massively parallel structure of HADOOP enables the 

execution of IDS system to cope up with the ideal time requirement for 

detection of insecure activities and hence malicious nodes/intruders. 

Hence, the proposed methodology takes care of both the important 

properties accuracy having two phase implementation and efficiency by 

having massive parallel execution support with HADOOP infrastructure. 
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                         Figure 2 Features selection graph for proposed IDS Model. 

 

 

5 Conclusion And Future Work 
 
 Here, we have studied that, the important things to target in IDS 

systems to make our systems secure from the intruders are accuracy and 

efficiency of IDS systems. We have carried out the survey of existing 

systems and validated this fact. Also, we understood that, every IDS system 

result should be verified for the accuracy of its result and hence, two phase 

IDS systems can be constructed, where the second phase is the verification 

phase. It is also important to detect the attacks within the ideal time frame to 

prevent any loss of assets, hence to speed up the execution and detection 

using IDS system, we are using the massively parallel and distributed 

HADOOP infrastructure, which really allow us to get the fastest ever 

executions. With these facts, we have successfully proposed a strong IDS 

System model using machine learning techniques for accurate and efficient 

detections. Future work will be of implementation of this model and 

verifying our results in the actual scenario.  
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