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Abstract 
 

Current trend in healthcare industry maintains patient medical information’s 

in the form of Electronic Health Records (EHR) which leads to data security 

and privacy issues while sharing. In this paper, we propose blockchain based 

EHR system with smart contract, hyper ledger and cloud based storage 

providing high security and privacy for the patients. The fund transactions 

for doctor appointment, pharmacy, doctor consultant fee can be paid through 

cryptocurrency using digital signature algorithm. Security is attained using 

blockchain technique that is each block would contain data, secure index, 

hash value generated for the respective block and previous block hash value 

as well making intrusion complex. Thus any intruder tries to access by 

changing the hash value, this affect the hash values there after making the 

whole blockchain network invalid. For experimental results, we used 

ethereum based open source blockchain framework.  
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1 Introduction 
 

Electronic Health Record (EHR) consists of both confidential / personal 

data of the patients which is been handled by the healthcare service 

providers. The intruders illegally access and modify the EHR information’s. 

Loss of a patient health record also lead to suggestion of wrong drug to the 

patient leading to severe ill or sometimes death. Thus apart from the 

cryptography, high security protocol is needed during transmission and 

storage in the existing systems to attain the patient, healthcare service 

providers confidentiality and integrity [1]. With the invention of imaginative 

technologies like Cloud Computing (CC) and Internet of Medical Things 

(IoMT) [2] [3], the health sector industry have attained much significant 

changes providing easy access between doctors, patients, healthcare service 

providers, insurance companies etc. With this it’s not needed for patient to 

physically go to the healthcare service providers for providing the data and 

inspection. The patients now can collect their medical information’s like 

heartbeat, blood pressure, ECG signals, sugar levels, EEG signals etc from 

home itself using wearable devices and share on the cloud environments 

through which the healthcare service providers can access the information 

shared and suggest respective medication immediately from anywhere [4].  

This e-healthcare system helps the healthcare service providers to 

monitor their patients remotely 24*7 and offer ambulatory service 

immediately if required which encourages medicinal services conveyance as 

well as brings monetary benefit to the end users. Beyond, the accessibility of 

the whole EHRs on cloud enables the advantage for healthcare service 

providers to monitor their patient heath details persistently and reply to the 

patients with appropriate medications and treatments. Current E-health 

system has another side invoking security challenges when the patient 

personal and medical information’s are stored in the cloud environments [5] 

[6]. Current e-health system makes the data owners to think that their data 

are secure and privacy preserved but not. Security concerns involve intruders 

accessing EHR's without patient knowledge which totally impacts their 

privacy, data integrity and security concerns towards the cloud based e-health 

system [7]. In addition, few times patients might experience difficulty in 

dealing their own healthcare records distributed in different cloud 

environments. Also the cloud server process the data requests and provide 

the respective information without verifying the user thus leading to data 

leakage issues. Most importantly all the current e-health systems are 

centralized cloud server, which leads to illegal data access, data server 

compromise by the intruder using malicious scripts, security concerns and 

central point of failure leading to unavailability of data during emergency.  

To overcome all the security concerns, this research article propose a 

blockchain based access control for electronics healthcare system rendering  
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security for e-health systems with incredible advantage over the existing 

system.   

Blockchain is a decentralized based application without any intermediate 

or storage. All EHR information’s are stored and accessed between the 

nodes. Patient records are stored as blocks which are connected to one 

another within the blockchain network and each transactions, activities are 

updated in the ledger which provides transparency among all the other nodes 

connected within the network. Thus all the nodes are able to view the ledger 

but modifying is not possible. Thus each block contains of essential 

information’s like patient data as hash, previous block hash, private and 

public keys and timestamp.  

The blockchain is a decentralized framework, which is distributed among 

the network. In this few nodes performs the transactions and few nodes 

monitors and verify & reject the transactions. The blocks are created by the 

nodes within the respective network. Proof of Work (PoW) [8] has to be 

checked before addition of a block into the blockchain. The initial and 

foremost block within the blockchain network is called genesis block. 

Integrating both the patient information and hash value is used to create 

digital signatures. Thus miners of the respective blockchain network verifies 

the digital signature for further process.  

The blockchain are of three types such as 1. Public, 2. Private and 3. 

Consortium. In the public blockchain, all connected nodes can able to get 

involve and contribute.  

On the other hand if it’s been utilized within the organizations, it is 

termed as consortium blockchain. Private blockchain do have many 

restrictions for storing and accessing the data and thus only authorized users 

can get involved.  

Now Blockchain is spreading its wings and getting adopted into many other 

fields, banking, agriculture, voting, healthcare, mobile phones, quadcopters 

etc. Utilization of blockchain in healthcare industry is unavoidable because 

of his security protocols and other advantages. Blockchain is utilized in 

numerous areas of healthcare industry like Patient information’s security, 

Managing each patient medicines, patient health reports, Appointment 

fixation, medical fraud detection and for patient insurance processing [9]. In 

blockchain EHR can be accessed by authenticating the previous hash value. 

Also for money transactions we use crypto currencies like bitcoins, ethereum 

etc.  

Thus to protect the cryptocurrency wallet based attacks for clients, the 

intruder focuses on the user authentication credentials of the clients. To 

overcome this security concern also, we propose multiple level of 

authentication to verify the client before accessing the health information.  
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2 Related Works 

 

Blockchain is significantly used for cryptocurrency exchange based 

application. Blockchain in healthcare sector is used to protect the patient 

heath information against intrusion and integrate cryptocurrency based 

transaction practice in healthcare sector. The patient health information 

includes personal, medical records, insurance details, drug details, food diet 

details, medical summary etc [10]. Blockchain is major adapted by the 

organizations to improvise reliability, security of the data owner records. 

Intrusion or Intruder illegally access or modify the patient health 

information’s has high possibility when the patient health data are 

transmitted in a trustless environments. Secure information sharing among 

the patient with healthcare service providers proposed in [11] [12] empowers 

that the information should be transmitted in a secure manner eliminating 

unauthorized access.  

Hussein et. al proposed an effective key based approach to identify and 

validate the client. This would capture bot based attack attempts in the initial 

state and eliminate [13]. The security issues associated in the existing 

cryptographic based digital signature lead to the adaption of blockchain.  

This research article recommends Hardware Security Modules (HSM). In 

this the user authentication is performed by external hardware device. The 

user has to keep the external device safely against threat and unauthorized 

access. Usually the external device based authentication is performed in 

government and financial sectors. Adoption of HSM in health sector is not 

much easy because of the user feasibility and also when the hardware goes 

down, the keys might get lost and they cannot access their health 

information’s [14].  

After blockchain emergence, different examinations have researched the 

adaption of securing and sharing health information with the use of 

blockchain technology. Blockchain is explored in [15] which guarantee 

confident EHRs access for patients among healthcare’s, other person’s and 

other hospitals. The authors believed on the smart contracts for managing 

EHR’s information access the doctors and other authorized peoples. The 

researchers approach was on theoretical way and achievability of the 

proposed solution in real time is not defined.  

Thus, some significant highlights of EHRs sharing, for example, 

flexibility, accessibility, availability and authentication are not been explored. 

In the meantime, to guarantee secure EHRs sharing among medial 

stakeholders blockchain was presented in [16]. Blockchain empowered 

decentralized system additionally addresses the storage concerns of saving 

huge patient medical informations. The research work [17] presented a 

framework which is defined as MeDShare to address the issue of privacy 

preserving of healthcare information distributed with the cloud service 

providers. Smart contracts is an important feature in the blockchain to define 

the access control and track the information trades between the data owners 

and other authorized users. The auditing of user and transactional activities 

are  
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monitored by miners. The exhibition of this framework was in theoretical 

way using network measurements, briefing that the heath data sharing 

without threats.   

The researchers in [18] presented an efficient for EHR sharing 

mechanism that can provide effective identity management and protect 

privacy preserving of patient health information. They didn't consider the 

problems for identity management and identity management for protecting 

the data while storage. For achieving efficient privacy of patient data and 

data availability in the cloud environment, the researchers in [19] structured a 

de-centralized based storage framework. In this research article, data owner 

share the secret key among the people to whom the data owner wants to 

share aside the health information is been encrypted with access policy in the 

cloud environment.  

The researchers used Ethereum official test network named Rinkeby and 

the smart contracts were created for privacy preserving. To take care of the 

issue of putting away huge information on blockchain, the research papers in 

[20] [21] presented systems that coordinated the IPFS system integrating 

smart contracts to give information distributed to all IoT devices in a secure 

way. The system provide IoT based secure communication and sensor data 

transmission between the cypher physical devices and storage server. 

 
3 Proposed Architecture 
 

 
 

Figure 1 Overall Proposed Architecture 
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Figure 1 shows Overall Architecture of proposed work. 

 

4 Proposed Methodology 
 

4.1 Registration 
 

In this module, we developed registration process for patients, doctors, 

pharmacist, insurance agency etc.  In the registration process we collect their 

important details. Also the patient health data are obtained from wearable 

devices using IoT. Respective doctors can view and analyse their patient 

health details. Health details like name, contact number, e-mail address, age, 

contact address, and registration number are collected from the doctor. 

Details like patient name, contact number, email address, age, permanent 

address, disease name, consulting doctor name, health insurance details etc 

are collected from the patients. Also the patient data privacy is preserved 

using patient public address. The patient can share the public address rather 

than the whole patient details to others like doctors, hospitals, insurance 

agents etc. In this way, patient privacy is been preserved. Initially all the 

users are authenticated through registration and login steps before accessing 

the data. Once the registration is been done, this is called as the genius block 

which has no previous records and a hash value is been generated for each 

user type registration. In further communication, one user with another can 

be done using the public hash value. 

 

4.2 Block Creation 
 

For patients once their respective personal and medical records are 

updated, we term it as Electronic Health Record (EHR). EHR verification is 

done by each patients to avoid double-spending issue. Once the EHR 

verification is success, a new block is generated containing the patient EHR 

details by block generator module. The newly created bock after been 

validated by the miner, it is integrated to the chain of blocks consisting 

cryptographic hash of previous block data. Thus each block are updated in 

chorological or linear way in the blockchain. Also each EHR is been hashed 

using a key which is been generated by key generator module. 

 

4.3 Hash Value Creation 
 

The hash value for each data is generated by hashing algorithm namely 

SHA-1, SHA2, and SHA-256 which is an important factor with regard to the 

blockchain technology. The hashing algorithm creates unique and different 

hash values for different given inputs. The hashing algorithm address the 

significant part of verifying the file and data during the transaction. As stated 

earlier in the paper, blockchain technology is a collection and integration of 

blocks. Each block would consist of the user data, secure index and 

respective hash value of the block appending hash value of the previous  
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block. The initial genius block doesn’t contain the previous hashing. Thus if 

any intruder in the blockchain network try making changes in the blockchain 

transaction will lead to different has string and affect all other connected 

blocks.  Figure 2 shows Hash Block  of Blockchain Network.  

 
 

Figure 2 Blockchain Network – Hash Block 

 

4.4 Smart Contract Creation 
 

Smart contract is termed as predefined computer program which would 

be executed when a particular condition is met.  In our proposed system, we 

use ethereum for writing the contracts. Ethereum is the 2
nd

 popular most 

blockchain distributed computing platform after Bitcoin and widely used in 

variety of applications. Ethereum utilizes proof-of-work (PoW) concept in 

blockchain effectively. In Ethereum blockchain, smart contracts is an 

important factor which consists of data, code providing many programmable 

functions. The blockchain users get connected with the smart contracts 

through application binary interfaces (ABI). Patient 1 implements a smart 

contract using Solidity language. The smart contracts are defined and added 

to the blockchain network. The miner validates the transactions inside the 

blockchain network, choose the request and verifies the transactions i.e 

accepts or rejects.   

 

4.5 Middleware 
 

In our proposed system, we used public blockchain for the local 

development. In this we use Ganache for public blockchain server and  
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metamask for crytocurrency based transactions. Metamask act as a 

middleware between blockchain server and healthcare application. By 

executing ganache, the user will have their own ethereum node executing. 

Also it gets connected with public cryptocurrency wallet named MetaMask.  

Ethers can be added to the MetaMask account by performing few steps 

accordance to the networks been chosen. These ethers are deducted for each 

transactions. Figure 3  shows Transaction Methodology within the 

Blockchain Network. 

 
Figure 3 Transaction Methodology within the Blockchain Network 

 

4.6 Hyperledger  
 

In patients’ health care data few information’s needs privacy which can 

be seen by certain participants and shouldn’t be accessed by other 

participants within the network. Example: doctors, insurance doesn’t need to 

have the knowledge of information transactions happening [22]. This 

problem is addressed with implementation of ledger providing transparency. 

This allows all the users can able to view the user’s transactions along with 

their public address. Thus this Hyper-ledger fabric making the possibility of 

patients having privacy of their data with certain participants in the network 

[23].  

The distributed hyperledger fabric allows only authorized users by 

authentication. Hyperledger fabric provides data owner to have multi-layer 

rights to define which participants can control which part of data [24].  

 

4.7 Cloud 
 

In our proposed work, as stated hyperledger fabric is a highly authorized 

blockchain in which all the rights of accessing the patient’s EHR are with the 

data owner within the network. During emergency situations the patients 

cannot provide data access of their EHR, hence there should be backup 

system which provide basic information’s to start the medical care. All 

patient’s would have an smart wearable IoT device [25] which would be 

scanned during  
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emergency situations to obtain basic medical information’s like current 

disease and treatments, blood groups, emergency contact details, allergies 

etc. This backup system can be used by the patients to store essential medical 

reports, images in the cloud environment by using cryptographic encryption 

algorithm which can be accessed from the respective IoT device during 

emergency situations.  

 

4.8 Crytocurrency 
 

In our proposed system, we use cryptocurrencies for the transactions. 

The blockchain technology invokes cryptocurrency with maximum level of 

security against attackers and resolve the problem of double spending. The 

working principle of cryptocurrency is when user A transfers the coins, 

ethers to user B, the user B holds the private key through which user A 

public key is unlocked. If both the key matches, the truncation is given into 

the blockchain network. This transaction is validated by miner and if the 

validation is success the balance amount of both sender address and receiver 

address would be modified.  Through this the patients can pay their doctor 

fee, appointment fee, insurance fee, pharmacist fee, donations to the hospitals 

etc.  

 
5 Experimental Results 
 

 
 

Figure 4 Initiation of Public Blockchain Server: Ganache 
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Figure 5 Healthcare Application 

 

 

 
 

Figure 6 Miner Login 
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Figure 7 Public Address Created for the Miner 

 

 
  

Figure 8 Doctor Login 
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Figure 9 Creation of Block for Doctor with Previous Hash 

 

 
 

Figure 10 Patient Login 
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Figure 11 Creation of Block for the Patient 

 

 
 

Figure 12 Metamask Environment for Buying Ethers 
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Figure 13 Importing Free Ethers Using Rinkeby Public Block Chain 

 
 

Figure 14 Generation of Hash from the Terminal 

 
Table 1 Comparison of Gas Fee Deducted for Each File Transactions 

 

File Size Gas fee 

2KB 0.000151 

5KB 0.000811 

8KB 0.001 
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Figure 15 Comparison of Gas Fee Deducted For Each File Transactions in Public 

Blochchain Network 

From 4 to 14, it shows that account detail and hash value of registered 

patient.  In figure 15 and  table 1, it shows that Comparison of Gas Fee 

Deducted For Each File Transactions in Public Blochchain Network. 

 

6 Conclusion 
 

Integration of blockchain technology into healthcare provides a huge 

potential to involve millions of individuals, hospitals, medical researchers, 

insurance agents, hospital associated entities to share the heath data with 

promising security and preserving patient privacy. In this proposed system, 

the patient health records are successfully maintained using blockchain 

technology and during emergency cases the patient can immediately access 

and share their medical records from cloud repository which act as a backup 

system. The patient health data are obtained from the wearable devices using 

IoT. In future, the blockchain technology can be adopted for employee 

appraisal process in organization and supply chain management. Also 

integration of bigdata with neural network can be integrated with blockchain 

to automate the process.  
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