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Abstract 
 
In the contemporary era, technological innovations such as Internet of Things 

(IoT), cloud computing and fog computing paved way for new opportunities 

in healthcare industry. It led to the growing research on remote patient 

monitoring which improves quality of life of people besides reducing death 

rate significantly. Wireless Body Area Networks (WBANs) play crucial role 

in realizing such technology driven systems that leverage in patient 

monitoring. Integrating WBANs with fog and cloud infrastructure makes it 

viable and successful for remote monitoring. Unfortunately, WBANs in 

healthcare industry are under constant threat of jamming attacks which 

hinders the green communication and provisioning of Quality of Service 

(QoS). Since wireless networks share a common medium, adversaries exploit 

it to launch jamming attacks with ease by emitting radio frequency signals 

that do not comply with MAC protocol. Jamming attacks have potential to 

severely affect operations in healthcare units where WBANs are integrated 

with IoT technology. Unless, they are prevented, the routing protocols suffer 

from deterioration of QoS. In this paper, we considered a fog-enabled system 

model Where multiple WBANs can co-exist as part of underlying healthcare 

systems and can communicate efficiently with less energy consumption. The 

objective is to ensure a green communication environment where energy  
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Consumption for communication is minimized in all branches of 

communication. Problem formulation is made with different kinds of 

jamming attack models. Then we proposed two algorithms namely Signal 

Strength and Packet Delivery Ratio (PDR) based Jammer Detection (SSPDR-

JD) and Location and PDR based Jammer Detection (LPDR-JD). The former 

is based on signal strength and PDR while the latter is based on location and 

PDR. These two algorithms run in every node so as to prevent jamming 

attacks. We made a simulation study with NS-2 and found that the proposed 

jamming attack detection models could improve QoS of fog-enabled 

WBANs by preventing different jamming attacks.  

 

Keywords: Fog-enabled WBANs, Efficient Routing, Advanced Jamming 

Attacks, QoS, Jammer Detection Models  

 

1 Introduction 
 
       Wireless Body Area Network (WBAN) has assumed high significance 

with technological innovations such as Internet of Things (IoT) and its 

related use cases [1],[2]. Especially, the developments with such technology 

usage in healthcare domain paved way for improved Quality of Service 

(QoS) in medical procedures that lead to enhanced quality of human life [22]. 

Having said this, it is essential to have efficient routing mechanisms in 

WBANs in healthcare domain. In our prior work “Routing towards Quality 

of Service and Bandwidth Optimization for Wearable Body Area Networks” 

in [28] provides routing protocol with optimizations for QoS and bandwidth. 

However, this protocol is sensitive to advanced jamming attacks. In order to 

overcome this problem, advanced jamming attacks in WBANs are studied in 

terms of their modus operandi and prevention methods.  

     There are many existing works that focused on routing efficiency in 

WBANs. For instance, in [3], [4], [9], [10], [20], [21],[31] and [32] focused 

on energy efficiency in WBANS. Data dissemination and QoS enhancement 

is considered in [6] and [20]. For or edge computing is integrated in [8] and 

[20] for better latency in WBANs. Different routing challenges are explored 

in [15] ,[17],[26] and [30]. A cross layer routing protocol is proposed in [7] 

for improving performance in routing. There are security considerations 

along with routing in [8], [18], [19] and [26]. Intrusion detection system for 

WBAN is the main focus in [23][24]. Jamming attacks and prevention 

methods are explored in [25], [27] and [28]. However, from the literature, it 

is observed that advanced jamming attack detection is the area that needs 

further investigation. Towards this end, our contributions in this paper are as 

follows. 

1.We discussed advanced jamming attacks and their probabilities to provide 

useful insights on jamming attacks on WBANs. 

2.We proposed two algorithms namely Signal Strength and Packet Delivery 

Ratio (PDR) based Jammer Detection (SSPDR-JD) and Location and PDR 
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based Jammer Detection (LPDR-JD) for detection of jamming attacks. 

3.We implemented NS-2 simulations to evaluate the proposed algorithms.  

The remainder of the paper is structured as follows. Section 2 reviews 

relevant literature associated with jamming attack prevention methods in 

WBANs. Section 3 formulates the problem with advanced jamming attacks. 

Section 4 provides details of different jamming attacks used by adversaries. 

Section 5 proposes two jamming detection models with algorithms. Section 6 

presents details of experimental setup. Section 7 presents results and 

discussion on the same. Section 8 concludes the paper and gives directions 

for future work.   
 

2 Related Work  
 

This section reviews literature on efficient routing and associated issues 

in WBANs. The review of literature is made on different aspects of WBANs 

such as energy efficient routing, edge and fog computing innovations, 

security and privacy issues and jamming attack prevention methods.  

 

2.1 Energy Efficient Routing  
 

Energy efficiency plays crucial role in WBANs as they are resource 

constrained. Smaill et al. [3] proposed a stable and energy efficient routing 

protocol for WBAN. It could lead to reduction in energy usage and longevity 

of network lifetime. Khan et al. [4] proposed an energy efficient routing 

protocol for WBAN. They defined a cost function associated with energy 

consumption and developed the routing mechanism to promote energy 

efficiency. It could achieve better stability in routing and energy efficiency. 

Effatparvaret al. [5] on the other hand reviewed different energy efficient 

routing protocols targeted for WBANs. Mallicket al. [11] proposed an energy 

efficient routing protocol for Ambient Assistant Living (AAL). They used a 

sensor networkwith multiple sinks in order to achieve this. Movassaghiet al. 

[12] proposed a routing protocol for WBAN that is both interference-aware 

and energy-aware. Anisiet al. [16] proposed an energy harvesting method for 

Wireless Sensor Network (WSN). Feng et al. [21] on the other hand focused 

on body posture in WBAN for energy efficient medium access. From the 

review of literature, it is understood that energy efficiency is essential in the 

Routing of WBAN. However, these methods do not focus on the jamming 

attacks that will jeopardise routing efficiency.  

 

2.2 Edge and Fog Computing  
 

For computing is the phenomenon in which sensor networks use locally 

available resources for certain tasks that are to be carried out with strict 

deadlines. Instead of depending on cloud, they nodes relay on fog resources  
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to improve latency performance. Sodhroet al. [8] focused on QoS 

optimization using mobile edge computing. As mobile edge computing offers 

resources provided by mobile network operators, they are used by mobile 

devices to improve speed in operations. It is useful in medical applications 

where speed and quality are to be given highest importance. They proposed 

an architecture and made an empirical study to evaluate the same. Jiang et al. 

[14] on the other hand focused on a review of different approaches that used 

fog or edge computing to leverage applications. They presented different 

architectures pertaining to edge computing that could prevent delay in 

processing and improve overall performance of applications. Usage of fog 

computing is further explored in [30]. However, there is no consideration for 

jamming attack prevention.  

 

2.3 Security and Privacy  
 

Security and privacy are important concerns in wireless networks. 

Sodhroet al. [8] discussed about security issues in wireless networks. 

Different routing attacks and prevention measures are explored in [13]. Khan 

et al. [18] proposed a framework that is cloud based and considered security 

to patients’ data in a healthcare application where WBAN is used. It has 

protection mechanism for Electronic Medical Records (EMRs). Thamilarasu 

et al. [23] reviewed security challenges in wireless body area networks. They 

considered different levels of security such as inherent security, no 

confidentiality and lack of authentication and confidentiality. They also 

discussed different kinds of attacks such as Denial of Service (DoS), 

eavesdropping, spoofing and so on. Radhika et al [34] discusses the use of a 

lightweight encryption algorithm for WBAN keeping in mind that the 

devices lesser capability of processing and storing data. Suguna et al [35] 

explores a quantum key distribution encryption mechanism to deal with an 

energy efficient data communication. However, there is need for 

investigation on the jamming attack prevention methods in WBAN.  

 

2.4 Jamming Attack Prevention  
 

       In WBAN, the energy efficient routing mechanisms proposed in [26] 

may not of much use in presence of advanced jamming attacks. Therefore, it 

is Essential to investigate and prevent advanced jamming attacks. The 

existing literature has inadequacy with respect to WBANs related to advance 

jamming attack prevention. Gopala Krishnan and Bhagyaveni [25] used 

chaotic frequency hopping method in order to prevent jamming attacks in 

WBAN. It provides secure communications and also prevent jamming 

attacks. Chen et al. [28] proposed a reinforcement learning based solution 

againstjammingattacksin WBAN. They also used transfer learning which is 

one of the machine learning (ML) techniques in order to improve  
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performance further. Gopala Krishnan and Bhagyaveni [25] on the other 

hand focused on random code key selection using codebook to detect 

jamming attacks effectively. Mobile edge computing security is explored in 

[36] while energy saving in machine to machine networks is studied in [37]. 

Communication and information technologies for sustainable goes is 

explored in [38]. From the review of literature, it is understood that advanced 

jamming attack prevention is the missing part in existing approaches. In this 

paper, we proposed two models that could prevent advanced jamming attacks 

in WBAN. 

 

3 Problem Formulation  
 
      WBAN is crucial for monitoring vital signs of patients. The network 

plays its role in rendering information to an authorized person like doctor. In 

this regard, it is indispensable to see that there is required quality in the 

information. Especially, in such applications fog resources (locally available 

cloud resources) speed up the process and help in improving latency and 

QoS. However, there needs to be protection from routing issues in presence 

of advanced jamming attacks. The system model is presented in Figure 1. 

 

3.1 The System Model  
 

      The system model shows many co-existing WBANs integrated with fog 

infrastructure. The environment is made up of wearable devices equipped 

with sensors, routers for traffic management, wireless links for data 

transmission, WBANs as sensor network and gateways for integration of 

WBANs with fog computing resources. The distance between local routers is 

150 m. Ad-hoc On-demand Distance Vector (AODV) is the baseline routing 

protocol used for setting up environment. AODV is modified later to 

implement the proposed routing protocol that supports multiple interface 

scenarios with multiple channels.   

The system model shows the environment used for empirical study. In 

this scenario it is essential to improve QoS as the healthcare domain needs to 

transfer essential health information (multimedia) in a reliable fashion. The 

healthcare system is connected to both fog and cloud computing 

infrastructure. Cloud computing provides scalable and available computing 

resources on demand in pay as you go fashion. The fog computing provides 

locally available storage and computing resources so as to improve latency 

and performance of applications. Wearable device is the digital device 

associated with human body. In turn, the wearable device can have a sensor 

for capturing health details of a person. WBAN is made up of number of 

sensors. 

As presented in Figure 2, fog layer of the system model includes fog 

nodes and fog controller nodes. Both kinds of nodes have basic functionality 

for storage and computing. However, controller nodes do have additional  
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functions such as searching for fog nodes and assigning tasks. When data is 

stored in cloud, its latency is more while the data stored in fog layer showed 

reduced latency (performance improvement). This is the rationale behind 

using fog computing.  

 

 
Figure 1 Fog-enabled system model 

 

 

3.2 Problem Definition  
 

Efficient routing mechanism with QoS and bandwidth optimization in 

WBANs is explored in our paper [28]. It also deals with the baseline security 

against jamming attacks. However, jamming attacks are found to be 

manifold. There are advanced jamming attacks that are to be handled. 

Otherwise, the routing efficiency is not worth as it is defeated by jamming 

attacks launched by adversaries. The system model presented in Figure 1 is 

vulnerable to different kinds of jamming attacks such as constant jammer,  
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deceptive jammer, random jammer and reactive jammer. Preventing all these 

kinds of jamming attacks is the problem to be addressed. This paper extends 

our work in [26] to realize an enhanced routing protocol for fog-enabled 

WBANs towards QoS under advanced jamming attacks.  

 

 
Figure 2 Illustrates fog nodes integrated with WBAN 

 

4 Various Jamming Attack Models Used By Adversaries 
 

This section presents different jamming attacks often launched by 

adversaries. These attack models use jammers as their strategy to interfere 

with wireless communications. Their modus operandi are different and they 

have different levels of effectiveness. Different kinds of jamming attack 

strategies are discussed here.  

 

4.1 Constant Jammer 
 

Constant jammer, as the name implies, emits a radio signal continuously 

in same frequency. This jammer can be implemented using two kinds of 

devices. First kind is the one that can be achieved with a waveform generator 

that sends a radio signal (random bits) continuously. The second kind is a 

normal wireless device. In this paper we used the second one which sends 

radio signal continuously to wireless channel using MAC-layerapproach.  
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This jammer does not wait an idle channel. Its signals have higher strength 

than the legitimate traffic. Thus it can present genuine traffic [39].  

 

4.2 Deceptive Jammer 
 

This jammer continuously injects packets to a channel without delay in 

ensuing packet transmissions. Thus, it will deceive original (legitimate) 

communicator in such a way that it considers it as legitimate packet. For 

instance, if a preamble is found, the node is kept in receive mode irrespective 

of whether it has a packet to be transmitted or not. Even though the node has 

packets to be transmitted, it remains in the receive mode as the jammer 

constantly ends packets. Another observation is that the jammer only needs 

to send preamble bits continuously instead of entire packets [39].  

 

4.3 Random Jammer 
 

Random jammer does not send radio signal continually. Instead, it 

follows an alternate cycle of jamming and sleeping. In other words, it has 

jamming phase and sleeping phase. In the former phase, it is active and the 

latter stage its radio is turned off. In the jamming phase, it has capability of 

behaving like a constant jammer or deceptive jammer. In this paper, we used 

it as constant jammer in the jamming phase. This kind of jammer consumes 

less energy and suitable for jammers that do not have unlimited power 

support. Moreover, trade-off between jamming effectiveness and energy 

efficiency can be achieved by adjusting time in the two phases [39].  

 

4.4 Reactive Jammer 
 

The jammer models aforementioned are active in blocking channel 

without consideration for traffic patterns exhibited by the channel. Active 

jammers ensure that the channel is busy continuously but they are easy to 

detect. Reactive jamming is an alternative approach to jamming a wireless 

channel. Reactive jammer prefers jamming only when channel is being used. 

It assumes that there is no point in jamming when channel is not being used. 

Therefore, when the channel is free the jammers keeps quiet and starts 

jamming by transmitting radio signal continuously wen there is activity in 

channel [39]. Therefore, it saves energy when compared with other jammers. 

However, this jammer is difficult to get detected. 

As presented in Figure 3, it is understood that the RSSI is different when 

different jammers are operating on a wireless channel. The horizontal axis 

shows the sample sequence number and vertical axis shows RSSI 

observations in terms of dBm. Constant jammer and deceptive jammers are 

found to have higher impact on RSSI. The RSSI values provided as a 

function of time in presence of various jammers. The sampling of RSSI 

values are made every 1msec. the max traffic and constant jammer 
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scenarios shows similar average RSSI values. There is very less difference 

between constant jammer and deceptive jammer scenarios.  

 

 
                                           Figure 3 Discrimination of Jamming Attacks Based on RSSI Readings 

 

5 Proposed Jamming Detection Models 
 

As discussed in the previous section, RSSI is capable of detecting 

different kinds of jammers. Another observation is that when jammer 

influences channel quality between sender and its neighbour nodes, the 

sender nodes loses the ability to send packets. This will affect Packet 

Delivery Ratio (PDR). Therefore, along with RSSI, PDR is to be considered 

for better detection of jamming attacks. Besides jamming, PDR is caused due 

to many factors such as low link quality. Thought PDR is powerful measure 

to know jamming attacks, it has certain drawback as the low PDR may be 

caused by natural causes of poor link quality. In order to overcome this 

drawback and improve the likelihood of jamming attack detection in WBAN 

based networks, we have used two strategies based on PDR. First, 

consistency checking is conducted using PDR and RSSI to know whether 

low PDR is caused by low link quality. Second, location information is 

considered along with PDR to improve quality of jamming detection process. 

We made an important assumption that is a node  

is only responsible to know whether it is under jamming attack and it does 

not care about its neighbours to detect jamming attacks. The reason behind 

this is that a wireless node is aware of its radio environment and cannot 

reliably predict radio condition of other nodes. We made another assumption 

that each node has a list of its neighbours collected from the routing layer of 

the network. This list helps in making well informed decisions in jamming 

attack detection.  
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Yet another assumption is that, the nodes form a dense network to have 

many neighbours. All nodes that are legitimate are capable of detecting 

jamming attacks by sending baseline traffic. Thus over a time window, each 

node can estimate PDR. When PDR is found to be zero in the given time 

window, it does mean that no packets are transmitted. The following two 

subsections provide the two strategies aforementioned for effectively 

detecting jamming attacks in WBANs.  

 

5.1 Signal Strength and PDR Based Jamming Detection Model 
 

Along with RSSI, the PDR measure is used to complement the detection 

process besides discriminating an attack from natural link quality based low 

PDR issue. This model considers PDR between a node and all its neighbours. 

To overcome false positives due to poor link quality, we use RSSI for 

consistency checking. Here we intend to confirm the fact low PDR is 

consistent with RSSI or not. The intimate relationship between RSSI and 

PDR paved way for the discrimination of two cases. First, with respect to a 

given node, all its neighbours are switched off or moved out of radio range. 

Second, wireless node is under jamming attack. In the first case, there is 

consistency between low PDR and signal strength while in the second case 

signal strength is high and the PDR is observed to be low. Table 1 shows 

different combinations of PDR and RSSI to determine different scenarios. 

 
Table 1 PDR and signal strength for jamming attack detection 

PDR Observation RSSI Observation  Determined Scenario 

PDR is observed to be 

zero and no receipt of 

preamble.  

Signal strength is 

observed to be low. 

No jamming attack. But 

it is caused by either 

blocked neighbours, 

absence of neighbours, 

and failure of neighbours.  

PDR is observed to be 

zero and no receipt of 

preamble.  

Signal strength is 

observed to be high. 

Jamming attack. 

Low PDR is observed 

and packets are found 

corrupted. 

Signal strength is 

observed to be low. 

No jamming attack but 

neighbours are away 

from radio range. 

Low PDR is observed 

and packets are found 

corrupted. 

Signal strength is 

observed to be high. 

Jamming attack.  
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These observations led to the first algorithm known as Signal Strength 

and Packet Delivery Ratio (PDR) based Jammer Detection (SSPDR-JD). 

This algorithm helps a wireless node to declare whether it is jammed. In 

order to conserve energy, RSSI is measured for a given window randomly 

with reactive  

Approach. This window is determined based on jamming mode, traffic rate 

and accuracy of measurement besides the expected confidence level of 

detection. 

  

Algorithm: Signal Strength and PDR based Jammer Detection 

Inputs      :Neighbour list N, PDR threshold th 

Output     : Jamming attack detection  

 

1. Start 

2. Initialize PDR mappmap 

3. Initialize pdr, rssi to zero 

4. Initialize consistency to true 

5. For each node n in N 

6. pdr = computePDR(n) 

7. add n and pdr (key, value pair) to pmap 

8. End For 

9. maxpdr = findMaxPDR(pmap) 

10. IF maxpdr<th THEN 

11. rssi = findSignalStrengthForWindow() 

12. consistency = checkForConsistency(maxpdr, rssi) 

13. IF consistency == false THEN 

14. notify(“node is jammed”) 

15.    END IF 

16.  END IF 

17.  Stop 

 

Algorithm 1 Signal Strength and PDR Based Jammer Detection (SSPDR-JD) 

Algorithm 

The computePDR () calculates PDR between the node and its particular 

neighbour. This is carried out for all neighbours with an iterative process 

made from Step 6 through Step 9. The PDR computed between the node and 

each neighbour is saved to a key value pair map known as pmap. As pmap 

contains all PDR values, the findMaxPDR () function takes pmap as input 

and returns the maximum PDR value as in Step 9. A condition is verified in 

Step 10 to know whether the maxpdr value is less than the given PDR 

threshold. If it is less, then RSSI value is sampled for a given time widow 

(Step 11) followed by signal and PDR consistency checking. The 
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checkFor Consistency () function takes rssi and maxpdr and returns a 

Boolean value based on the consistency. It returns false when the consistency 

is not there. False indicates there is jamming attack. A window of 200 

packets is used for PDR computation. For every 200 msec 1 msec is used for 

RSSI sampling. Packets are transmitted at the rate of 20 packets per second 

and packet size is 33 bytes. We used a reactive jammer that sends 20-byte 

packets continuously when channel activity is found. For random jammer 

used jamming time and sleeping time randomly between 0 and 31. The 

configurations for source and receiver nodes and the location of jammer are 

varied. The combination of PDR and RSSI in the Algorithm is found to be 

powerful as jammers might operate at different power levels.  
 

5.2 Location and PDR Based Jammer Detection Model 
 

The second algorithm is based on the location and PDR. This algorithm 

assumes that neighbour nodes operate at power level which is fixed. It 

follows consistency check proactively unlike SSPDR-JD algorithm discussed 

in the previous section. Before computing PDR values, the location 

information is known. In this setting, each node needs to advertise location, 

so as to understand node’s mobility. It needs localization infrastructure for 

location information of wireless nodes. It is also assumed that the 

localization infrastructure has no threats from adversaries. In this algorithm, 

PDR is used as indicator of link quality. Therefore, a wireless node can 

determine a jamming attack based whether PDR is consistent with location of 

neighbours. It is based on the observation that the neighbours that are nearer 

to a node have higher PDR. If there is low PDR for all neighbours, it is 

concluded as jamming attack.  

Every node in the WBAN, advertises its location periodically and every 

node is aware of location of neighbours from time to time. It is essential as 

there is node mobility in the proposed models. Nodes may move from high 

PDR regions to low PDR regions. When a jammer node comes into picture 

near by the node X, the location data node has reflected its neighbours prior 

to the interference. If the PDR of neighbours is less than PDR threshold, 

node X needs to carry out consistency check by considering the position of 

the neighbour that showed maximum PDR. The distance between the node A 

and its neighbour based on the position is computed and the max PDR and 

the distance are used for consistency checking.The benign region and jammer 

region are determined with lower bounds on PDR. The frequency of position 

advertisement depends on node movement towards each other or opposite. 

Even location information may not reach if the nodes are far away from the 

radio range. The first problem is overcome by setting a need that node needs 

to announce its position when it moves from its previous position for a given 

distance denoted as δ. Based on the velocityv of given node, node should  
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update its location information at every τ = δ/v seconds. In order to solve the 

latter issue, it is assumed that the node guarantees location announcement 

reaches to its neighbours who are in radio range and exhibit minimal PDR. 

 

Algorithm:Location and PDR based Jammer Detection 

Inputs      : Neighbour list N, PDR threshold th 

Output     : Jamming attack detection  

 

1. Start 

2. Initialize PDR map pmap 

3. Initialize pdr, distanceto zero 

4. Initialize consistency to true 

5. For each node n in N 

6. pdr = computePDR(n) 

7.    add n and pdr (key, value pair) to pmap 

8. End For 

9. maxpdr = findMaxPDR(pmap) 

10. IF maxpdr<th THEN 

11. loc1 = findLocationOfNode() 

12.    loc2 = findLocationOfNeighbourNode() 

13. distance = findDistance(loc1, loc2) 

14.    consistency = checkForConsistency(maxpdr, 

distance) 

15.    IF consistency == false THEN 

16. notify(“node is jammed”) 

17.    END IF 

18.  END IF 

19.  Stop 
 

                      Algorithm 2 Location and PDR based Jammer Detection (LPDR-JD) algorithm 

 
6 Experimental Setup 
 

Experimental setup is made with NS-2 for simulation study of the 

proposed system. There are many parameters used for the study. The number 

of channels used for the empirical study is 3 out of which one channel is 

assigned to layer 1 while the remaining two are assigned to layer 2. The 

propagation model used for the study is known as two ray ground reflection 

which is used for the context of large scale path loss. Ricean fading model is 

used for the small scale fading context. The mobility model is known as 

random waypoint which is described in the results section as well.  

Transmission rage is 50 m for sensor nodes and 250 m for routers. 

Interference range is 100 m for sensor nodes and 500 m for routers. 

Transmission power is 8mW for sensor nodes and 30mW for routers. The  
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traffic type is CBR using UDP protocol. The transmission rate is 1 Mbps for 

sensor nodes and 1, 2, 3.3 and 11 Mbps for routers. Packet size is 128 bytes 

for sensor nodes and 1500 byte for SPDs. Interface queue length is 50 

packets. The parameters α, β, a, b, γ, θ are set with values 2, 3, 0.5, 0.5, 0.5, 

0.5 respectively. The simulation time is set to 900 seconds. The Tw, Tm and 

Tasso are set to 5, 1 and 10 respectively.  

 

7 Results and Analysis 
 

The results of experiments include observations on the performance of 

the proposed algorithms applied to the system model. The experiments are 

made with different mobility settings, mutual interference and various 

jamming attacks. Average end to end delay and PDR are observed while 

simulating the system model under different jamming attacks. The results of 

the proposed method in this paper are compared with that of baseline routing 

protocol AODV and its variant proposed in [26].  

As presented in Table 2, the PDR values are observed for the proposed 

method, the baseline AODV and its variant found in [26]. The observations 

are made without jamming attack models in place.  

 
Table 2 Shows PDR Performance Against Number of WBANs 

 

No. of WBANs 

PDR (%) in Absence of Jammers 

AODV Method in [26] Proposed 

25 97 99 99 

50 88 91 94 

75 73 85 89 

100 52 78 82 

125 42 65 71 

150 37 55 62 

175 32 44 55 

 

                       Table 3 Shows PDR Performance against Number of Jamming Nodes 

 

No. of Jamming Nodes 

PDR (%) in Presence of Jammers 

AODV Method in [26] Proposed 

3 85 90 93 

6 80 90 93 

9 75 85 89 

12 65 80 85 

15 45 70 76 
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As presented in Table 3, the PDR values are observed for the proposed 

method, the baseline AODV and its variant found in [26]. The observations 

are made with jamming attack models in place.  

As presented in Table 4, the PDR values are observed for the proposed 

method, the baseline AODV and its variant found in [26]. The observations 

are made based on distance between routers. 
 

Table 4 Shows PDR Performance against Distance Between Routers 

 

Distance Between Routers 

(Meters) 

PDR (%) Based on Distance Between 

Routers 

AODV 

Method in 

[26] Proposed 

100 96 97 99 

125 95 96 99 

150 93 95 98 

17 82 88 92 

200 75 82 87 

 

Table 5 Shows PDR Performance against Various Mobility Patterns 

 

Mobility Pattern 

PDR (%) Based on Mobility Patterns 

AODV Method in [26] Proposed 

s5p0 94 97 99 

s5p5 92 96 98.6 

s10p0 91 95 98.5 

s10p5 88 94 97.3 

s15p0 86 94 97.2 

s15p5 83 94 97.4 

 

As presented in Table 5, the PDR values are observed for the proposed 

method, the baseline AODV and its variant found in [26]. The observations 

are made based on various mobility patterns.  

As presented in Figure 4, PDR performance is compared among the 

proposed method, baseline AODV and its variant in [26] under different 

settings such as without jammers, with jammers, based on distance between 

routers and based on mobility patterns. Figure 4 (a) showed that the proposed 

method showed better PDR over the existing methods against number of 

WBANs without jammer nodes. In presence of jamming nodes, as shown in 

Figure 4 (b), the PDR is reduced but the PDR of the proposed method is 

higher than the existing methods. Figure 4 (c) sowed the PDR comparison 

against varying distance between routers. When distance is varied, it also 

affected PDR relatively and the proposed method showed higher PDR in the 

given setting. As presented in Figure 4 (d), PDR comparison is made against 

various mobility settings to nodes in WBANs. Observations are made with 

different mobility patterns such as s5p0 (5 m/s speed and 0 seconds pause 

time), s5p5 (5 m/s speed and 5 seconds pause time), s10p0 (10 m/s speed 
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and 0 seconds pause time), s10p5 (10 m/s speed and 5 seconds pause time), 

s15p0 (15 m/s speed and 0 seconds pause time) and s15p5 (5 m/s speed and 5 

seconds pause time). The mobility model is set with random waypoint model 

of NS-2. Under different mobility settings also the proposed method showed 

better performance. This is due to effectiveness in the routing to improve 

QoS.  

 
 

 

    

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

  

Figure 4 PDR comparison with no jamming nodes (a), with jamming nodes (b), against 

distance between routers (c) and against mobility patterns (d) 
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                        Table 6 Average end to End Delay Against Number of WBANS 

 

No. of WBANs 

Average End to End Delay (ms) in Absence of 

Jammers 

AODV Method in [26] Proposed 

25 400 100 85 

50 500 200 168 

75 1200 400 310 

100 1400 700 580 

125 1700 1000 740 

150 2000 1200 890 

175 2100 1400 950 

 
As presented in Table 6, the average end to end delay observations are 

recorded against number of WBANs for the proposed method, baseline 

AODV and its variant in [26]. The observations are made without jammer 

nodes.  
 

                           Table 7 Average end to end Delay against Number of Jamming Nodes 

 

No. of Jamming 

Nodes 

Average End to End Delay (ms) in Presence of 

Jammers 

AODV Method in [26] Proposed  

3 180 130 119 

6 250 150 132 

9 320 160 145 

12 400 210 189 

15 500 350 295 

 

As presented in Table 7, the average end to end delay observations are 

recorded against number of jamming nodes for the proposed method, 

baseline AODV and its variant in [26].  
 

Table 8 Average end to end delay based on the distance between routers 

 

Distance Between 

Routers (Meters) 

Average End to End Delay (ms) 

AODV Method in [26] Proposed 

100 170 130 121 

125 190 150 135 

150 220 160 140 

175 220 180 158 

200 290 190 172 
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As presented in Table 8, the average end to end delay observations are 

recorded against the distance between routers for the proposed method, 

baseline AODV and its variant in [26]. 

  
 

 

 

 
 

Figure 5: Average end to end delay performance without attacks (a), 

against jamming attacks (b) and against distance between routers (c) 
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As presented in Figure 5, the average end to end delay is measured in 

milliseconds and shown in vertical axis. In Figure 5 (a), it is observed 

without jammers. Number of WBANs are taken in horizontal axis. The 

results revealed that the number of WBANs have their impact on average end 

to end delay. The proposed method showed reduced end to end delay that 

indicates significantperformance improvement over the existing methods. As 

shown in Figure 5 (b), there is evidence of number of jamming nodes taken 

in horizontal axis and they have impact on end to end delay. The proposed 

method showed least end to end delay signifying its performance 

enhancement over AODV and its variant in [26]. In Figure 5 (c), average end 

to end delay is observed with varying distance between routers. The distance 

between routers has some impact on the average end to end delay. The 

proposed method showed reduced average end to end delay when compared 

with the existing methods. In terms of PDR and average end to end delay, the 

proposed method outperformed existing methods.  

 

8 Conclusion and Future Work 
 

In this paper, we proposed a fog-enabled system model for WBANS. It is 

meant for routing efficiency and reduction in latency. We discussed different 

kinds of advanced jamming attacks that cause problems to routing in 

WBANs. Different jamming attack models involve in the problem 

formulation. We proposed two algorithms namely Signal Strength and Packet 

Delivery Ratio (PDR) based Jammer Detection (SSPDR-JD) and Location 

and PDR based Jammer Detection (LPDR-JD). The former is based on signal 

strength and PDR while the latter is based on location and PDR. These two 

algorithms run in every node so as to prevent jamming attacks. We made a 

simulation study with NS-2 and found that the proposed jamming attack 

detection models could improve QoS of fog-enabled WBANs by preventing 

different jamming attacks. In future, we intend to improve our algorithms by 

integrating them with different routing optimizations.  
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