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Abstract 
 
This paper proposes a novel framework for a two-stage classification 

approach for Network Intrusion Detection System using Fast k Nearest 

Neighbor (FkNN) Classifiers with Least Variance Feature Elimination 

(LVFE) for feature reduction. FkNN is adopted for binary classification in 

the first stage to detect whether the request is an attack or a legitimate one. 

Further, if the right is identified as an attack, it will be processed in the 

second stage, where multiclass classification is used to classify its attack 

type. In the cloud environment, it is easy to implement the NIDS with 

knowledge on attack types to reduce the computational complexity of the 

detection mechanism and minimize financial loss.  The performance of NIDS 

depends on two pre-knowledgeable issues regarding the network flow. They 

are i) Identifying whether the flow is attacked or not. ii) If it is an attack, 

identifying which type of attack it is?  a two-stage classification methodology 

is proposed, which comprises two phases with adopting the CICIDS-2017 

Dataset. Phase-I is the pre-processing data phase, in which data cleaning and 

normalization are carried out. In phase-II, the two-stage classification model 

is implemented to detect attacks along with attack type. The experimental 

results are presented, and conclusions are drawn.  
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1 Introduction 
 

As a new network application model, cloud computing transforms the 

Internet computing infrastructure to provide flexible, pay-on-demand services 

to the users. It is necessary to enhance Network Intrusion Detection Systems 

(NIDS) to defend against security threats in the cloud environment. These 

systems monitor and detect malicious behavior in the network and provide 

methodologies that see and handle security breaches. Machine Learning 

(ML) is a promising area in designing efficient intrusion detection systems 

[8][10][17][18]. Few of these intrusion detection systems are classifiers and 

are designed to detect attacks.  Further, few of these works are extended as 

multiclass classifiers to see the type of aggression [14][16]. The datasets that 

contain network traffic data like KDD-CUP 99, NSL-KDD, CICIDS-2017, 

etc., are used to test the classification models.  

All the available benchmark datasets are skewed because the number of 

benign samples is enormous compared to the number of attack samples. 

Among these attack samples, most of the attacks are DDOS attacks, and the 

rest of the attack samples are significantly less in number. Further feature 

reduction technique is the most promising area that retrieves the minimum 

number of features out of the Dataset for efficient usage of any ML 

algorithms. It minimizes computational complexity and computational time. 

Several authors proposed classification algorithms with or without feature 

reduction.  They mainly concentrated on binary classification using outdated 

datasets like KDD CUP99, NSL-KDD, etc. One of the researchers' problems 

in developing detection systems from these types of datasets is that the 

detection rates are significantly less, especially when detecting individual 

attack types as datasets are skewed.  

After reviewing these works, to fulfill this research gap, this study is 

carried out. A novel framework is designed and implemented as a two-sage 

classification model with binary and multiclass classifications to achieve this 

goal. For the evaluation of the performance metrics, the CICIDS-2017[3] 

dataset is adopted.The remaining part of this chapter is organized as follows.  

Section 2 presents a detailed description of the various research works carried 

out by several researchers in this area. Section 3 defines Dataset adopted to 

evaluate the proposed model. Section 4 presents the proposed two-stage 

classification methodology. Whereas in section 5, results and discussions are 

provided. Finally, in section 6, conclusions are drawn, and the future work 

scope is presented. 
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2 Related Works 
 

Several researchers are working in feature selection and IDS through ML  

approaches for the last few decades. With the increase in cloud usage, 

malicious activities are increased in the cloud environment. Hence in the 

previous decade, defense mechanisms to prevent malicious activities were 

developed by several researchers. The datasets considered and the proposed 

methodologies of various research works are discussed in this section. 

Sharafaldin et al. [15] evaluated the performance of IDS on the dataset 

CICIDS-2017. A set of ML algorithms and MLP algorithms are applied to 

the Dataset. For Precision, Recall, and F1-measure, a significant gap is 

observed for all the used algorithms. k-Nearest Neighbors and Quadratic 

Discriminant Analysis (QDA)has a performance gain of approximately 20% 

compared with that of the MLP algorithm. 

Jiang, J. et al. [9] focused only on DoS attacks. A total of 14 different 

types of attacks are available in the CICIDS-2017 Dataset. This work 

considered only four classes that are of DoS type. A set of new features were 

proposed in this work. A neural network was constructed to compare this 

new feature set with the original feature set of the CICIDS-2017 Dataset. 

Cordella et al. [4] designed a multi-stage classification system as IDS. 

The system consists of multiple stages where the decision-making process is 

organized into successive stages. At each step, a set of features dominating 

for identifying a specific attack category is extracted. The reliability of 

classification is estimated with the help of particular criteria employed at all 

stages. If uncertainty arises for an attack, instead of raising an alert, logging 

of information is done related to a possible attack to support further 

processing. With this false alarm rate was reduced. The proposed model has 

been tested on HTTP and FTP services. From experimental results, it is 

concluded that the proposed system's performance is better than a single-

stage classifier. 

Elmasry, W. et al. [5] performed a study on NIDS as a multiclass 

classification task. The system's idea is to identify the correct type of attack 

and the detection of a suspicious connection. The authors have used four 

deep learning models: deep neural networks, long short‐ term memory 

recurrent neural networks, gated recurrent unit recurrent neural networks, and 

deep belief networks.  Decision forest and decision jungle are also included 

in this model. The proposed model was evaluated by adopting the following 

datasets - KDD CUP 99, NSL-KDD, CIDDS-001, and CICIDS-2017. It is 

concluded from the results that; the proposed approach has a significant 

improvement in terms of detecting network attacks. 

Hussain et al. [6] proposed a model which is implemented in two stages. 

It is a hybrid classification method. Anomaly detection is performed using 

SVM in the first stage. Using ANN, misuse detection is performed in the 

second stage. The second stage classifies the attack into four different 

classes. The four categories are DoS, R2L, U2Rand Probe. When compared 

to the conventional model, the proposed method has shown a better 

performance. The proposed model was implemented using NSL-KDD  
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datasets. From the results, it is concluded that the detection rate of the 

proposed system is high. 

According to recent studies, though ML algorithms are useful for identifying 

specific types of attacks, not all models accurately detect all types of attacks. 

Larriva-Novo et al. [13] defined reasoner modules that determine the best 

model for every kind of attack. A dynamic classifier is designed by 

organizing these modules as a selection system. From the results obtained 

after implementing the proposed model, the proposed dynamic classifier 

model has shown a significant increase in the detection range. 

Most of the research works are done on KDD CUP and other datasets, 

which are old datasets and do not address the latest attack types. Few of the 

pieces are carried out on the CICIDS-2017 Dataset, but very few adopted 

multiclass classifiers.  From the above observations, this work is carried out 

to construct a two-stage classification model based on LVFE [12] on the 

CICIDS-2017 Dataset covering the latest attack types for attack classification 

with a minimum detection time and better attack detection rate. 

 

3 Dataset Descriptions 
 

According to Iman Sharafaldin et al. [7], the author of CICIDS2017 has 

eight separate files in the Dataset. The traffic data was recorded for five days. 

The recorded data contains both standards and attacks. This Dataset is 

generated from traffic data of the Canadian Institute of Cybersecurity.  Table 

1 lists the various files in the Dataset and file size and attack types in the 

corresponding file.  
Table 1 Files available in CICIDS2017 Dataset 

Name of Files Day Activity Attacks Found 
No. of 

samples 

MondayWorkingHours.pcap_ISCX.

csv  
Monday   Benign (Normal human activities) 529928 

TuesdayWorkingHours.pcap_ISCX.

csv 
 Tuesday  

Benign                                                   

FTP-Patator                                                      
SSH-Patator  

445909 

WednesdayworkingHours.pcap_IS

CX.csv  
Wednesday  

Benign                                                    

DoS Golden Eye                                  
DoS Hulk                                               

DoS Slowhttptest                              

DoS slow loris                       
Heartbleed  

692703 

Thursday-Working Hours Morning-
Web Attacks. pcap_ ISCX.csv  

Thursday  

Benign                                                  

Web Attack – Brute Force             
Web Attack – SQL Injection           

Web Attack – XSS  

270366 

Thursday-Working Hours 

Afternoon-Infiltration. pcap_ 
ISCX.csv  

Thursday 
Benign                                        

Infiltration 
288602 

 Friday-

WorkingHoursMorning.pcap_ISCX
.csv  

Friday  
Benign                                                           

Bot  
192033 

Friday-WorkingHours-

AfternoonPortScan.pcap_ISCX.csv  
Friday  

Benign                                                     

PortScan 
225745 

 Friday-WorkingHours-
AfternoonDDos.pcap_ISCX.csv  

Friday  
Benign                                                             
DDoS 

286467 
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From Table I, the following observations was drawn about the Dataset. 

1) A total of five days of traffic data was recorded in eight separate files. 

2)Out of eight files, the last four files were suitable to implement binary 

classification. 3) To perform a multiclass detection model, the first four files 

can be used. 

For evaluation of the proposed model, the traffic data from Tuesday and 

Wednesday were merged. The merged file contains 11,38,612 sample 

records. As the volume is too high to evaluate the model, 9% 

(approximately) of the sample records were selected (by using the weka 

tool). A total number of 1,02,116 data samples are chosen, and among them, 

49,004 models are Benign, and 53,112 are attacks.  There are seven different 

types of attacks in the considered Dataset.  

 

4 TSC Model 
 

In this paper, a two-stage classifier for NIDS is proposed. The proposed 

approach utilizes LVFE. The proposed methodology of this work comprises 

of two phases. In phase-I, data pre-processing and feature selection were 

performed. In phase-II, classification was applied. The classification phase is 

further divided into two stages. In stage-I, a binary classifier is implemented, 

and in stage-II, a multiclass variety is used to predict attack type. In this 

section, the dataset description and each of the phases in the TSC model is 

explained. 

For the implementation of the TSC model, the multiclass labeled Dataset 

specified in section-3 is adopted. Each sample in the Dataset has around 78 

features. Scripts are used to generate traffic samples similar to typical user 

behavior. There are 14 different types of attacks in the Dataset. A total 

number of 1,02,116 data samples are tested, and among them, 49,004 pieces 

are Benign, and 53,112 are attacks. 

 
Table 2 Reduced Feature Subset after implementing LVFE 

 

S.No Feature Name Feature No Feature Variance Value 
1 ACK Flag Count 47 0.178882 

2  PSH Flag Count 46 0.156884 

3  URG Flag Count 48 0.049739 

4  Destination Port 0 0.040521 

5  Flow Duration 1 0.025511 

6 Fwd IAT Total 20 0.024674 

7 Bwd IAT Total 25 0.021842 

8 Init_Win_bytes_forward 66 0.015376 

9 min_seg_size_for ward 69 0.011295 

10 Bwd Packet Length Std 13 0.004947 

11  Down/Up Ratio 51 0.003307 
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In phase-I, the Dataset is processed where normalization and 

transformation techniques are applied on the Dataset in the line of Krishna, 

K. Vamsi et al. [11]. LVFE algorithm is used on the pre-processed Dataset 

for feature reduction.   A resultant of the 11-featured subset is the outcome of 

this phase which is presented in Table 2. The pre-processed CICIDS-2017 is 

further compressed by eliminating the features that do not appear in Table 

1and the resultant Dataset is also processed in Phase-2. 

In phase-2, the proposed two-stage classification technique is 

implemented. In stage I, a binary classifier is implemented to detect the 

attack. A fast kNN classification technique is used as a classifier [1][2].  A 

test sample that is examined during stage-I will turn into either benign or an 

attack.  A harmless selection is reported as mild, and in the case of an attack, 

it is further processed in stage-II.  The flow of the TSC model is depicted in 

Figure 1. 

 

 
 

Figure 1 The flow of TSC Model 

 

The sample identified as an attack in stage-I and enters into stage-2 is 

tested using a multiclass classifier using an FkNN classification algorithm. 

This multiclass classification algorithm identifies the type of attack and 

reports back. At the final stage, the accuracies of both sets are computed. 
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5 Results and Discussions 

 

Experiments are conducted on a 64-bit Windows 7 operating system with 

4 GB RAM and Intel core i3processor. To evaluate the LVFE by invoking 

FkNN, Java programming with NetBeans IDE environment is used. 

A total number of 1,02,116 data samples are tested, and among them, 

49,004 models are Benign, and 53,112 are attacks.  There are seven different 

types of attacks in the considered Dataset. They are listed in table 3.  In 

Stage-I, binary classification is performed using a Fast kNN classifier, in 

which attacks and benign samples are separated.   

The pre-processed Dataset is processed with the feature selection 

algorithm LVFE resulting in the 11 features as a feature subset. 

The table 4 depicts the FkNN classifier's confusion matrix, in which each 

attack sample is further classified into its type of attack. Table 3 presents the 

classification and misclassification rates of the FkNN classifier. 
Table 3 Accuracy for Different Attack Types 

 

S.No Attack Type Accuracy 

11 DOS GoldenEye 99.951% 

2 DOS Hulk 99.956% 

3 DOS 

SlowHTTPTest 

83.16% 

4 DOS slow loris 83.319% 

5 FTTP Patator 100.00% 

6 Heart Bleed 0.00% 

7 SSH Patator 100.00% 

 

 
 

Figure 2 Effect of Accuracies for Various Attack Types 
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Figure 2 represents the effect of accuracy for each different attack type. 

The following observations are drawn from tables 2 & 3 and figure 2. 

 The classification accuracy of the TSC model remains 99.9% except for 

DOS Slow loris and DOS Slow HTTP attacks. 

 The characteristics of the DOS Slow HTTP Test are nearer to DOS Hulk. 

A little bit high rate of misclassification occurs for these two types of attacks, 

and about 16% are detected as DOS Hulk.   

 In Heart Bleed, the Dataset contains only two sample records and 

becomes very difficult to classify. 

 SSH Patator attack is classified 100%.  
 

Table 4 Confusion matrix for the multiclass classifier of Stage II 

Attack 

Types 

ACTUAL 

DOS 

Golden

Eye 

DOS 

Hulk 

DOS 

Slow 

HTTP 

Test 

DOS 

slowloris 

FTTP 

Patator 

Hea

rt 

Blee

d 

SSH 

Papator 

P
R

E
D

IC
T

E
D

 

DOS 

Golden

Eye 

2057 1 0 0 0 0 0 

DOS 

Hulk 

0 46000 20 0 0 0 0 

DOS 

SlowHT

TPTest 

0 185 914 0 0 0 0 

DOS 

slowlori

s 

0 178 16 969 0 0 0 

FTTP 

Patator 

0 0 0 0 1587 0 0 

Heart 

Bleed 

0 0 0 0 2 0 0 

SSH 

Patator 

0 0 0 0 0 0 1179 

 

 

6 Conclusions 
 

A two-stage classification approach is implemented in this paper to 

differentiate the network traffic from average to attacks and further find the 

type of attack. The accuracy of the classifier is 99.6%, with less 

computational time.  The above study observed that the attack types could be 

easily classified using Fast KNN classifiers. As a future scope for the task, it  
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is observed that a few DOS types of attacks is needed to be studied further 

carefully by observing their characteristics as their misclassification rates are 

high. 
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