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Abstract 
 

PHR has developed from an early mode that confirms easily personal health 

information scattered across various institutions and devices that are 

integrated, and shared with each other. Today, it is developing into a model 

that provides useful services such as self-health care, medical institutions, 

and disease prevention related to insurance companies and follow-up 

management. In the near future, it may as well include not only the genetic 

information but also specialized information such as social networking, 

behavior, habits, and other details. Furthermore, it may add features such as 

analyzing the new health indicators and offering personalized disease 

prevention health care. This paper proposed a method of applying 

Blockchain technology in the medical field and using it in PHR applications. 

That is, an architecture is proposed for a gateway application of healthcare 

data for easy and safe control and sharing of PHR data. If Blockchain 

technology is applied to PHR service in this way, it may affect a distributed 

database that provides saving and backup/restore functions for medical 

information by transmitting/saving medical information to each existing base 

medical institution. Through this, the Blockchain Server for each 

participating base of the Blockchain Network can serve as an interface for 

utilizing medical information along with storing medical information. 
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1 Introduction 
 

The medical information system consists of overall hospital management,  
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general management, prescription, examination and treatment support 

management, administration information management, image savings and 

transmitting, and electronic medical records. In short, it is a comprehensive 

hospital management system that enhances hospital competitiveness by 

maximizing management efficiency and supporting rational hospital 

management. The medical information that used to be written by hand in the 

past, has changed by EMR(Electronic Medical Record) since after 

information system is introduced. Moreover, the concept of EHR(Electronic 

Health Record) has been developed as interest in personal health increased, 

and recently, its scope has expanded to PHR (Personal Health Record) with 

the spread of wearable devices, IoT, and smart devices. While the number of 

the population and medical personnel have increased, the amount of medical 

information has naturally increased as well [1, 2]. The demand for data 

quality of medical information is increasing to enhance the use of medical 

information that has been greatly increased, thereby international standards 

for medical information is applied such as DICOM (Digital Imaging and 

Communications in Medicine) and HL7 (Health Level 7). Through this 

application, information is exchanged and shared internationally among 

various institutions, for instance, hospitals, medical research institutions, and 

national medical institutions. As interest in the medical environment is 

increasing, the demand for medical services is also increasing. Therefore, the 

establishment of a foundation for the development of medical services 

became  the center of attention and the medical information sharing business 

has started. Since medical information system has been converted into EMR, 

health information were created and distributed by non-medical personnel 

because of the increase in interest in health care and the expansion of Smart 

devices. A PHR covers all information related to personal health. And it is a 

concept that includes personal health care services, personal health 

information, and personal health management platform overall. An EMR is a 

medical information system created and used within a single medical 

institution, and EHR is a medical information system that complies with 

national standards for interoperability and used by multiple medical 

institutions. The personal medical information saved in the EMR and EHR 

becomes the important basis of PHR[5, 6]. 

PHR has developed from an early model which confirms easily personal 

health information scattered across various institutions and devices that are 

integrated, and sharing with each other. It is now developing into a model 

that provides useful services such as self-health care, medical institutions, 

disease prevention related to insurance companies and follow-up 

management. In the near future, it may as well include not only the genetic 

information but also specialized information such as social networking, 

behavior, habits, and other details. Furthermore, it may add features such as 

analyzing the new health indicators and offering personalized disease 

prevention health care [3,4]. The benefits of cloud computing are readily 

apparent when considering what is always required of information 

technology (IT): a way to increase capacity or  
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add capabilities on the fly without investing in new infrastructure, training 

new personnel, or licensing new software. PHR is for all information relating 

to personal health. It is a concept that includes personal healthcare services, 

health information, and healthcare platforms. Its previous systems were 

Electronic Medical Record (EMR) and Electronic Health Record (EHR) that 

are medical information systems. While EMR is created and utilized in a 

single medical institution, EHR is utilized in several medical institutions that 

comply with national standards for interoperability[7]. Private medical 

information stored on the EMR and HER is an important part of PHR. PHR 

has been evolved from the initial model that checks and shares the integrated 

personal information scattered across a wide range of institutions and 

devices[8]. And now, it has been developed as a model to provide useful 

services such as disease prevention and follow-up management connected 

with self-care, medical institution, and insurance company. 

This paper is to offer how to apply Blockchain technology in the medical 

site and how to use it in PHR applications. We provided an architecture for a 

gateway application of healthcare data for easy and safe control and sharing 

of PHR data[9-10]. 

 

2 Related Works 
 

Medical information that was recorded by hand of the medical personnel 

in the past has been converted to EMR (Electronic Medical Record) with the 

introduction of an information system. As interest in personal health 

increased, the concept of medical information is changed into EHR 

(Electronic Health Record), and recently, its scope has expanded to PHR 

(Personal Health Record) with the spread of Wearable Devices, IoT, and 

Smart Devices. As the number of the population increased, medical 

personnel and the amount of medical information is increased naturally. The 

data quality of medical information is demanded to increase the use of 

medical information that has been greatly increased, and international 

standards for medical information such as DICOM (Digital Imaging and 

Communications in Medicine) and HL7 (Health Level 7) have been applied 

accordingly. 

Now it became possible to exchange and share medical information 

among various institutions such as hospitals, medical research institutions, 

and legal institutions. As interest in such a medical environment increases, 

the demand for the development of medical services is soaring. Therefore, 

the establishment of a foundation for the development of medical services is 

emphasized and various studies on medical information have been 

conducted[1].  

These studies comply with international medical system such as OCS, 

EMR, and EDI, which generates medical information. The standard is 

applied to the information but the method of saving the information vary 

depending medical information systems[2]. 
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  To properly use the medical information, an appropriate interface is 

required which is converted into format of various medical information 

system that can be retrieved and inquired, and can be transmitted to various 

medical institutions. Out of the various technologies and methods, the most 

effectively proposed method is Registry (Metadata) Server and Medical 

Gateway. The representative use of Blockchain in the health site is electronic 

medical records. It is divided into electronic record-centered EMR, 

interchangeably oriented EHR, and personal health record-oriented PHR[3]. 

The main studies related to this have focused on the management of 

personal medical or health-related data for creating and saving electronic 

documents. In fact, studies on EMR use cases of Blockchain have mainly 

been conducted on Blockchain decentralization, immutability, data sources, 

reliability, rigidity, contracts, security, and privacy. This study focuses on the 

use of blockchain for storage and management of patients' electronic medical 

records (EMR) and how to facilitate patient-centered data sharing in various 

medical services. 

Research has been conducted on technology and data sharing and 

processing or using medical information to build a medical platform where 

patients can control how their data can be accessed. Applications using 

Blockchain technology for healthcare data management are introduced to 

apply perfect security technology in medical system design. This study 

proposes an architecture for a gateway application of healthcare data for easy 

and safe control and sharing. In other words, Blockchain technology using 

multi-step authentication can protect different medical data of patients. For 

the security of medical data, a research that proposes a scenario related to 

biometrics and biomedicine is needed. This study suggests an Ethereum-

based smart contract system to intelligently protect saved personal medical 

records. 

Blockchain is a data structure, which is composed of block lists 

connected with chains. Such blockchain is distributed through peer to peer 

(P2P) networks with the latest version of all nodes. The block is a record of 

transaction data. Blockchain based on Bitcoin is one of distributed ledger 

technologies, which is a distributed, shared, and encrypted-database that 

serves as an “irreversible and incorruptible repository of information”. The 

block includes a header and body[1-7]. 

The structure includes: version of block, which represents validation 

rules that are based on a series of blocks; parent block hash, which is 256-bit 

hash speed; a Merkle Tree Root hash, which is the hash of all the hashed of 

all the transactions; a timestamp, which currently represents the value for 

every second; the nBits, which consists of simple target hash; and a Nonce, 

which is a 4-byte field that starts at 0 and is incremented for each hash. 
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3 PHR Medical Information Architecture  
 

PHR covers all information related to personal health. And it is a concept  

that includes personal health care services, personal health information, and 

personal health management platform overall. EMR is a medical information 

system created and used within a single medical institution, and EHR is a 

medical information system that complies with national standards for 

interoperability and used by multiple medical institutions. The personal 

medical information saved in the EMR and EHR becomes the important 

basis of PHR. Figure 1 shows Medical Information Architecture. 

PHR has developed from an early model which confirms easily personal 

health information scattered across various institutions and devices that are 

integrated, and sharing with each other. And now, it is developing into a 

model that provides useful services such as self-health care, disease, medical 

institutions, disease prevention related to insurance companies and follow-up 

management. In the near future, specialized information such as social 

networking, behavior habits, and extra will be added not only genetic 

information, analyzing a new health indicators and offering personalized 

disease prevention health care. 

Personal Health Record (PHR) has been introduced as a patient-centered 

health information model. Through these PHR services, patients can create, 

manage, and control their personal health data in one place.  This means they 

can manage data through efficient tools for saving, retrieving, and sharing 

medical information. The PHR allows patients to control over their medical 

records and share their health data with various users. This includes health 

care providers, family members, or others involved. 

Currently, PHR services are outsourced or offered to third-party service 

providers such as Microsoft because of the high cost of building and 

maintaining a professional data center. Recently, an architecture for saving 

PHR in cloud computing has been proposed. PHR architecture provides 

convenient services to everyone involved. 

The main concern is whether the patient can really control the sharing of 

sensitive data. The other solution, the Health Insurance Portability and 

Accountability Act (HIPPA), does not complement when health information 

is saved on unreliable third-party servers. On the other hand, the probability 

of an expensive storage server is getting high that can be a target by various 

malicious hackers and it is doubt whether it has specialized access control 

mechanism to assure patient privacy control. A feasible and promising 

approach is to encrypt the data before outsourcing the PHR service. In this 

case, there must be a PHR owner. Owners encrypt files and determine who 

can access each file. The basic mechanism of the PHR file can be used by the 

user who received the decryption key and kept confidential to the rest of the 

users. The owners must always have the right to grant or cancel access. This 

health record method can improve the quality of medical services and reduce 

medical costs in the long term. However, there are obstacles to realize these  
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igure 1 Medical Information Architecture 

 

 

technologies.The existing regulations such as HIPAA(Health Insurance 

Portability and Accountability Act) related to personal privacy provide basic 

protection for individuals. However, health records are considered non-

transferable or can be apply to cloud computing environments. These 

regulations are more focused on protecting against hostile intrusion, but do 

not reflect the latest technology. That is, privacy of the system is kept using 

identity information (e.g., name or SSN) or anonymization techniques by 

simply protecting the privacy of the client.  

In general, standards related to PHR may be considered into three fields:  
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exchange of PHD(personal health device) information, exchange of 

medical information devices, and exchange of Internet of Things (IoT) 

device information.  

First, the field of personal health equipment is established as a standard 

by the Institute of Electrical and Electronics Engineers (IEEE) 11073. And it 

was distributed as an ISO international standard according to Standard 

Harmonization between International Organization for Standardization (ISO) 

and IEEE. The ISO/IEEE 11073 PHD Group enacts standards for each 

individual health device based on the standard protocol (ISO/IEEE 11073-

20601) for measuring and transmitting personal biometric information. 

Exchange of medical information in PHR service is a must for 

transmitting personal health information such as medical records and test 

results saved in medical institutions. It includes standards for terms and code 

systems, protocols, and medical documentation in the field of health care 

information. For terms and code systems, there are SNOMED-CT and 

UMLS for definition of terms, and standards such as LOINC for test codes, 

ICD for diagnostic codes, and RxNorm for medicine codes. In the case of 

protocols, there are HL7's V2 and V3, which is message standard for medical 

information exchange, DICOM for transmitting medical image, and HL7's 

CCD and Consolidated CDA for medical document standards. In the field of 

IoT, various standardization is underway related to healthcare of PHR. 

The OIC created the Healthcare Task Group to start developing standards 

for healthcare applications and services in the IoT environment, and in 2018, 

oneM2M showed a showcase that works in conjunction with the IoT standard 

platform and the existing healthcare standards. 

Unlike the current system that uses the provider-centered EHR for 

management, PHR is a patient-centered application program that is managed 

and used by the patient. The real owner of the information accesses and 

manages his own health information. The ultimate goal of PHR is to help 

patients securely and conveniently collect, track, and control their perfect 

health conditions. Also, the information provider manages hospital visit data, 

vaccination records, prescription records, physical activity data collected 

from the smartphone devices. From the PHR, patients can use their own 

health information and control how to share the information. They can keep 

accuracy of their own health record and prevent potential errors of the data. 

Existing companies, such as Apple and Microsoft, have been trying the 

centralized management through solutions like Apple Health and Microsoft 

HealthVault. However, such approaches do not solve the problem to share 

key data, so they would also face similar obstacle of the heterogeneous EHR 

system. On the other hand, blockchain is possible to distribute the controlled 

data. This study uses an algorithm agreed by various participants. For the 

participants, it guarantees widespread access and secure data distribution. 

Additionally, the patients can manage health data with a personal smart 

device via a service that is connected to the existing health system. Medical 

professionals have the following advantages: 
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- they control data access; 

- they know the source of data; 

- they‟ll let the patient know when the provider accesses to the data; 

- its data log always transparent to the patient; and, 

- the patient can search his own health information anytime or anywhere.  

The PHR is defined as an internet-based tool that allows a person access 

his own health information all his life for the people who need specific 

information. The PHR will improve the quality of medical care because 

medical service users can make a better decision, it enables easier access to 

the required information, and makes patients and medical teams 

communicate more effectively. 

 

4 PHR Using Blockchain  
 

Blockchain is a digital distributed ledger which copies the same 

transaction ledger that are saved on multiple computer systems controlled by 

different individuals or legal entities. In other words, the ledger which 

records transaction information is digitized and saved in a unit called 'block'. 

The block is divided into a body and a header, and the transaction 

information is saved in the body, while a cryptographic code is saved in the 

header. These blocks are distributed and saved on the computer nodes of all 

Blockchain network participants. When a new transaction is made or the 

existing transaction is changed, a new block is created, which is connected to 

the existing block in chronological order, and this connection is like a chain. 

The operation structure of this distributed ledger is determined by a 

previously set consensus algorithm and is operated automatically. Such 

Blockchain technology has the potential to innovatively change the trust 

model and business process in various industries, but the fields that can use 

blockchain technology are practically limited. For example, the 

manufacturing industry does not want their independent technology to be 

shared with other companies, and the financial industry does not want 

customer information to be leaked. However, the logistics, insurance, and 

healthcare industries are expecting the introduction of Blockchain 

technology. 

When blockchain technology is introduced in the logistics industry, it is 

impossible to manipulate the facts such as loss or damage because the 

delivery route of the product can be tracked in detail, and information such as 

the origin of the product can be clearly identified. The insurance industry 

develops customized products through general information, such as personal 

accident rates, disease incidence rates, and lifestyle habits, and avoids 

unnecessary loss costs, not only selling sample products. 

The method of building a blockchain-based PHR system is as follows. 

Basically, security is the most important in PHR, therefore functions for this 

should be implemented. This study is operated exclusively for authorized 

users (medical institutions, patients, etc.) to use on a cloud base and the  
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Figure 2 PHR Layer 

 

approval method provides private keys to each user for access. Such a system 

allows users to form individual API (Application Program Interface) to 

process and use data in a desired form, and expand the size of the use 

environment when the volume of data gets greater. Figure 2 shows PHR 

Layer. 

The cloud consists of several layers: „Layer 1‟ where patient basic 

information is saved, „Layer 2‟ where medical information is saved in 

blockchain of individual patient information, and „Layer 3‟ which is saved as 

a database with standardized HL7 and KOSTOM for each patient. 

Layer 1 has a public key to identify the patient, which finds out location  
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of the patient in the cloud. 

Layer 2 consists of several nodes, and each node is designated by 

individual users such as patients, medical institutions, and pharmacies. 

When each user updates a block, that is, patient information, other nodes 

are duplicated and linked at the same time. If a large number of nodes are 

composed, it becomes difficult to change information when there is an 

intruder, resulting a high integrity of information. 

Layer 3 is applied by HL7, KOSTOM, etc. to standardize and build a 

database, therefore it is useful when checking the medical information (PHR) 

of patients of each user or referring to research. 

Users who have the rights to update patients' medical information would 

save the information in the cloud and the server used by existing users at the 

same time when updating blocks (patient information). The user can update 

patient information in the cloud, but the encrypted address is recorded in the 

information to be connected to the same Blockchain in the Header (block 

information), it is automatically connected and the patient's PHR cannot be 

viewed. 

However, there may be situations in which the patient's PHR needs to be 

viewed depending on the situation, thus, the patient's consent is necessary.  

There are some cases that the patient's medical information in the cloud DB 

is used for other purposes. For this case, a new DB is made through the 

anonymizing process using API in the cloud. 

Then, aS researcher registered as a user can access the DB and use it for 

research purposes, and the used history information remains in DB. Through 

this process, it can efficiently and easily build a PHR system based on  

Blockchain. Through this kind of mechanism, it can build a gateway 

application of healthcare data for easy and safe control and sharing of PHR 

data. 

 

5 Conclusion  
 

Blockchain technology can be used throughout health and medical field. In 

particular, we need to pay attention to the fact which medical consumers, that 

is, individuals who were recognized as a victim of information asymmetry 

due to the medical information monopoly of hospitals, can regain their 

sovereignty through blockchain technology.  

Current medical paradigm is shifting from treatment to management. In 

the management, it is important to know not only the current health condition 

but also existing disease and its treatment process.  In particular, storage 

method of medical information is changing to PHR, an integrated record of 

EMR information additional medical information of patients, beyond the 

environment where medical information is recorded and stored with EMR 

system. The emergence of PHR according to such change in the medical field 

makes it easy to understand the health condition of patients. Therefore, it is 

suitable for providing personalized medical services to patients. 
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This paper proposed a method of applying Blockchain technology in the 

medical field and using it in PHR applications. That is, an architecture is 

proposed for a gateway application of healthcare data for easy and safe 

control and sharing of PHR data. If Blockchain technology is applied to PHR 

service in this way, it may affect a distributed database that provides saving 

and backup/restore functions for medical information by transmitting/saving 

medical information to each existing base medical institution. Through this, 

the Blockchain server for each participating base of the Blockchain Network 

can serve as an interface for utilizing medical information along with medical 

information saving. 
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