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Abstract 
 

Everyone in this world wants to be transmitting the data in safe and secure 

manner. When it comes to the safety issues in many International companies, 

Military services, Army, the situation becomes more critical. Even a common 

person struggles a lot to protect his data. One of the important methods is to 

protect the data in a more secure way and to encrypt the data while sending 

and decrypt the data while receiving the original message. Before sending the 

data, a password code is set and transmits. At the receiving end the reverse of 

encryption takes place and to get back the original data. Thus, the data is 

protected in all the way by following the encryption and decryption standard 

format. The proposed method develops a secured communication for the 

multiple users through wireless transmission and hacking can be completely 

eliminated.  

 

Keywords: Zigbee module, Atmega -328, Arduino, Energy, Wireless Data 

transmission. 

 

1 Introduction 
 

Today confidential data transfer is essential task in military 

departments, intelligence and surveillance departments, many multinational 
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companies and so on. In such companies and departments put a lot of efforts 

for securing vital data. Therefore, they need to protect the data for   before 

transmission for their applications. The proposed method describes data 

encryption and decryption to secure data using Zigbee wireless 

communication technology for short and long distances. With help of many 

encryption and decryption techniques the goal of secure communication can 

be achieved. Wire less data transmission and reception [1] can be achieved 

by Zigbee module. A suitable way to protect data is to encrypt the data while 

sending and decrypt it while receiving to recover the original message. The 

data is converted into unreadable format before transmitting, and then the 

data is encrypted and decrypted in the receiver to get the original message. 

Zigbee is designed to use in embedded applications requiring low data 

rates and low power consumption. The benefits of using Zigbee[2],[3],[9] 

technology is to make the design as simple as possible, cost-effective, Robust 

,ensuring a reliable solution in noisy environments, low-power wireless 

connectivity, etc. One main advantage of using this technology is to cover 

large areas with routers. As each Zigbee module can send and receive data, 

the received data received from one point can be transported to the third 

point as a mediator. 

 The rest of the paper is organized as follows: section 2 literature survey 

,section 3 explains the proposed method, section 3 presents the experimental 

results and the last section gives the conclusion. 

  

2 Literature Survey 
 

A method was introduced by Bin Yang[8] for stack architecture of 

Zigbee protocol and codes of encryption and data integrity algorithm. It also 

analyzed security defects on wireless sensor networks .It provides some 

copying techniques are channel setting and improving routing algorithm etc. 

However this method has security problems in the area such as channel 

interference and non repudiation. 

Saif Al Alak et.al [3] designed AES and ECC mixed Zigbee wireless 

sensor security protocol. This method rescue wireless sensor cipher message 

and replay attack. Also this protocol can parallelize system performance, 

reduce the run time and save sensor energy. Because of its parallel execution, 

the amount of data in unit time will be more for transmission. 

Tulin Mangir et.al [12] introduced cognitive radio for detecting 

malicious activities in Zigbee networks. A presented method proposed stack 

modification to secure Zigbee networks[13]. It does not require any changes 

to the stack protocol or Zigbee device and has potential for further 

application. However the system has more running time. 
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3 Proposed Method 

 

The block diagram of proposed work is shown in figure 1. The proposed 

work is to generate and transmit the text message through a wireless 

communication system in a secured manner. This facility is existed in the 

mobile network for which the user has to pay for it, where as the proposed 

method can be used as personal communication system and unlimited 

information can be transmitted at  free of cost. The data is secured as it is 

encrypted at the transmitting end. So to decrypt the data the password or the 

code is to be entered in the receiving section to read the data.  

 
Figure 1 Proposed Block Diagram 

 

 
 

Figure 2 Block Diagram- Transmission/Reception of Text Message 

 

The Transmission and reception of text message is depicted in figure 

2. The received information at remote end will be decoded through another  
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microcontroller unit [4] and it will be displayed through another LCD panel 

when the code is entered correctly through the keys interfaced to the 

controller. As the data receiver is equipped with a small LED, it will be 

activated automatically whenever it receives new message, then the code is 

to be entered to read the message that will be displayed in the LCD. This 

feature is added to alert the concern person. In addition to the personal 

communication, the system designed here can be used for many applications 

like wireless control of remote notice board, information display system for 

industries, military, defense, etc. The wireless communication technology 

used in this method is zigbee technology. Since it is a prototype module, the 

range is restricted to less than 60 feet. But for real applications, high power 

transmitter can be used for long distance. 

 

3.1 Zigbee XBee Module 
 

Digi Zigbee, a wireless networking standard which is used for remote 

control and sensor applications. It’s appropriate in hostile radio environments 

and remoteness locations.  Zigbee technology [5] that characterizes the 

physical and MAC layers are constructed on IEEE standard 802.15.4. It 

describes the application and security layer specifications and facilitates the 

interactions between products from various manufacturers. Hence, ZigBee 

XBee [6,7] is a superset of 802.15.4 specification. The key applications are 

meant at control and monitoring with lower levels of data throughput.  It is 

with chance of remote, battery driven sensors, low power consumption is the 

foremost obligation. Figure 3 shows Zigbee Module. 

 

 
 

Figure 3 Zigbee Module 

 

3.1.1 Data Transfer 
 

The maximum size of 128 bytes of data will be transferred with a highest 

payload of 104 bytes in the packets. The applications in which 802.15.4 [8] 

and Zigbee should not necessitate very high data rates. The standard supports 

16 bit short addresses and 64 bit IEEE addresses. The short addresses can be 

utilized and enables over 65000 nodes to be supported. 
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3.2 ATmega 328p Microcontroller 
 

The Atmel ATmega328P, an 8-bit controller, executes instructions in one 

clock cycle and provides a throughput of almost 20 MIPS at 20Khz. It is 

provided in 28 pin DIP package and based on AVR architecture. Based on 

the capability and feasibility of the controller, it can be used in various 

applications to carry out desired task. The commonly used controllers are 

8051, AVR and PIC microcontrollers. In this work, AVR family of 

microcontrollers are employed. 

 

3.3 Arduino IDE Complier 
 

Arduino is an open-source prototype platform for easy-to-use hardware 

and software. The boards read inputs from sensor, switch and convert into an 

output like motor activation, LED on/off. The board can be programmed 

using Arduino Programming language [10,11] and the Arduino IDE 

Software. 

 

4 Results and Discussion 
 

Advanced Encryption Standard algorithm using Zigbee model allows the 

data to communicate wirelessly with secured feature. The data can be 

encrypted and transfer between the two systems. In receiver end, the data can 

be decrypted with correct key word only otherwise it returns some error 

value. Transmission and reception is done at both the ends in this two way 

communication systems. 

      

 
   

Figure 4 Output Module Image of Encrypting Data 

  

           Once the system starts, message will be entered. The maximum limit 

of message is 32 characters. As the LCD display supports only 32 characters, 

it is limited to 32 characters. When the system asks for key, it can be entered 

in the form of alphabet or number within the limit of 16 characters. Then the 

key will send the encrypted message to other system. The other system asks  
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key to view the message. If the user enter correct key the message gets 

decrypted , otherwise it will return error value. Therefore the data transfer 

between the two systems is secured and the message is decrypted if only the 

correct key is entered in the receiver module. 

    When the user who received the message wants to send the message to the 

user who transmitted at first, he can send the message by entering his desired 

key to encrypt it. As both systems act as transceivers, messages can be sent 

and received by both the systems. The user who received the new message 

has to know the new key to decrypt it. The figure 4 and 5 show the hardware 

results of how the Zigbee based secured communication takes place. 

   

 
 
   Figure 5 Output Module Image of Decrypting Image 

 

5 Conclusion 
 

The proposed method can be utilized for many applications such as 

personal communication. In addition, the same method can be used as 

remote-controlled notice board, which can be used in the colleges where the 

officials wants to display some message to their students. In this regard, the 

display used here may not be sufficient to display the matter, because it can 

display only 32 characters, moreover text size is also less. Hence for real 

applications, big size LCD with more characters must be used such that 

students can read the display board from certain distance. Additional features 

can easily be incorporated into this method if required in future. The length 

of message can be increased and the system can be provided with battery 

backup. The communication link can be made through Zigbee modules such 

that single package will act as transceiver. The overall prototype module is 

completely tested and trail run results found satisfactory. 
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