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Abstract 

Cognitive Radio (C.R.) networks are being used in industrial wireless 

applications due to their inherent capabilities. The effectiveness of cognitive 

radio depends on the type of Medium Access Control (M.A.C.)and handoff 

algorithms used and measured by its deterministic reinstating of transmission 

channels. However,the applicability of C.R. algorithms for multihop 

networks is less explored. Hence,in this paper, a deterministic handoff 

algorithm for multihop networks is proposed with the help of C.R. based 

M.A.C. A Common Control Channel (CCC) free M.A.C. based on 

G.I.N.M.A.C. termed as DynMAC (Dynamic M.A.C.)is chosen for 

experimentation. Unlike conventional DynMAC, new functionality that 

makes Child Nodes (C.N.) aware of the Global Channel (G.C.) list generated 

by Sink Node (S.N.) is added in DynMAC of the proposed approach. This, 

along with the spectrum handoff algorithm, facilitates switching transmission 

channels on receiving three consecutive errors. DynMAC is evaluated 

employing network calculus to model its arrival and service curves 

theoretically. Simulations have been carried out inthe Integrated 

Development Environment (IDE) using DynMAC with and without the 

proposed spectrum handoff algorithm for both single and multihop networks.  
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Lognormal shadowing, Rayleigh fading, Rice fading, and interference is 

considered for finding Cumulative Distribution Function (C.D.F.) of delays 

and Packet Error Rate (PER). Results indicate that DynMAC when used with 

the proposed spectrum handoff algorithm, performs better compared to when 

it is used without the spectrum handoff algorithm. Finally,the proposed 

approach is compared statistically with other multi-hop-based M.A.C.s in 

terms of PER for substantiating simulation results. Friedman's test implies 

that significant differences between M.A.C.s and Holm's Procedure 

establishthe proposed approach's superiority. The confidence level taken for 

performing a statistical analysis is 0.05, which means that theaccuracy of the 

obtained results is 95%. 

 

Keywords: Cognitive Radio, Industrial Applications, DynMAC, Spectrum 

Handoff, Determinism, Multi-Hop Networks      

1 Introduction 

Sensors are generally tiny, battery-powered devices that monitor and 

record conditions of environments. Conditions include temperature, 

pressure,humidity, the direction of wind and speed, illumination, the intensity 

of vibration, the intensity of sound, power line voltage, chemical 

concentrations, pollutant levels, and vital body functions. The sensors are 

usually placed in self-governing devices and are collectively referred to as 

sensor nodes. Sensor nodes are spatially distributed, with the number ranging 

from a few to several thousand. Connecting sensor nodes through wired 

networks is time-consuming and labour-intensive, especially when the 

distance is large. In industrial applications, using cables leads to high 

maintenance costs and aggregation of many wired equipment, which is 

dangerous in situations like fire outbreaks[1]. Hence,Wireless Sensor 

Networks (W.S.N.), which connects sensors wirelessly,is used in 

industries.International Society of Automation (I.S.A.) specifies six industrial 

systems: safety systems, closed-loop regulatory and supervising systems, 

open-loop control systems, alerting systems, and information gathering 

systems. W.S.N.s perform three basic tasks; collection, processing, and 

transmission of data [2].While collection and processing depend on sensor 

nodes' inherent attributes, transmission works through cooperative action 

between sensor nodes. Transmission is enabled by various wireless standards 

like WirelessHART, I.S.A. 100.11a, Zigbee Pro, 6LoWPAN, and IEEE 

802.15.4e.However,unlike normal W.S.N.s, Industrial W.S.N.'s has 

additional requirements such as interoperability,  link reliability, service 

differentiation, a facility for data aggregation, noise resistance, deterministic 

latency, predictive behaviour, coexistence, support for multiple sources and 

sinks and application-specific protocols, which are not fully addressed by 

above standards[3]. 

Further, industrial machinery produces interference, in which mentioned 

standards do not guarantee deterministic behaviour.For example, in the fire 

case, an alarming signal is produced by the corresponding section that should 

reach the safety section in deterministic time. If not, it will result in human 

injuries and machine losses. Even extensions of IEEE 802.15.4e and Zigbee 

Pro are inappropriate in tackling this problem in the presence of interference.  



 

 

 

DynMAC Based Optimized Spectrum Handoff Algorithm for Deterministic Multihop 

Industrial Networks modelling 3044 

It is a matter of concern in industrial applications which demand real-

time capabilities. 

Cognitive Radio (C.R.), proposed by J.Mitola [4], is a handy solution for 

I.W.S.N.'s. C.R. initially finds available channels (spectrum holes), and 

transmission is initiated in the best free channel. When interference happens, 

C.R.stops current transmission and switches to another available channel. 

However, it is not significant as other wireless standards, as the handoff 

process (a process of stopping transmission in one channel and reinstating in 

another channel) is not deterministic. Hence,the deterministic handoff 

process is required for using C.R.s in Industrial W.S.N.'s (I.W.S.N.'s). 

Another point of interest is that as the energy range of sensor nodes is 

less, the transmission range is also less. It makes I.W.S.N.'s operate in a 

multihop fashion. Each sensor node sends processed information to another 

sensor node in a multihop scenario where it can be combined or just 

retransmitted to another node until the destined node is reached. This 

information sharing process among different nodes is called multi hoping, 

and such networks are termed multihopnetworks[5]. Other factors that boost 

the need for multihop networks in I.W.S.N.'s are the small size of sensors, 

low battery capacity, and limited processing ability. However, studies in C.R. 

have concentrated on single-hop networks, whereas multihop C.R. networks 

are gaining interest recently. Hence, in this paper, a deterministic spectrum 

handoff algorithm for C.R. in multihop networks is proposed[6]. 

The remainder of the paper is coordinated as follows. Segment 2 sums up 

associated works. Section 3 describes the mathematical preliminaries of 

chosen M.A.C. Section 4 elaborates on the proposed spectrum handoff 

algorithm. Section 5 briefs onthe application of network calculus to 

DynMAC. Section 6 showsthe results obtained along with its discussion. 

Section 7 depicts a statistical analysis of the proposed method, and other 

M.A.C.s and section 8 concludes the paper[7]. 

 

2 Related Work 

 

Most wireless standards are based on IEEE 802.15.4 in I.W.S.N.'s as 

they require low data rate transmission over relatively small distances. On 

the contrary, IEEE 802.11 is concerned with long-range transmission and 

data throughput of 2-54 Mbps [8]. WirelessHART is an I.W.S.N. standard 

that uses IEEE 802.15.4 in the physical layer. In the data link layer, Medium 

Access Control (M.A.C.) is improved through adding time slots of 10 ms and 

utilizing Time Division Multiple Access (T.D.M.A.), thereby reducing the 

number of collisions [9].However, it is specifically used for process 

automation, and only dedicated links are present instead of shared links that 

are not suited for deterministic industrial applications. I.S.A. 100.11a has 

IEEE 802.15.4 physical layer, but the M.A.C. layer is extended with a 

combination of T.D.M.A. and CSMA. Though determinism is achieved and 

single hops, as well as multihop topologies, are supported, it has the 

disadvantage of high implementation cost. 

Further, hopping is slow in multihopnetworks, which increase power 

consumption [10]. Zigbee is another wireless standard launched on top of  
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IEEE 802.15.4,which has its network and application layers. An 

extended implementation option is Zigbee Pro which is used for large 

networks.  

Though it supports mesh and cluster tree topologies, it is interoperable 

only with Zigbee devices. Further, static channel usage increases 

interference, and there is higher power consumption, limiting its use in 

multihop networks [11]. 6LoWPAN is a suitable wireless standard for 

multihop I.W.S.N.s as it is specifically designed for large geographic areas 

and has low power consumption, computation time, cost, etc. It also works 

on top of IEEE 802.15.4 physical and M.A.C. layer. However, they are prone 

to link failures, and performance in the presence of interference is not 

satisfactory [12]. IEEE 802.15.4e is an advanced version with IEEE 802.15.4 

MAC layer amended by taking some functionality from WirelessHART and 

I.S.A. 100.11a.This approach has latency concerns which make it unsuitable 

for industrial applications.In state-of-the-art works, authors experimented 

with an improvement to IEEE 802.15.4e with star topology [13].However, 

the extension is limited to single-hop networks and does not work out for 

multihop networks. 

From the analysis, it is clear that all improvements in wireless standards 

are carried out inthe M.A.C. layer.Hence, in our paper, the spectrum handoff 

algorithm is proposed for multihop networks in the C.R. based M.A.C. 

context.  

Dynamic Slot Allocation based T.D.M.A. (D.S.A.T.) M.A.C. is a CR-

MAC proposed to achieve energy-efficient utilization of spectrum [14]. 

Since it is implemented using single radio, interference, collision, and hidden 

node problems are not considered. Fair (F) M.A.C. though addresses 

interference problems, it is inherently designed with the constraint that there 

are only one primary user and N secondary user, which is not the case in 

I.W.S.N.'s [15]. Hybrid (H) M.A.C. uses a modified CSMA/CA protocol that 

employs overlay spectrum sharing to access Primary User (PU).Hence, both 

P.U. and Secondary User (S.U.) transmit at the same time. However, it 

tolerates only minimum interference [16]. In Grouping and Cooperative 

sensing (G.C.) M.A.C., S.U.s are grouped into several teams and S.U.s in 

each team's senses channels jointly. interference affects the working of 

M.A.C., questioning its suitability for industrial applications. In Hardware 

Constrained (H.C.) M.A.C.s, a particular S.U., can either transmit or sense. 

There is a Common Channel (CC) through which S.U.s share information 

among each other. But P.U.s tolerates Interference from S.U.s to certain 

degrees. All the above protocols are proposed in the literature for single-hop 

networks and are of no interest in our approach. Synchronized (SYN) M.A.C. 

is proposed for multihop networks. Here, all out time is partitioned into 

constant time spans. In every time allotment, one of the available channels is 

applied for control signal trades. All matters considered, covered up terminal 

problems could not be dodged.For reducing interference levels of S.U.s in 

P.U.s, C.R. Enabled Multi-Channel (CREAM) M.A.C. was put forward in.  

In all methods mentioned above, Common Control Channel (CCC) is 

deployed to control channels. CCC's are meeting points of S.U.s in C.R. 

networks. When S.U.s become crowded in CCC, performance is decreased as  
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nodes that are not properly synchronizedcannot know the activities of 

neighbouring C.R. users. These reasons point towards the need for CCCto 

openC.R.M.A.C. protocols. Song and Xieproposed a QoS Based Broadcast 

Protocol Under Blind Information for Multi-hop CR networks(QB
2
IC) [18]. 

The design considers practical facts such as lack of knowledge of network 

topology and channel information of S.U.s.In traditional CCC based 

networks, if a node receives multiple copies of messages from parent nodes, 

it leads to a collision.In multihop networks, such situations become 

unavoidable when parent nodes transmit at the same time. But QB
2
IC  

protocol tackles it effectively as the receiver can listen to only one channel at 

a time. However, the approach fails when parents select the same channel for 

transmission.A Deterministic Real-Time Medium Access (D.R.M.A.C.) for 

cognitive industrial radio networksis recommended [19].Though D.R.M.A.C. 

works for any topology, it is not suitable for multihop networks. 

Hence, for implementingthe proposed spectrum handoff algorithm,a 

CCC open C.R. M.A.C. protocol suitable for multihop networks needs to be 

taken. Dynamic M.A.C. (DynMAC) is found to be the most suited one. 

DynMAC is based on GINMAC. G.I.N.M.A.C. becomes DynMAC when 

cognitive capabilities like monitoring environmental conditions, mobility, 

sharing information, and decision on the best channel are added 

G.I.N.M.A.C.The following section provides a detailed description of 

DynMAC. 

 

3 DynMAC Preliminaries 

As DynMAC is based on G.I.N.M.A.C., an overview of the GINSENG 

Project and G.I.N.M.A.C. is provided, followed by a detailed discussion of 

DynMAC. 

 

3.1 GINMAC 
 

In G.I.N.M.A.C., tree topology is considered where sensor nodes are 

child nodes, and the root node is a sink node. Two parameters define the 

topology of G.I.N.M.A.C., one is maximum hop distance, and the other is a 

fan- out-degree.Fan-out degree corresponds toseveral sensor nodes at each 

level. The fan-out degree at the sink node level is one as there is only one 

root node in a multihop tree topology. G.I.N.M.A.C. employs offline 

dimensioning mechanisms, which means sensor nodes possess knowledge of 

their positionsin the topology and parent and child nodes based on their I.D. 

G.I.N.M.A.C. ensures real-time functions in industrial environments using 

the T.D.M.A. technique. Each sensor node has different time slots in which it 

can transmit data to or from the sink node. The slot reserved for one node 

cannot be used by other nodes. The flow of traffic from sensor nodes to the 

sink node is termed upstream[20]. 

Consequently, child nodes require a one-time slot for communicating 

with the parent node, whereas parent nodes require two slots, one 

forincorporating information from child nodes and others for its data. 
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 Downstream is the flow of traffic from sink nodes to actuators. The sink 

sends data to actuators. Hence, sink nodes require at least as many basic slots 

as that of the number of actuators. Thus, total time slots arethe total number 

of upstream slots and downstream slots. Fig.1 shows a frame structure of 

G.I.N.M.A.C. 

 

 

Fig.1. GinmacTdma Frame 

3.2 DynMAC INCORPORATED GINMAC 

Though G.I.N.M.A.C.can tackle packet loss and improve delivery rate, 

automatic avoidance of interference in environments where other wireless 

networks and devices exist is not available. When CC2420 radios are 

used,interference is avoided to some extent. However, when interference is 

present in adjacent channels, the mechanism fails. DynMAC tackles these 

limitations by adding cognitive characteristics to G.I.N.M.A.C. DynMAC 

monitors environment conditions, assesses the best channel, and share 

information about the best channel to nodes. By environmental conditions, 

we mean occupancy of channels. There are various mechanisms to assess it, 

and in our paper, we use the Received Signal Strength Indicator (RSSI). 

RSSI is an indicator of the strength of a signal received by each node.  It is 

chosen as this mechanism is available in radios of sensor nodes. Each node 

obtains RSSI values periodically, thereby providing a good approximation of 

channel conditions.  

GinMAC is a Medium Access Control (MAC) protocol designed to meet 

the real-time requirements of Wireless Sensor Actuator Networks (WSAN) 

applications. We present a formal executable specification for the GinMAC 

protocol in this article. We can specifically capture and evaluate the abstract 

features of this protocol using this formal executable model. Our platform-

independent systematic executable system could be used as a framework for 

further study of the protocol or any protocol extensions that are made to it. 

3.3 Spectrum Sensing, Local Best Channel, and Global Best 

Channel 

During the spectrum,the sensing sink node collects RSSI values of all 

channels. The number of channels is equal to the number of nodes. The RSSI 

values obtained periodically are accumulated and stored. Additionally, RSSI 

values greater than a particular threshold defined by CC2420 radios is 

separately stored. On completion of spectrum sensing, RSSI values are stored 

in ascending order. Next,the cost of each channel is calculated by using two 

sets of information. 1) The sorted RSSI value and 2) the frequency that 

collected RSSI values are greater than the threshold. The former is termed  
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RSSI cost and later threshold cost. The RSSI cost for the smallest 

accumulated RSSI value is 1. The RSSI, as well as threshold costs, are 

added. When accumulated RSSI changes periodically,the RSSI cost is 

increased by 1 unit. The final sorted list best channel is chosen by the sink 

node and informs it to other nodes by broadcasting a control frame with the 

network's Group Identification (GID) number.   

The child nodes repeatedly search all channels for a valid frame from the 

sink node. Once a frame is detected, GID is checked to verify whether it is 

from the sink node. If GID matches, child nodes stop searching and jointhe 

network by switching to the sink's channel. Additionally, child nodes send a 

joining frame to the sink node, acknowledging it by sending an 

acknowledgement frame. However,the channel selected by the sink node 

might not be the best channel when the network is considered as a whole 

because the sink node selects the best channel based on its local information 

only. Therefore,the best channel calculated by the sink node is called the 

local best channel. The noise and interference may vary considerably  

between the child and sink nodes. Hence, all nodes should contribute to the 

process of selecting a channel for communication. But in real environments, 

all nodes do not join the network at any time.Therefore,the global best 

channel selection process starts when the network reaches a stable state, i.e., 

at least one node joins the network other than the sink node. Once the global 

best channel selection process is started, sink nodes send solicit messages to 

child nodes asking them to provide channel information. Each node 

calculates the best channels in the same manner as was discussed earlier and 

forward them to the sink node. The sink node selects the best channel from 

available information. If the best channel is different from the current 

working channel sink node sends switching channel messages to parent 

nodes, send them to their child nodes. Finally, all nodes operate on the same 

channel. 

 

3.4 Limitations 

However, certain problems arise in DynMAC, which limits its use for 

deterministic applications. One scenario is that channel switching messages 

might not be delivered properly to child nodes due to interference. This 

results in child nodes transmitting in one channel and sink nodes transmitting 

in another channel, thereby disrupting communication. DynMAC tackles it 

by making nodes rescan thesink's communication channel if it cannot 

communicate with its parent for a specific duration. However, this is 

unusable in deterministic applications as interference may induce prolonged 

delays in reinstating the same channel across sink and child nodes. The same 

occurs in the case of communication between child and parent nodes. 

Secondly, even when transmission occurs in the same channel, interference 

may occur inthe middle of transmission resulting in jamming the channel, 

thereby losing connectivity. Hence, an algorithm that detects interference and 

recovers transmission in another available channel in deterministic time is 

proposed. 
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4 Proposed Spectrum Handoff Algorithm 

As mentioned in section 3,DynMAC sensor nodes work based on offline 

dimensioning mechanisms. Hence, each node is aware of its parent or child 

nodes. Once the sink node sends channel switching messages, child nodes 

send joining frames back to sink nodes. In case of interference, these frames 

are not received by sink nodes since such frames are not generated, as 

channel switching messages are not received by child nodes. Hence, if the 

sink node does not receive a joining frame after sending a channel switching 

message, it is considered an error. 

Similarly, if the parent node does not receive a joining frame from the 

child node, it is also considered an error. Further, as DynMAC is a traditional 

M.A.C., slots are reserved for nodes irrespective of whether there are packets 

to transmit or not. This makes parent nodes unaware of packet loss due to 

interference as they consider it a lack of packets instead of a loss of packets. 

This is a matter of serious concern in deterministic real-time industrial 

applications where every packet is vital. Hence, in the proposed approach, 

two functionalities are appended. One is a new flag functionality added to 

child nodes of DynMAC, which informs parent nodes that packets are there 

to transmit. This flag frame is sent repeatedly until parent nodes are aware of 

packets' presence in upcoming slots. Therefore, when the flag is active and 

parent nodes do not receive a packet from child nodes, it is considered an 

error. Oncean error is found,the flag frame is sent back to the child node. 

Another feature of our proposed approach is that every child node is updated 

with the sink node's final channel list for selecting the best channels. Hence, 

when communication is lost child node itself can hop to the best channel 

without rescanning the sink node.  Therefore, errors are detected in the 

M.A.C. layer. When DynMAC is used for cognitive radio, waiting for a 

specific time duration to scan the sink node and hop to another channel is not 

feasible.A consecutive number of errors received is taken as a metric to hop 

to another channel in our proposed approach. The schematic representation 

of the proposed handoff algorithm is shown in Fig.2.It represents three 

instances of communication loss. In the first instance, due to interference, no 

Joining Frame (J.F.) is generated, and hence there is a loss in 

communication. After three instances, the Child Node (C.N.) detects 

Interference; Best Channel (B.C.) selects B.C. and hops to another Channel 

Hoping (C.H.). 

In industrial networks,the number of consecutive errors is chosen to 

maintain trade-offs between speed and robustness. If any errors are chosen as 

a condition for hopping, delays become prolonged, thereby failing to meet 

deterministic requirements. On the contrary, if a small number of errors is 

chosen, nodes may hop to another channel even when no interference is 

jamming the channel. For example, if the wireless channel has harsh errors or 

when packets are transmitted in a dispersive channel, nodes may sense it as 
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Fig.2.Channel Hopping Of Child Nodes When Csm Messages Are Lost Due To 

Interference 

 

interference. Hence,the number of consecutive errors is chosen in our 

approach based on the Packet Error Rate (PER) of the channel, thereby 

maintaining a compromised solution between delay and hopping probability. 

As shown in Fig.2, Sink Node (S.N.) sends Channel Switching Messages 

(C.S.M.) to Child Nodes (C.N.). Interference makes C.S.M. not reach C.N. 

As a result, no Joining Frames (J.F.) is generated by C.N., and 

communication is lost, which is indicated by errors in S.N. and C.N. It must 

be noted that the first two errors are not considered as interference due to 

earlier mentioned trade-offs. Once three consecutive errors take 

place,interference is detected (I.D.). Next, C.N. selects Best Channel (B.C.) 

from S.N.'s global channel list, and Channel Hopping is done. 
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Fig.3. Channel Hopping Of Child Nodes When Packets Are Lost Due To 

Interference 

Fig.3 shows channel hopping of child nodes when packets are lost due to 

interference. Once packets are there to transmit, C.N. sends flag frames to 

Parent Nodes (P.N.). Interference makes packets not reach C.N. nodes. 

Therefore, information is lost, and P.N. sends back flag frames to C.N. Once 

three consecutive errors take place, interference is detected (I.D.). Next, C.N. 

selects Best Channel (B.C.) from S.N.'s global channel list, and C.H. is 

facilitated. Finally,the sink nodes, as well as other nodes, start operating on 
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 the same channel. This operation type enables DynMAC to detect 

interference and hop to the next channel deterministically without rescanning 

S.N. or carrying out spectrum sensing. Thus, the proposed handoff algorithm 

ensures time-bound in delay traffic, and since DynMAC used to evaluate it is 

not based on CCC, problems due to external interference are avoided. 

 

5 Application of Network Calculus to DynMAC Based Spectrum 

Handoff Algorithm 

Network calculus is used to characterize traffic arrival andthe ability of 

the proposed system to handle that traffic theoretically. The arrival curve 

characterizes traffic arrival, and the service curve characterizes traffic 

handling ability. In the case of static T.D.M.A.,the arrival curve for periodic 

traffic is given in Equation (1). 

 ( )   ⌈
 

 
⌉      (1) 

Where T is the flow period, and L is packet length. In the service curve 

case, for determining minimal guaranteed flow, the T.D.M.A. frame should 

be analyzed. As mentioned in previous sections, for DynMAC, each node is 

assigned a particular slot to transmit. The frame length is given in Equation 

(2). It should be noted that DynMAC frame length is longer than 

G.I.N.M.A.C. as C.R. algorithms consume more time.  

  ∑            
 
        (2) 

Where M is the number of nodes ina network,       is slot length and 

     Is synchronization time. Therefore,the service curve can be estimated 

by Equation (3).  

 ( )        (⌊
 

 
⌋         ⌈

 

 
⌉ (       ))  (3) 

 

 

Bis linked transmission capacity, a T.D.M.A.C. service and arrival curve 

plot for traffic flow whose inter-arrival time equals frame duration is shown 

in Fig.4. 

 
Fig.4. TDMA Arrival And Service Curve 
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As DynMAC adds cognitive capabilities to the G.I.N.M.A.C., two slots 

are added to the G.I.N.M.A.C. frame for spectrum sensing. Fig.5 shows the 

G.I.N.M.A.C. frame with two additional slots for single and multihop 

networks.  

2 2 2 3 -- 4 -- 5 -- 6 -- 7 -- 8 -- 9 -- 1 -- 

 

 

 

 

Fig.5. Ginmac Frame With Two Additional Slots For Single Hop And 

Multihop Networks 

 

From Fig.5, it is clear that the node can wait for a maximum of 3 slots to 

access the medium. Hence,the maximum time which a node takes to access 

the medium is          . When a medium is accessed,the node has three 

chances to send packets. Therefore,the service curve  ( ) is given in 

Equation (4).  

 ( )        (⌊
 

 
⌋         ⌈

 

 
⌉  )   (4) 

The service and arrival curves of DynMAC are jointly plotted in Fig.6.  

 

 
Fig.6. Arrival And Service Curves ForDynMAC 

 

The horizontal distance between the service and arrival curves gives 

maximum delay, as shown in Equation (5). 

                 (5) 

The full-time nodes take to access medium in multihop networks is 

similar to that of single-hop networks. However, due to two hops,the 

maximum time between transmission and reception of packets between 

nodes is         . For example, from Fig.6, if node 4 transmits a packet to 

node 2 in the initial slot, it might not be traced at node one till the last slot of 

node 2. Hence,the DynMACmultihop network's service curve can be 

depicted as in Equation (6), and maximum delay is given in Equation (7). 

 ( )        (⌊
 

 
⌋         ⌈

 

 
⌉ (          ))  (6) 
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                    (7) 

 

5.1 Multi-Hop DynMAC with Spectrum Handoff  
 

As a result of spectrum handoff, though interference is detected, the 

delay is increased compared to normal multihopDynMAC. This is because 

the time is taken for interference avoidance, and data gets accumulated in the 

queues. This is considered while obtaining service curves. Therefore,the 

maximum delay is given by Equation (7). 

                          (8) 

Where     is the time taken to find the best channel and    Is channel 

hopping time. 

The maximum delay in Equation (8) is greater than Equation (7) 

attributed to the spectrum handoff process. Delay is sacrificed for achieving 

determinism and detecting interference. The following section gives a 

detailed description of simulation results obtained forthe proposed DynMAC 

based spectrum handoff algorithm. 

 
 

6 Results and Discussion 
 
The simulations were carried out in C++ based Integrated Development 

Environment (IDE). The nodes were randomly placed in 100m x 100m 

square to imitate real-time industrial multihop topology. All nodes are 

simulated based on the IEEE 802.15.4 physical layer. The proposed 

DynMAC based spectrum handoff algorithm is evaluated in terms of PER 

and delay. In industrial wireless scenarios, fading is one of the major factors 

that influence packets' transmission and reception. For simulation purposes, 

they are oftenmodelledas a random process. Fading can be slow or fast. Slow 

ones are termed shadowing and occur when the path between transmitter and 

receiver is obstructed. They are modelled, as shown in Equation (9). 

  ( )    (  )          (
 

  
)      (9) 

Where   (  ) is path loss in dB at a distance   ,   ( ) is path loss in 

dB at an arbitrary distance   and   Is zero-mean random variables with 

standard deviation . Fast fading occurs as a result of small changes in results 

between transmitter and receiver. In our approach, we used Rayleigh fading 

and Ricianfading to model fast fading,as shown in Equation (10). 

  ( )     (      )    (10) 

Where   is uniform distributed numbers inthe interval [0 1]. Rician 

fading is similar to that of Rayleigh fading except that the Line of Sight 

(L.O.S.) component is present.The arrival rate is modelled according to 

stationary traffic, as mentioned in network calculus. Further, other networks 

may coexist in a networking environment leading to interference. 

Hence,WiFi interference was also considered for simulations. Table 1 shows 

the PER of DynMAC with a spectrum handoff algorithm for both single-hop 

and multihop networksunderlognormal shadowing, Rician fading, and 

Rayleigh Fading. 
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Table 1: DynMACFor Different Fading Environments 

 Single Hop Multihop 

 Lognormal 

Shadowing 

Rician 

Fading 

Rayleigh 

Fading 

Lognormal 

Shadowing 

Rician 

Fading 

Rayleigh 

Fading 

DynMAC 190 590 16300 3300 3700 5300 

DynMAC 

with 

spectrum 

handoff 

150 510 15700 3110 3300 4900 

 

From Table 1, it is clear that DynMAC inherently gives small PERs in 

single-hop networks for lognormal shadowing and Rician Fading. This is 

because there is no L.O.S., and received power is exponentially distributed in 

the presence of shadowing. In Rician fading, a stronger L.O.S. component 

leads to the rare occurrence of deep fades resulting in low PERs.The error 

rate is much higher in the Rayleigh fading channel attributed to the Rayleigh 

channel's time-varying envelope that decreases the system's instantaneous 

PER. In multihop networks, packet error probability increases with the 

number of hops, as is evident from PER values. DynMAC, when used in 

single-hop networks with spectrum handoff,shows low PERs compared to 

normal DynMAC. But its effect is more profound in multihop networks, 

proving that the proposed handoff algorithm is suitable for multiho networks 

under fading environments. Fig.7 shows the performance of DynMAC in the 

presence of interference for single-hop and multihop networks. 

 
Fig.7. Performance OfDynmac With And Without Proposed Spectrum 

Handoff Algorithm For Single And Multihop Networks 
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From Fig.7, it is obvious that single-hop networks with handoffproduce 

the least PER in environments affected by interference, whereas multihop 

networks without spectrum handoff produce the highest PER. In the case of 

both single-hop and multihop networks,the proposed algorithm is found to 

decrease PER.However,the approach should be validated in terms of delay, 

which is significant in deterministic industrial applications. Fig.8 and Fig.9 

shows the delay of DynMAC with and without the proposed handoff 

algorithm in lognormal fading environments. 

 
Fig.8.Delay For Lognormal Shadowing In Single Hop Networks 

 

 
Fig.9.Delay For Lognormal Shadowing In Multihop Networks 

 

In single-hop networks, the proposed spectrum handoff algorithm shows 

better delay performance thana network that used normal DynMAC. Further, 

the algorithm maintains its performance in multihop networks too.  
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However,the delay is increased in multihop networks as the number of 

hops is more. The decrease in delay in the proposed approach can be 

attributed to flag functionality and provision provided to C.N.s for selecting 

the best channel, unlike conventional DynMAC, where S.N. is solely 

responsible for selecting the best channel.  Fig.10and Fig.11shows delays in 

frames for Rayleigh fading environments.   

 
Fig.10.Delay For Rayleigh Fading In Single Hop Networks 

 

 

 
Fig.11.Delay For Rayleigh Fading In Multihop Networks 

 

It should be noted that delays are higher in Rayleigh fading channel 

compared to lognormal shadowed channels. In Rayleigh fading, many 

objects are present in the environment that scatters signals before getting to 

the receiver. However,the proposed algorithm shows better performance in 

Rayleigh environments, too, owing to additional functionalities added in  
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DynMAC along with usage of three consecutive errors for hopping to the 

next channel by C.N.'s. Rice fading is not discussed as it provides results 

similar to that of lognormal shadowing.  

 

 
 

Fig.12.Delay For Single Hop Networks In The Presence Of Interference 

 

 
Fig.13.Delay For Single Hop Networks In The Presence Of Interference 

 

Fig.12 and Fig.13 shows the cumulative distribution function of the 

proposed algorithm at 25% interference. When M.A.C. is used without a 

spectrum handoff algorithm, it increases delay. On the other hand, when 

used, a C.R. system capable of detecting interference and hopping to another 

channel in a deterministic time is created.  Additionally, resultant delays of 

the proposed algorithm are similar to that of interference-free environments. 

From the overall analysis of delay and PER,the proposed spectrum handoff 

algorithm ensures determinism and robustness against interference. This also 

establishes its suitability in industrial wireless sensor and actuator networks. 

To validate simulation results, statistical analysis is carried out in the 

following section by comparing PER of the proposed approach with other 

M.A.C. approaches. 

 

7 Statistical Analysis 
 

Statistical analysis is performed on obtained results to establish the 

proposed method's superiority over other methods that are otherwise unclear 

from graphical representations. Since we compare methods whose variables  
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are ordinal dependent, the Friedman test is employed to find significant 

differences. We chose PER of multihop networks to perform statistical 

analysis as it is significant in our study. Table 2 provides PERs of five 

different M.A.C.s viz priority M.A.C., G.I.N.M.A.C., QB2IC, DynMAC and 

DynMAC with handoff under increasing rates of interference. 

Table 2: PERs OF MACs At Different Levels Of Interference 

 Interference Priority 

MAC 

GINMAC QB2IC DynMAC DynMAC 

with 

Handoff 

0% 2500 (3) 800 (1) 56000 (5) 3300 (4) 2400 (2) 

5% 3100 (3) 2400 (1) 57500 (5) 7900 (4) 2900 (2) 

10% 3700 (2) 6600 (3) 63800 (5) 8100 (4) 3690 (1) 

15% 5900 (2) 20800 (4) 63800 (5) 8100 (3) 5860 (1) 

20% 6600 (2) 51700 (4) 67600 (5) 8200 (3) 5900 (1) 

25% 9000 (3) 123800 (5) 63800 (4) 8500 (2) 8100 (1) 

Total Rank 15 18 29 20 8 

Average Rank 2.5 3 4.83 3.33 1.33 
 

Each algorithm is ranked from 1 to 5 based on its values, the least PER 

being given the first rank and the highest being given the last rank. The ranks 

are then averaged. The Friedman test's first step is to define a null hypothesis 

that states that there are no significant differences between groups. 

                                                       
Now Friedman statistic is obtained from Equation (11). 

   
  

    (   )
 ∑   [    (   )]  (11) 

Where   is the number of interference variations,   is the number of 

M.A.C.s understudies, and   is the total rank value of each column. 

Substituting      and   we get a value of 15.6 for F.M. Now, for the same 

 and   values and         the Chi-Square table gives    critical value 

11.07. Since obtained     value is greater than    critical value null 

hypothesis is rejected, thereby proving that significant differences exist 

between methods. The significance of the proposed algorithm is found by 

employing Holm's procedure as a post hoc test. As in the Friedman test, a 

null hypothesis is stated initially. 

                                      
Initially,the z value is calculated using Equation (12) 

  
     

  
     (12) 

Where Ri isthe average rank of DynMAC with handoff and Rj is the 

average rank of other M.A.C.s and    √
 (   )

  
. The probability values are 

obtained from a table of the normal distribution for each z value. Finally, p-

values are compared with    (   ) values. When    (   ) values are 

greater than the p-value, the null hypothesis is rejected. Table 3 summarizes 

Holm's procedure. 
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TABLE 3: HOLM’S PROCEDURE 

i MAC z-value  p-value   (   ) Null 

Hypothesis 

1 Priority MAC -1.2817 0.0999 0.0125 Not Rejected 

2 GINMAC -1.8294 0.0337 0.016 Not Rejected 

3 QB2IC -3.8340 0.000063 0.025 Rejected 

4 DynMAC -2.1909 0.0142 0.05 Rejected 

 

From Table 3, it is clear that the proposed algorithm outperforms DynMAC 

and QB2IC. However, Holm's procedure shows that Priority M.A.C. and 

G.I.N.M.A.C.have performance closer tothe proposed algorithm. This is 

because Holm's procedure considered average ranks of M.A.C.s rather than 

total ranks as in the Friedman test, which leads to a reduction in differences 

of values between M.A.C.s as they are limited to 0 to 6 intervals. However, it 

is clear from Table 3 that at higher levels of Interference, G.I.N.M.A.C. 

shows large deviations from the proposed algorithm. On the other hand, 

priority M.A.C. though maintaining a considerable performance, the absence 

of handoff algorithms makes it unsuitable for deterministic applications.  

Hence, statistical analysis confirms the effectiveness of the proposed 

algorithm over other states of the art methods. 

 

 

8 Conclusion     
 

The deterministic capabilities of cognitive radio lead to its popularity in 

wireless sensor applications. But the idea of using cognitive radio and 

existing wireless standards in deterministic industrial scenarios has gained 

interest recently. Though applied to single-hop networks, its applicability in 

multihop networks needed attention. Moreover,the use of cognitive radio in 

conventional standards showed lower performance. Further,the absence of 

deterministic handoff algorithms hindered its development and deployment. 

Hence, in this paper, a spectrum handoff algorithm based on one of the 

advanced M.A.C.s known as DynMAC for multihop networks is presented. 

The approach candetect interference in the middle of transmission and hops 

to another channel in deterministic time. The suitability of DynMAC is 

analyzed with the help of network calculus. Simulations were carried out for 

the proposed algorithm considering both single-hop and multihop networks 

under different fading and interference environments to determine packet 

error rate and delay. The results indicate better performance of the proposed 

algorithm, which is verified by statistical analysis. The capability to avoid 

interference deterministically adds robustness to the system, thereby assuring 

its use in industrial wireless sensor and actuator networks. As an extension, 

the system's response to non-stationary traffic considering both single and 

multihop networks will be studied in the future.      
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